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1 BRGRE

1.1 ping

ping F#5E P Hbik

ping < WORD > | ip

(S8BT | S8 Eitipa
[EREACE ]

[ar o] RFBUICEAR

QRS

[FCE2E] T2 ping BIBIT

Switch#
Switch# ping 192.168.2.34
Switch#
(GEPSTES B ik

(QE=RLED
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1.2 traceroute

R I HE B St i 22 D f B A2

traceroute -saddr saddr -firsttt 1 firstttl -maxttl maxtt/ -port port -count cnt -waittime waittime
[ <hostname> | ipaddr ]

(8] | 28 ik
saddr Traceroute £ I Ip Mkt
firstttl Traceroute 4l GLEC 4R 4= A7 I 7]
maxttl Traceroute Hfs Gl & KAEAE I [A]
port Traceroute 4 €1 BT K H 1 3t 145
cnt Traceroute 4 £ (1 ALK
waittime Traceroute 3l 0 55455 (A1 B2 (1) R I B[]
hostname Traceroute f¥] H i) EH 14
ipaddr Traceroute (1] H 1] Ipaddr
[FhameE]l -

[ o] RRRUC E R

(QEIEEEEED B

(ECE2E] Tt ER R E ST

Switch#
Switch# traceroute —saddr 192.168.1.1 —count 5 -waittime 10 192. 168. 1. 111
Switch#

QPSR IS ik

QEENL)
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1.3

(24 ]

[ ACE ]

[ &350

QEEEEESS

[FCE 2541

(GIEPS

5
>

21

QT

tftp

iR TRTP ZREU A IE A

tftp [ put | get ] [ -a | -0 ] <localfilename> ipaddr <servfilename>

ZH A

localfilename tftp 75 BALIE I S
ipaddr tftp 75 EAL LA ML ip
servfilename tftp 75 ZE I S
R B AR

A AR titp 1% BY.

A tftp SRR T

Switch#

Switch# tftp get —a 192.168.1.21 switch. conf
Switch#

iR ik
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1.4  copy running-config startup-config

TRAF 2RI &

copy running-config startup-config

(501 | S5 iR
running-config MENEITRE
startup-config HH AR E
[T E ]

QRS BTG R SaN

QEOEEEERSD

(FCEXET Rl A E BT

Switch#
Switch# copy running-config startup—config
Switch#

GiEPST

3
5

1 | i ik

write TRAFIC & i 2

2

show running-config B/EUANEITHE

(@REVD
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1.5 copy filename tftp: serveraddress

S YR E S, E S JAE Ivar/config RAEE (— %2 switch.conf)

[Z50H] | S5 Eitipu
filename Ivar/config T FrIfC B SO
serveraddress AT H SR ML ip

Cin &M R 4 R

(e

(ACE2ET R RG]

Switch#copy switch.conf tftp: 192.168.2.33
Ivar/config/switch.conf----------- Begin to check file!~
file checksum=[1649282097] [0x624e0c31]

Please wait....

@@@@@ tftpc upload bind socket to interface 'eth0.1' successfully after 1 times.
Transfering image to remote host file named switch.conf...

Send data to remote.

Put image to remote success!

Switch#
(w41 | md EiiTpa
copy filename tftp: serveraddress i TFTP 3R

(R REZD B
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1.6

[(Z%i9]]

[EERcE]

[ &

[fEMTE 7

[Fc & 25 41]

(GEPS

&
&
[

QENLE

copy tftp: server-address configfile

VAR Bk YN W=

S8 £

serveraddress PRAFIC B S B EAL
configfile BC B SO AE S 44
-

FERURE, 2Rt

Switch#copy tftp: 192.168.2.33 switch123.conf switch.conf

Please wait....

@@@@@ tftpc download bind socket to interface 'eth0.1' successfully after 1 times.
Request remote file named switch123.conf ...

Receive data...

Done.

Get file from remote success!
Switch#

i ik

Copy tftp: server-address configfile SN W=l
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1.7

(%]

[SERcE ]

[ 1]

[fEMTE 7

[P & 24 41]

(GEPS

3
e
[ ]

QRN

system config backup

S T E

system config backup ipaddr remotefile

ZH A

ipaddr A7 S ECE S L ip
remotefile T BC B S SO 44
FERUC B A

T T A A I B SO

Switch#

Switch# system config backup 192.168. 1. 11 switch. txt
Switch#

4 ik
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1.8

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GEPSTiRS

QI

system config upgrade

T AT E

system config upgrade ipaddr { remotefile }

SR ik

ipaddr RAFTH SR ENL ip
remotefile TS S 44
R B AR

FETHRICERS, 7548 F P titp ORERD, JFUCE thtp BORRAR Y T 2T+ L B ST A P A

RIBRAZ o

N R T SR

Switch#

Switch# system config upgrade 192.168.1.11 switch. txt

Switch#

2

w4




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

1.9

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GEPSTiRS

QI

system upgrade

YT R RN, EREAUE R 8 system upgrade i 21T

system upgrade ipaddr servfilename

S8 ik

ipaddr RAFTH SR ENL ip
servfilename TR SCAF IS 44
FEBUAC B

FETHRIECER, T thtp (UFih, JFE tip MIERAR NPT ET 0 B
TER) AT

NIRRT AT -

Switch (config) #
Switch(config)# system upgrade 192. 168. 1.11 vmlinux. bix
Switch (config) #

i fh

5
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1.10

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

[FE3i]

telnet-radius-auth

W E telnet IAE I 5722

telnet-auth-auth [ local

| radius | radius-local ]

S Eiiipuy

local K F A HAAE

radius XM radius IAiE

radius-local 2% H radius TAE K F A A GE
4 R e B AR

TR E telnet AIEJERIFF

Switch#
Switch# config

Switch (config)# telnet—auth—auth local

Switch (config) #
e ik
show telnet-radius-auth TE telnet \IFE B
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1.11

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2 41]

(M4 ]

telnet

BEE telnet PAIIE )
telnet < A.B.C.D > | tel_port < 0-65535 >
no telnet tel_port < 0-65535 >

4 JRy i B AR

AT HHEN Telnet 7 /7w A AT, I 3 A i 4 6 s A EALIEAT i
BHo HZHHUER Telnet 2 mict, Hfg S — MR ENEN TCPIER, WRAES S
—NEAR VSR, WL AUEROIT S L m R BN TCP 4%, Wit 5T+
PLRIES AT AERFBUS R S quit.

T W E AL HAL Telnet 2] 1P Hihit v 10.10.10.3 (L FE S H ALK 1)1

Switch#

Switch# config

Switch(config)# telnet tel port 23
Switch(config)# telnet 10.10.10.3

Entering character mode
Escape character is ~ ]’

User Name:admin
Password:
admin login OK!

Switch> enable
Switch#con

Switch#configure
Switch (config)#

fisSe ik
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1.12

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESid

Q)

ssh-radius-auth

W E ssh YAEHJAIET %

ssh-radius-auth [ local | radius | radius-local ]

S Eiiipuy

local K F A HAAE

radius XM radius IAiE

radius-local 2% H radius TAE K F A A GE
4 R e B AR

N E ssh NIETT LRI T

Switch (config) #
Switch(config)# ssh-radius—auth local
Switch (config) #

iy Eiiipay
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2 HEiEEETE
2.1 enable

T OVEBUH P, T RSB P LB 4 enable.

enalbe

(8] | 25 ik

[SRERCE]

[l

G

CHERT)

Uixae] [% ik
QRN
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2.2 enable password

P B B N R BUSE A B RS 5, 22 1 no JEZERIA A 4 L 6 i
enable password

no enable password

(Z8UiW] | 28 Eiiipuy
[oeaiEl -

(o] 2REERK

[fEMET1 -

(RCE2E60] ] e B3 N RO 2 {5 2 5% 65 ki«

Switch (config)# enable password 12345

Switch (config)#
[HHxm4Y | w4 ik

CREBMHT -
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2.3

[ 247 ]

[SRERCE]

[y &5

(QEEEERSS

[P & 24 41]

(GIEES

EN
&

>1

[FE3i]

enable service

AT 5K HTRE RS (SSH Server/Telnet Server/Snmp Agent/Web Server) , #£4:
AECE R T, A7 LUE @4 enable service. %41 no TR E T € RS

enable service [ ssh-server | telnet-server | snmp-agent | web-server ]

no enable service [ ssh-server | telnet-server | snmp-agent | web-server ]

ssh-server 771 555 ] ssh-server
telnet-server 1 5 %] telnet-server
snmp-agent FFF 5514 snmp-agent
web-server FTIF 5K web-server
4 Jmyfic BN

i A T R IAHRE RIS, {£1] no enable service < FIfRE IS5 -

NI AT T telnet-server DyRE 11

Switch# config

Switch(config)# enable service telnet—server

Switch (config) #

me A

show telnet 755 2401 telnet-server IR IRAS
show ssh E YT ssh-server IR SR A
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2.4

[ 247 ]

[ E ]

[ 1]

(QEEEERSS

[P & 24 41]

(GEPSTiRS

(&3]

clock set

LT TRCE RGN E, n]UME RSB ;i< cock set iy @ #EAT i &

clock set hh:mm:ss month day year

ZH &

hh:mm:ss RGN E, AR (24 ANEFRD o e B
month Ay (1-12) , —Fd i 4

day H# (1-31) , —FH 1 HH

year NTCAE (1990-9999) , ASREAE H4EE

AU P

R A W B RGN E, J7 e,

R B A ] 2013 45 10 9 HRAE 16 45 25 4 30 61T

Switch# clock set 16:25:30 10 9 2013
Wed Oct 9 16:25:30 UTC 2013

Switch#

2

w4
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2.5 hostname

ZEABE N4, FPATERACE 74 hostname.

hostname name

(8] | 25 Eiiipuy
name BER NS, KRN 32 74

(Sl Bl shE R ENLA Y Switch

(iK1  &REERN

(QEEEEESD I

[(FCE2H]  FHZBSSE I ENZ N TW 141

Switch# config
Switch (config)# hostname TW
set hostname: TW success !

TW(config) #
(w2 ] | e ik
CRaBm] -
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2.6 username

EWEARMAF 4, BHUTE R ER {4 username.

username name password { password | [ 0 | 7 ]Jencrypted-password }

no username name

[Z8H] | 3 it

name M4

password a4

07 FANERAY, o GhNE, 7 & R
[T E ]

(o] 2REERK

(AT ixdr S T@EARMA P EdEE, HAEEH.

NG ?aﬁm?"*ﬂ‘”jjencrypt — MBS, R S E R IR DA g i 4
i, 775 B4R e % 25N encrypt.

[FAlE 265 FHAREIRE MR AMO4, JF98E 7 NS ZEA fullriver:

Switch (config) #username test password 7 fullriver

[HHxm4] | md E1i P
show system users BEHP 4
SUH1 -
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2.7 password

% & admin il user H 112564

password [ admin | user | pwdcode

[ZHH] | S48 Eiti3%y
pwdcode wE B

(Sl E] BNy admin

Crar &0 UL E R

(QEEEEESD I

[(MCEXE] Tt ERE ST

Switch#

Switch# password admin
New Password:

Confirm Password:
Change password success!

Switch#
[HHXwmLY | e g
Crawm] -
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2.8

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

GEESid

5
>

[F&3i]

reload

B e BE R B IR ) ACE

reload

S8 fth

[

R BUE B AR

MR E R IR W BRG]

Switch#
Switch# delete switch. conf
Switch# reload

Switch#
me Eiiipu
delete IHI o S A
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2.9  write

B RS E (runnning-config) {R7F.

write
[(Z50iH]Y | S5 ik

[eamicE]l -

[ir o] R B A

[(fEMET1 -

[FCEXEIT R A B i BT R B 1

Switch#
Switch# write
Switch# reload

Switch#
[Hxm4] | md ity

copy XA A HEAT S|
[-F&EUHT -
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2.10

(S]]

[EREACE ]

[ 1501

| QEUEEEERSD

[ & 25410

(GIEPS

5
>

¢1

(QR=NEED

line-detect

BB 53 AT DL I 2R A A I Ay RATI R BE 1) TARIRDL . FELRL AL T A% . Wi & 7 4
RS, LRSI BT IR 2 W 48 (4 AR

line-detect { detail }

detail VEAR R e B R 2O K
PR B R

N iEA. RACNRGHEOF L HEZRGEN, AARBED, AP 0 REHFZY

Al

N 2 AEEEEBOEOHITRYELN, AFREBYHER, REBEHES
HE,

THAACHIELSIAE TR Wi R WK, RN Short B Open XM length
e 1 B2 48 b i AR

Switch (config—if-gigabitethernet3)#line—detect

NHEE RS RN, B LSO ARYEE 5 B R R AR

Switch (config-if-gigabitethernet3)#line—detect detail

fiisSe Eiiipay
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2.11

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

GiEPST

&
B

21

QRN

uptime

SEH RGN ]

uptime

4 JRy i B AR

SR RGN (A«

Switch(config)# uptime

PSP
il

ik

show clock

R ARG AT (6]




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

2.12

(%]

[EEriE ]

[ 1501

QESEEEERSD

A& 2541

net-config vian

B, MR, EXL. ZHE P vian

net-config vlan create < 7-4094 >

net-config vlan delete < 7-4094 >

net-config vlan manage bind vlanid < 7-4094 > { pri < 0-7 >}
net-config vlan list { manage }

no net-config vlan manage bind vlanid < 7-4094 >

ZH ik

SRR N8 2 152 vianid 1

4 JRy i B AR

IINE B vian, 51 vian id, FE net-config 7 vian B H4E5E vian id FH1%
& vlan id ZEE R 1P S 1 AR A AT A2

MBS vian, 75 i85d no net-config Ml F3:E FE4EE 1 vian id, i net-config M vian
id.

g2 vlan, & A vian id, Fid i net-config 4] vian & 2246 vlan id ik
F vlanid 462 69 |IP Z-F M35 F T 4 3,

itk & 22 vlan, %81t no net-config Mk & 2 48 < 49 vlan id, # net-config % vlan
id .

1: TERG, FINEEVLANID 2 |, HEERE.

Switch(config)# vlan 2

Switch(config-vlan)# exit

Switch(config)# net—config vlan create 2

Switch(config)# net—config vlanid 2 static—ip 192.168.2.12 255.255. 255.0
Switch(config)# net—config vlan manage bind vlanid 2

Switch(config)# net—config vlan list

ID  common info: [vlanid] [ipmode] [dhep-reqip] [pri]
[scope]
1 2 static 0.0.0.0 7 4
net info: [ip addr] [netmask] [gateway] [major dns]

[backup dns]
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(QR=NED

current:

0.0.0.0

static:

0.0.0.0

ID  common info:

[scope]
2

net info:

[backup dns]

current:
0.0.0.0
static:
0.0.0.0
24

192. 168. 2. 12 255.255.255.0 0.0.0.0 0.0.0.0
192. 168. 2. 12 255.255.255.0 0.0.0.0 0.0.0.0
[vlanid] [ipmode] [dhep-reqip] [pril

1 static 0.0.0.0 7

[ip addr] [netmask] [gateway] [major dns]
192. 168. 2. 1 255. 255. 255. 0 0.0.0.0 0.0.0.0
192.168. 2. 1 255. 255. 255. 0 0.0.0.0 0.0.0.0
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2.13

(4]

[EEriE ]

[ 1501

2

(QEEEEESD |

[ & 25410

(GEFS

N
e

&1

(QE=RILED |

net-config vlianid < 1-4094 > dns

WEEH vian dhs RS A& IR 55 4

net-config vlanid < 7-4094 > dns major < A.B.C.D >
net-config vlanid < 7-4094 > dns backup < A.B.C.D >
net-config vlanid < 7-4094 > dns major clear

net-config vlanid < 7-4094 > dns backup clear

ZH Eiiipuy

SRR N8 2 152 vianid 1

4 JRy i B AR

1 FESMG, Z5inE DNS fRSSEE 172.16.2.2

Switch (config) #net—config vlanid 1 dns major 172.16.2.2

iR Eitipa
net-config vlan list BEEH vian 55
ifconfig PR HEAE R



VS5326G/VS5326GP # 53z #ehl 47 Ft

2.14

(40 ]

[EEACE ]

Cir 1501

| QEUEEEERSD

(A& 241

(GIEPS

5
>

21

(QE=RLED

net-config vlianid < 1-4094 > static-ip

wEBHNEH P

net-config vlanid < 7-4094 > static-ip [ ipaddress ] < A.B.C.D > [ mask address ] <
A.B.C.D > { gateway < A.B.C.D >}

SRR N 482 152 vianid 1

4R fic B AR

WINEH vian, FEAIZE vianid, B net-config B vian & 4R vian id F 15 E
vianid 4852 11 IP J T RS A4 T AE R

MHEREHE vian, 781 no net-config il B&E BEL %€ () vian id, T net-config itk vian
id.

1: FERG , BEE vian 1 S8 ip i85 192.168.2.12

Switch(config)# net—config vlanid 1 static—ip 192.168. 2. 12 255. 255. 255. 0

A ik
net-config vlan list MEEH vian 55
ifconfig BEZHHEAE R
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2.15

[ 24 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GIEPS

X
s

21

(&)

net-config vlianid < 1-4094 > mtu

WE B vian FLRL
net-config vlanid < 7-4094 > mtu < 88-1486 >

SR B GEE 1 2 vianid 1

4 JR e AR

1 TETG , IREEEES 1200

Switch (config)# net-config vlanid 1 mtu 1200

% it
net-config vlan list MEEH vian {55
ifconfig B AL A B
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2.16 net-config vlanid < 1-4094 > gateway

WEEH vian T AR
net-config vlanid < 7-4094 > gateway < A.B.C.D >

(8] 2 ik

[EREicE]  BE BN RE 102 vianid 1

[ar o]l ERECEE

(QEOAEEERSD B

[MEZHE]Y 1 FERG, ESETE VLAN 1 975 255.255.255.0

Switch(config)# net—config vlanid 1 gateway 255.255. 255.0

[HHXm4]1  me B
net-config vlan list BEEH vian 55
ifconfig PR HEAE R
[-F&UMY -
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2.17

(S]]

[EEriE ]

[ 1501

| QEUEEEERSD

[ & 24410

(CEPSiRd

>

(QRSNITEED

net-config vlianid < 1-4094 > pri

WEEH vian fLEH
net-config vlanid < 7-4094 > pri < 0-7 >

ZH Eiiipuy

SRR N8 2 152 vianid 1

4 JRy i B AR

1: FEZM , REEE VLAN 1 f9{L5%ERA 5

Switch(config)# net—config vlanid 1 pri 5

A Eiiipa
net-config vlan list MEEH vian {55
ifconfig BEZHHEAE R
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2.18

[ 24 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

GEESid

(& ]

net-config vlainid 1 ip-mode

BB WA R ip Mk i) 2 T 2.
net-config vlanid < 7-4094 > ip-mode [ dhcp | static ]

<1-4094> I VLAN 11 id
ip-mode RELip MR (BhAEEES)
4 JR i B AR

A 2 BLE AR ip 1730 (BIEEEE TS

T AN

Switch (config)# net—config vlanid 1 ip-mode dhcp
Switch (config) #

iR e
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2.19

(S]]

[EEriE ]

[ 1501

(QEOAEEGERSS

[ & 25410

(GiEPS

N
e

21

(QR=ND

net-config vlianid 1 dhcp

dhop #E3 T e s FISR BB AL ip ikt # 5 DHCP 5% ARG IR () ip Hihk

net-config vlanid < 7-4094 > dhcp [ renew | release| restart ]

ZH ik

<1-4094> B VLAN i 1 id
dhcp renew FOHTIRI ip kit

dhcp release FETIGREEI ip Hodlk:
dhcp restart # 5 dhep FRHL ip Mtk
4 R B AR

dhep FZREL. HJE LLRRE K ip Mkt (75201 B dhep BER).

MRS (Z2a BRI HE, B0

Switch(config)# net—config vlanid 1 dhcp renew
Switch(config)# net—config vlanid 1 dhcp restart
Switch(config)# net—config vlanid 1 dhcp release

s ik
ifconfig FR A E SREEI Y ip bk
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2.20

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

GEESid

[F&3i]

resetfactoryconfig

PR B

resetfactoryconfig

ZH

) R E R

TR KR R
Switch#factory

Switch (factory)# resetfactoryconfig

A
fir 4

ifconfig

Eiiipay

RIREEIRELCE [ ip Mot
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2.21

[ 2465

[SERcE]

[ 1]

[fEMTE 7

[FCE 2541

(GIEPS

=
>

&1

QI

jumbo-frame

BEE BT A 5 1 SCRFRY jumbo—frame

jumbo-frame num

24 g

num [N 1518-9216
BRE1E )Y 1518,

2 JR e B

W 0 SRR jumbo-frame (B RAL Hii: )

MR R AR Mk 3 fiE

Switch# jumbo—frame 1600

Switch#
me Eiiipu
show interfaces BEZRENgHE R
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2.22

[ 2465

[SRERCE]

[ &40

QEEEERSS

[P & 24 41]

(GEPS

5
&
[

QENLE

show interfaces brief

AT I LR

show interfaces brief

&Ry ic B AR

A P S A B RS

T2 A R R
Switch#show interfaces brief

Switch#

AN
Al
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3 im

3.1

[ 2% ]

[ ACE]
[t
QEOEEEERSD

[FCE 2 41]

(GEPST:

5
4

21

GRELID

O&EFEE

bpdu src-mac-check

FIHF A D1 bpdu J5 mac # 2. o] LA Zar 210 no eIk f#2 1) bpdu I8
mac 15 & IhRE .

bpdu src—-mac—check mac-address

no bpdu src—mac—check

24 EiEipa

mac-address ﬁﬁﬂi‘%qﬁdﬁ mac Hudik AiZ ik bpdu
o

no IR R iy AT bpdu i

BRI o

P i E R,

N2

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# bpdu src-mac—check 11:22:33:44:55:66

iiste ik
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3.2

[ 24 ]

[SRERCE]

[y &0

(QEEEERSS

[P & 24 41]

(GEPSTiRS

[FE3i]

clear mac-address-table dynamic

5 B IE DB AL

clear mac-address-table dynamic { [ address mac-addr] [{& & Bl M

interface-id ] [ vlan vian-id ]

2 %
dynamic THERBR P A k.

address mac-addr

THERTEE Eh AL

interface interface-id

BRI E O T s S

vlan vlan-id

HERTEE VLAN KT A shAs k.

Pz O B AR range 24N ML B A X

LU ] show mac-address-table dynamic #ir 4 fr & A sh A bl £ N 7%

R

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# clear mac-address—table dynamic

A
fir &

ik

show mac-address-table dynamic

RRENA NS R R .

[ interface
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3.3 clear mac-address-table static

RERIZE RS L.

clear mac-address-table static { [ address mac-addr] | [ interface interface-id] |
[ vlan vian-id]}

(501 | 28 ik
static TH R T A FR S HLIE .
address mac-addr Ti5 B R R A LI
interface interface-id TH R € B 1 A S k.
vlan vlan-id THFRFEE VLAN (A BT i S bk
[EREmcEl -

[ &fi]  EOEER A range 2% HECE .

[fHiES LI ] show mac-address-table static i HBABSHIERANE.

(MBI Rl

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# clear mac-address—table static

(G B i iR
show mac-address-table static SBREASHIEY RS R
(@E=RAD I
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3.4 cross-over

O B N R cross-over a4 fE i 0 B R RS X2 IhAE

cross-over [ auto | mdi | mdix ]

=

(ZHim] | 25 fth

[BEBcE]  auto

[ &R] DR E RN range 2% HRCE R

[T R XLR auto Dfg)a, AR E I FE RN Ty auto (A3 , DUERE
FRE IEAfER A

[(FCE2HI]  Fi2nsl:

Switch(config)# interface gigabitethernet 4
Switch (config—-if-gigabitEthernet4)# cross—over mdi

TSRS I ik
CEam -
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3.5 default

B E AL 2 AR A E
default cmd

(ZHim] | 25 fth

=

bpdu src—mac—check

description

dotlx mac—auth-bypass multi-user

dotlx mac—auth—-bypass timeout—
activity

dotlx mac—auth-bypass

dotlx port—control auto

dotlx port—control

dotlx port—control-mode

duplex

flowcontrol

ip dhcp snooping suppression

ip igmp fast—leave enable

jumbo—frame

mac—address—learning

dotlg—tunnel enable

dotlg—tunnel innervid vlan—id

dotlg—tunnel set—tpid

shutdown

speed

switchport access vlan
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switchport hybrid allowed vlan

switchport hybrid native vlan

switchport mode

switchport trunk allowed vlan

switchport trunk native vlan

spanning—tree autoedge disable

spanning—tree bpdufilter

spanning—tree bpduguard

spanning—tree compatible enable

spanning—tree cost

spanning—tree guard loop

spanning—tree guard none

spanning—tree guard root

spanning—tree ignore tc

spanning—tree link—type

default spanning—tree mst [mst—id
cost

default spanning—tree mst [mst—id
port—priority

spanning—tree port—priority

spanning—tree portfast

spanning—tree tc—guard

spanning—tree

port—isolate all

default port—isolate interface
aggregateport [port—num]

default port-isolate interface
gigabitethernet [port—num]
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default port—isolate

[(BhemcE]l -
[l O ERA.

[ +R S HARERO, e M4 default TRESA1E, {FH show interfaces £ 7& Hif J& # H L.
o

B /o

[ACEXET Fifi2ny], B &KL BN T, fH] default KB HRAEE auto:

Switch(config)# interface aggregateport 1
Switch (config-if-AggregatePortl)# duplex full
Switch (config—if-AggregatePortl)# default duplex

[HHxm4] | e Eiiipu
show interfaces T L G B RS AR
[FEHEYT -
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3.6 description

[(Z%8i]]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

GEESid

5
>

QL

TR TSR 8B description A& X e 2 L IR . Al A a2 1 no JE =R Rl 544 (A
description string

no description

string XS E % OREAT Hi iR . A2/ no
2 2R Bl A H -
Huh B .

Pz O B AR range 24N ML B A X

R

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# description abcd

[isSe Eiiipay
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3.7 dot1qg-tunnel enable

ffiF 4 dot1g-tunnel enable FHKFF Ja i 1 ()54 dot1g-tunnel Zijfig. %4 no
396 T FH >k < P v 1 ) dot1g-tunnel Zhig .

dotlg—tunnel enable

no dotlgq—tunnel enable

=

(ZHim] | 25 fth

[GEBeE ] B 2K dot1g-tunnel TREAL TSR HPIRES

[ar o] OEERA.

[T MFFJa T HA dot1g-tunnel ThAEEG T, WRFSCH R AW 4L Tag MG NZ
WOCHRINET ) Vian Tag, 445 VLAN ID AiZi 1 1E4E VID,  FELLUHET Vian Tag
YRR S F At -
> WRMSCh CIEF S Tag, MAATERINFTT Vian Tag, HE:LLZIRSCATE
f14h Tag " HI VLAN 1E 3R SCHIE RAKE .

> HASHCP RIS — )2 EtherType 58: 11 N X E 1 dot1g-tunnel TPID —E A4
RS A Tag.

> TERUK M DAL N AT Z a4, MR E R AR AT ARG 7E R R A
MBI R HAT Z L, ST )2 T A 0 & H Bt B 5 A 28 1 BT A B 3 vy 1122
R e VA T HAT Z A2, THZAC B8 o 11 2H R 1) i A o 1 AR 2K

[(FCEXET Rl

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# dotlq—tunnel enable

(@)IPSiRe B iR
dot1g-tunnel set-tpid ¥ B i 1 dot1g-tunnel FIFRZE PR IR
show dot1g-tunnel 7 v 1 B R

Q=D B
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3.8

(%]

[SERcE]

[ 1]

[fEMTE 7

[FCE 2 41]

(KA 4]

QENLE

dot1qg-tunnel tpid

P O B A F 2y 2 % & i 1 dot1g-tunnel IEARZEBFRIN . f#F no #%58
PR NERIME -

dotlqg-tunnel tpid
no dotlq-tunnel tpid

ZH Eiiipu

tpid FREWMUFRIH, JEHZ 0x0-0xffff
B4y 0x88a8.

BEORCE B

FHERF, BEHED 1K dotlg-tunnel F#r1EA 0x9100:

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# dotlg—tunnel tpid 0x9100

i it
dot1g-tunnel enable )5 dot1g-tunnel TR .
show dot1g-tunnel A AL E R
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3.9

[ 2465

[SERcE]

[ 1]

[fEMTE 7

[P & 24 41]

(&N

dot1x auth-address-table

ZAn AW E 802.1X VRN FI AL . A Z a2 1) no eI ER rT IR AL
dotlx auth—address—table address mac—address

no dotlx auth—address—table address mac-address

ZH iR
mac-address AR L, S SR

B A AT A AT AGIE ) btk .
PO B R range 224N LG B AR

HAELEZ e L gk 7o 48 802.1X IAIIF, {# ] show dot1x auth-address-table
A EAENEHER,

FEFE B InAUE L -

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# dotlx auth-address—table address 00:D0:F8:00:00:00

e ik
show dot1x auth-address-table 78 802.1X M IAUEF HukiE R .
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3.10 dot1x mac-auth-bypass

[(Z%8i]]

[SRERCE]

[y &40

(QEEEERSS

[P & 24 41]

GiEPST

&
&

21

(&)

W E MAC 55 B IAIE.
dot1x mac-auth-bypass

no dot1x mac-auth-bypass

ZH i

=

A AR MAC 55 % AIE.

Pz O B AR range 24N ML B A X

A LA show dot1x port-control i & 2 & ¥ & .

N2 EE 802.1x MAC 57 B8 IET7 251

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# dotlx mac—auth-bypass

s iR
show dot1x port-control BEEIN 802.1X /5 5.
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3.11 dot1x mac-auth-bypass multi-user

(%]

[SERcE]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

=
4

&1

QI

% E 802.1x MAC 57 % INIIE 13 51 o
dot1x mac-auth-bypass multi-user

no dot1x mac-auth-bypass multi-user

ZH Eiiipay

B T BIALEE

e O B AR range 222 M C B

" LM#FH show run a2 &% 802.1x W& .

TS B RN E

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# dotlx mac—auth—bypass multi-user

A
£

fil Eiiipay

show dot1x port-control ER M 802.1X 15 K.
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3.12 dot1x mac-auth-bypass timeout-activity

[ 2465

[SERcE]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESid

QRN

BEE 802.1x MAC 55 M AAIE B kb 75 28 s (1]

dot1x mac-auth-bypass timeout-activity value

no dot1x mac-auth-bypass timeout-activity

TEERME, Rk AR o

e O B AR range 2242 M C B

" LM#H show run a2 &% 802.1x W& .

g
FELLINR], CARD Oy EAAL, Vi 1-65535.

T R2E, WE 802. 1x MAC SZ2E& BN -

Switch(config)# interface gigabitethernet 1

Switch (config—if-gigabitEthernetl)# dotlx mac—auth—bypass multi-user

A
fir 4

show dot1x port-control

Eiiipay

TERN 802.1X E &,
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3.13 dot1x max-users

[ 247 ]

[SRERCE]

[y &0

QEEEERSS

[P & 24 41]

(GEPSTiRS

QL

RO E AR dot1x max-user fir 4 F R ¥ & 802.1X 1EF8 i i I L ] 28 4R 2 N
L E O NE

dot1x max-users value

ZH Eiiipu
value AR P, JEElZ 0 -- 255,
a2 255.

Pz O B AR range 24N ML B A X

RSN F

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# dotlx max—users 200

e ik
show dot1x BEZEIN 802.1X 5 8.
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3.14 dot1x port-control auto

[ 24 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2 41]

(KA 4]

QRN

R ORCER T, BEIZZEIZRESIAE, %48 no EIUR Z 5 & YK 2
HIE-

dot1x port-control auto

no dot1x port-control

=

ZH fth

P& N A2 0 802.1x NIE.

e O B AR range 242 M C B

A LA#E F show dot1x iy 2 & A 802.1x W& -

T RExE, B 802. 1x &5 YGERIE T

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# dotlx port—control auto

me Eiiipu
show dot1x BEREN 802.1X 5 5.,
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3.15 dot1x port-control-mode

(Z%i9]]

[ E ]

[y &0

(QEEEERSS

[FCE 2541

CEESid

[FE3i]

802.1x Xt FH P IHE R BRI 00 T 4T H - MAC BEAT4HIY, R B ERH A
2%, T T et e R — S 0 A0 R JEIR A R X 2%, i T 1 A A o S 3R
R 1A AP YGRS, e DU R S GESs H PR AR s R
HPREUS 1L H A 4 o i L B P A AR S, 2o 1R SR vE L A AR
I, b AR R ISR T, RERS I RO R4S . R S HIE R, i
NEIAIESR O, WSRO DA e A, WSS O T F iR, A
b ACEINIER R Ar T

dot1x port-control-mode { [ mac-based | port-based ]}

no dot1x port-control-mode

S ik
mac-based FT MAC 11 802.1x 17 el 4zl
port-based FEFuit 111 802.1x 7 A1 2l o

B N3 mac-based VAl 3l .

P O B AR range 2% L E B AR

Al LI#EH show dot1x port-control iy 47 7 ity [ 1) 802.1x % & . 7t show dot1x port-
control =& R4 124 port-based, fE show running-config <= &7~ 4 dot1x port-
control-mode port-based -

T ExE, B 802, 1x &5 YERIE T

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# dotlx port—control auto
Switch (config—-if-gigabitEthernetl)# dotlx port—control-mode port-based

e Eiii3a
show dot1x port-control A i 1 802.1X W B A .
show running-config BELHILBESE .
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3.16 duplex

(%]

[ E ]

[ 1]

(QEEEERSD |

[FCE 2541

GEESid

[ £ 599

FE O ERT, HZm ST O TR E . %621 no LIk 5 ik
BRI NREH
duplex { [ auto | full | half] }

no duplex

ZH ik

auto FEIR A T AR T H &M
full TR T,

half RRFR T,

TG 2 B TR XU T IE B

e O B AR range 2242 M C B

O TEESE O RAA L, 7T UMEH show interfaces iy & 25 & 2 10 AL
H.

RG], BB XU BCE N &N

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# duplex auto

me Eiiipu
show interfaces BEENNBENSGIHEER.
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3.17 end

B PERar o NECE SN RE SR, 7 EOR BARERUH P AT e RO E R

PAE R Z 2o
(ZHim] | 25 Eiiipay

[(SeemcE]l -

[ &R]  FEOEE RN range 2% HRCE R

(fEMETl -

[(FCE2HI]  Fi2nsl:

Switch(config)# interface gigabitethernet 1

Switch (config—-if-gigabitEthernetl)# end
Switch#configure

Switch(config)# interface range gigabitEthernet 1-4
Switch (config—-if)# end

CEEES I ik
CEamH -
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3.18

[ 247 ]

[ RcE ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESiad

(&N

exit

FEM TR E B, R I Zar S, R Al E—Zar S8, AT LU %

4,

W
=

# i

e O B AR range 22 M C B

R

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# exit
Switch(config)#

[isSe Eiiipay
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3.19

[ 24 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESid

(&3]

flowcontrol

FEFE O BT, A ST P B S HE D i . A% 1) no JE T
2 B IR R (E -

flowcontrol {[ on | off ] }

no flowcontrol

ZH Eiiipay
on ITIF A
off R ML R

BRAE AL R I R

e O B AR range 22 M C B

i Ff show interface iy & & & 2 [ 30 e 42 1) A S B R s 42 1)

NS AT IR LR 1 i -

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# flowcontrol on

me Eiiipu
show interfaces BEENNBENSGIHEER.
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3.20 global

[ 2465 ]

[SRERCE]

[ ]

(QEEEERSD |

[FCE 2 41]

CEESid

(P& ]

fEA DG BAR UM a2 W B 1 42/ acle A no UK E N ERIAE.

global { [ expert | ip | mac] } access-group { < 2/700-2799> | < 1-199 >
| < 700-799 > %} in

no global {[ expert | ip | mac] } access-group { < 2/00-2799> | < 1-
199> | < 700-799 >} in

ZH Eiiip
access-group Wik B % access-group 1, VL

FrifE IP&YJi& IP access-group <1-199>
¥ & MAC access-group <700-799>

*4: 5% expert access-group <2700-2799>

B2 LB AR range 22N L B A

il I iZ i 4 ACL S 2 BT S 1

T 2RE, O 2 ¥ ACL #1002 Fr i 11 :

Switch(config)# ip access—list extended 100

Switch (config—ext—-nacl)# permit ip any any

Switch (config—ext—-nacl)# exit

Switch(config)# interface gigabitethernet 2
Switch(config-if-gigabitEthernet2)# global ip access—group 100 in

e ik
show access-group AN
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3.21

(%]

[ERERcE ]

[y &40

(QEEEERSS

[FCE 2 41]

(GIEPS

5
>

21

(&N ]

help

HEAGHUEE.

Fra .

AT BRI EA 2 A W BRI S EUN RS BRI, TGS, IR 1%
. BlinEd “show ?7 H53REL show i M R 82 501K .

75 B i LU TUA TSRO S5 B IO, FES N 2 & AR
FRREBA R <77 B, I “show m?” 4451 show fir & A L m 7Pk
MRS SHL

R

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# help
1. Anytime you need help, press 7?7, you’ 11
see each possible command argument and its description.

2. You can also input “list” and then press Enter
to execute this helpful command to view the list of
commands you can use.

[isSe Eiiipay
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3.22

(%]

[SRERCE]

[ &40

QEEEERSS

[Fc & 25 41]

GEPST

&
B

21

(P53 ]

line-detect

PAT line-detect g, W UM T ISR Z S IR

line-detect

2 M g B AR

line-detect fir & 1 Z M TR AL APV, AL IUMEE (il i, HFEfs
[ A=
R

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# line-detect

5

i fh
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3.23 line-detect detail

HAT line-detect detail #ir4, 1 DL T IHRER LS8 FPIRAS .

line-detect detail

(8] | 28 i

=

[SREREY -

[aroml  EOmEREA.

[T line-detect detail fir< 1 Z2H] T HEAMIG ELLBIAVIRTS, JRAELBI T ILikPR (i)
i, TSR A e AL E .

(MBI Rl

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# line—detect detail

CESES I ik
QRSN I
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3.24 list

PAT list a2, AT A FATET Y a2 51135

list string
[(ZH] | 2% E{iba
string fTENH 5 string =777 R ILIC ) 91142

[SeEmcE]l -

i &R] DR E BN range 2% L B A,

[fEMTE 7 -

[(FCE2HI]  Fi2nsl:

Switch(config)# interface aggregateport 1
Switch (config—if-Aggregateport 1)# list ip
list <string>
show ip arp {| [begin|include|exclude] <WORD>}:*1
show ip dhep relay {| [begin|include|exclude] <WORD>}*1
show ip dhcp snooping {| [begin|include|exclude] <WORD>}*1
show ip dhep snooping binding {| [begin|include|exclude] <WORD>}*1
show ip dhcp server {| [begin|include|exclude] <WORD>}*1
show ip dhcp server binding {| [begin|include|exclude] <WORD>}s*1
show ip dhep server conflict {| [begin|include|exclude] <WORD>}*1
show ip dhcp server exclude {| [begin|include|exclude] <WORD>}*1
show ip dhep server host {| [begin|include|exclude] <WORD>}:*1
show ip igmp snooping {| [begin|include]|exclude] <WORD>}*1
show ip igmp snooping interfaces gigabitEthernet <1-10> {| [begin|include|exclude]
<WORD>} *1
show ip igmp snooping interfaces {| [begin|include|exclude] <WORD>}*1
show ip igmp snooping groups {| [begin|include|exclude] <WORD>}:*1
show ip igmp snooping vlan <1-4094> {| [begin|include|exclude] <WORD>}s1
show ip igmp snooping mrouter {| [begin|include|exclude] <WORD>}*1
show ip igmp snooping mrouter vlan <1-4094> {| [begin|include|exclude] <WORD>}*1
show ip igmp snooping groups detail {| [begin|include|exclude] <WORD>}#*1
show ip igmp profile {| [begin|include|exclude] <WORD>}:*1
show ip igmp profile <name> {| [begin|include|exclude] <WORD>}*1
[no|default] description
description <LINE>

(CEPSTES B i

=
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Crasm] -
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3.25

[(Z%8i]]

[SRERCE]

[y &40

(QEEEERSS

[P & 24 41]

A

[AH A

EN
e

(P53 ]

lidp enable

4 R B H M RE LLDP Thig. F P Al USR] no e 3ok ) 4 = i ##2 H ) LLDP Zhie.
lidp enable

no lldp enable

ZH i

5

A TR -

2 Mg B AR

i ZLFI T4 JR LLDP J¥2%, %1 LLDP ZhfgA Aed: 24

NN, %P4 R AN 1 E LLDP ZhREJT 5% :

Switch(config)# no 1ldp enable
Switch(config)# interface gigabitEthernet 1
Switch (config—if-gigabitEthernetl)# no 11dp enable

i EiiTpa
show lldp status Eon ldp REEE
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3.26

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

(P53 ]

lildp encapsulation snap

Mo & LLDP i SCHydBr3ei% . 5k KA Ethernet Il {3 2584% 2.
lildp encapsulation snap

no lldp encapsulation snap

=

ZH fth

Bhaa 18 Ethernet 11 4% 2030355

PO E AR

N T PRAEA B ANAT R BB A IR W85, 7 20k LLDP RS B RO A PR e A% oK

N ARG, FCE LLDP 53 $ 4% 20 SNAP:

Switch(config)# interface gigabitEthernet 1
Switch (config-if-gigabitEthernetl)# 11dp encapsulation snap

e E{iba
show lldp status EoR ldp REE R
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3.27 lldp mode

B & LLDP i TAERE . FH P ] LA A no 155 LLDP 1 TAERE
lidp mode {[tx | rx| txrx] }

no lidp mode

[Z80iH]]1 | 25 {13
x FoR KR EA% LLDPDU
X Foos R K% LLDPDU
txrx RonBER % X 20 LLDPDU

[EAHCE ) RN txrx.

[ir o] EOEERA.

[EH4ESY  RMERO LLDP TARRS,  thi 82 0 A A ATz LLDPDU .

[ACE 2400 FiEng, BB LLDP T/EM A R R AHE LLDPDU:

Switch(config)# interface gigabitEthernet 1
Switch (config—if-gigabitEthernetl)# 1ldp mode tx

(GEESc B e i34
show Ildp status 27 dp RE(E B
[-FewmY -



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

3.28

(8]

lidp tlv-anble

Fo B AV ARAG I TLV SR8 A no LIt al DA A AT TR 2 11 TLV 28AL.

lidp tlv-enable {

[ basic-tlv { [ all | port-description | system-capability |
system-description | system-name] }

| dot1-tlv { [ all | port-vlan-id | protocol-vlan-id | vlan-name] }

| dot3-tlv { [ all | link-aggregation | mac-physic | max-frame-size | power ]}

]
}

no lidp tlv-enable {

[ basic-tlv { [ all | port-description | system-capability | system-description |

system-name ] }

| dot1-tlv { [ all | port-vlan-id | protocol-vlan-id | vlan-name ] }
| dot3-tlv { [ all | link-aggregation | mac-physic | max-frame-size | power ]}

}

ZH i

basic-tlv ARSI TLV

all FRORFEAREFHFra ik TLV

port-description

1 port description TLV

system-capability

#7r system capabilities TLV

system-description

F R system description TLV

system-name

# 7R~ system name TLV

dot1x-tlv 802.1 HZUE X1 TLV
all oK 802.1 MHTA W IL TLV
port-vlan-id %7 port vian id TLV

protocol-vlan-id

%7K port and protocol vlan id TLV

vlan-name %7~ vlan name TLV
dot3-tlv 802.3 ZH4H & X ) TLV
all Fo~ 802.3 FATA AIIE TLV

link-aggregation

7K link aggregation TLV

mac-physic

7~ MAC/PHY configuration/status TLV

max-frame-size

7~ maximum frame size TLV
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[ERERcE ]

[ &1

[T

[FCE 2541

(CEPSTiRS

(&3]

power # 7K~ power via MDI TLV

BAATHOLT, X 812000 #4107 i, B A %A Basic TLV A1 IEEE 802.1 TLV, %
kAT |IEEE 802.3 TLV #1 LLDP-MED TLV, FZEd lldp tiv-enable i 4F T45 & &
P

P ORC B AR

Fil B ST TLV. |IEEE 802.1 ZH43%E X TLV. |EEE 802.3 H4:5%E X TLV I, %
fe all 280, B RAZRBIFI PTG Wik TLV.

TG, BB AAT TEEES02. 1 A4 5E XA il ik TLV:

Switch(config)# interface gigabitEthernet 1
Switch (config-if-gigabitEthernetl)# 11dp tlv—enable dotlx—tlv all

e iR
show lldp tlv-config interface BRI O SR RATI TLV @,
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3.29 logout

FEHE PG E BT logout fir2-1B H CLI B,

logout
(%50 H]Y | 230 iR
[EhEECE ] -
[ &) FORCERUR range 2 N2 DL E A
[T -
[FCEZE]Y A
Switch(config)# interface gigabitEthernet 1
Switch(config-if-gigabitEthernetl)# logout
Switch>
[HHXmL] | e ik

QRSN I



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

3.30 no
WA T B A8 1
[SHiH] | 25 Rk

[ no | default ] [ shutdown ] -

[ no | default ] [ duplex ] -

[no | default]{[speed]}*1 -

[ no | default] description -

no ip access-group [<1-199> | <WORD>] | -
in

no mac access-group [<700 - 799> | | -
<WORD>] in

no expert access-group [<2700 - 2799> | | -
<WORD>] in

[ no | default ] { [ flowcontrol ]} * 1 -

[ no | default ]{ [ jumbo-frame ]} * 1 -

[ no |default ] loopback -

[ no | default] storm-control [ broadcast | | -
multicast | unicast|all ]

[ no | default ] rate-limit { [ input | output]} | -
*1

[ no | default ] port-isolate interface | -
gigabitethernet <LINE>

[ no | default ] port-isolate interface | -
aggregateport <1-8>

[ no | default] port-isolate {[all]}*1 -

[ no | default] port-group mode { active | -
| passive | static }

[ no | default] switchport mode -

[ no | default] switchport access vlan -

[ no | default ] switchport trunk native | -
vlan

[ no | default ] switchport hybrid native | -
vlan
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[ no | default] switchport trunk allowed | -
vlan

[ no | default] switchport hybrid allowed | -
vlan

no ip igmp snooping max-groups -

no ip igmp snooping control -

no ip igmp snooping filter -

no ip igmp tag-stripped enable -

[no | default] ip igmp fast-leave enable | -

[ no | default] dot1g-tunnel enable -

[ no | default] dot1g-tunnel set-tpid -

[ no | default] port-security aging-time -

[no | default] port-security mac-address | -
<HH:HH:HH:HH:HH:HH> vlan <1-4094>

[ no | default ] port-security max-mac- | -
count

[ no | default ] mac-address-learning -

no ip dhcp snooping trust -

no ip dhcp snooping suppression -

no ip dhcp snooping binding mac | -
<HH:HH:HH:HH:HH:HH> vlan <1-4094>

no eee enable -

no ip arp inspection trust -

no ip arp entry src-ip <A.B.C.D> src- | -
mac <HH:HH:HH:HH:HH:HH>

[ no | default ] dot1x port-control-mode -

[ no | default] dot1x port-control [auto] | -

no dot1x auth-address-table address | -
<HH:HH:HH:HH:HH:HH>

[ no | default] dot1x mac-auth-bypass -

[no | default ] dot1x mac-auth-bypass | -
multi-user

[no | default ] dot1x mac-auth-bypass | -
timeout-activity

no anti-arp-spoofing ip <A.B.C.D> -
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no ip verify source -

no ip source binding | -
<HH:HH:HH:HH:HH:HH> vlan <1-4094>
<A.B.C.D>

[no | default] gvrp enable -

[ no | default ] gvrp timer [ join | leave | | -
leaveall ]

[ no | default] spanning-tree -

[ no | default] spanning-tree bpduguard | -

[ no | default] spanning-tree cost -

[ no | default] spanning-tree link-type -

[ no | default] spanning-tree mst -

<0-16> cost

[ no | default] spanning-tree mst -

<0-16> port-priority

[ no | default] spanning-tree port-priority | -

[ no | default] spanning-tree portfast -

[ no | default] spanning-tree bpdufilter | -

[ no | default] spanning-tree tc-guard -

[ no | default] spanning-tree ignore tc | -

[ no | default] spanning-tree guard [ loop | -
| none | root ]

[ no | default] spanning-tree compatible | -
enable

[no | default] bpdu src-mac-check -

no lldp enable -

no lldp mode -

no lldp tlv-enable basic-tlv [ alllport- | -
description | system-capability | system-
description | system-name]

no lidp tlv-enable dot1-tlv [ all|port-vlan-id | -
| protocol-vlan-id | vlan-name ]

no lldp tlv-enable dot3-tlv [ all | link- | -
aggregation | mac-physic | max-frame-
size|power ]
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[ RcE ]

[ &1

[T

[FCE 2541

(GIEPS

B
&

21

(& ]

no lldp encapsulation snap

4 R E R

R

Switch(config)# no 1ldp enable
Switch(config) #

PANPA
il &
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3.31 port-isolate interface

Pic B 42 1 2 (Al BR g
port-isolate interface { [ aggregateport < 7-8 > | gigabitethernet < 7-24 > 1}
no port-isolate interface { [ aggregateport < 7-8 > | gigabitethernet < 1-24 > ]}

(8] | 28 Eiiipay
[BeEmcE]l -

[a4#0]  #ORE BRI range 2442 L B L.

[T DYNEI=RCITIEEMNYONTIE

[AeEZH]Y T nf, BLPAKME gigabitethernet 1 12, 3 FEE:

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# port—isolate interface gigabitethernet 2-3

GIPSES IS ik
CFadml -
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3.32 port-security aging-time

[(Z%8i]]

[ E ]

[y &40

(QEEEERSS

[FCE 2541

(KA 4]

Q)

Bic B 224 MAC HitikZ Ak A, {5 A no % Ui & 21 5 0L .
port-security aging-time time

no port-security aging-time

time ZALmSTa], BHOE, BUEEEZ 0 -

1000000, FA7EFD.

BRETENLT, MAC 22k Z 0[]y 5 734

2 Mg B AR

% AT B 2 11224 MAC HihiE 2 A0 1] . ZEZALETE Y, #2100 224 MAC Hidiks
#ezth. BRI EN 0, BIAZILR, Fryf<a MAC kAN zit; ZALmt
FeEAN 0, BIECEZR, ZREIR)S, #A7%4 MAC M Sticky %4 MAC A 2%
2, B2 e MAC S#cE .

TR, WEZRTEDY 11 £

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# port—security aging—time 11

[isSe Eiiipay
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3.33 port-security mac-address stick

[(Z%8i]]

[SRERCE]

[y &40

(QEEEERSS

[P & 24 41]

GiEPST

&
&

21

QI

FEFE O B AR QR i Ay & 2 FF )R 32 0 stick 22> ThRE, MR no #0281k % Th g .
port-security mac-address stick

no port-security mac-address stick

ZH i

=

B4 F2 1 Stick 2F > DhRe R I A1

2 Mg B AR

i % UL E A2 ) Sticky 21 TiRe. 1ZIhRefiREfS, Sticky %4> MAC
BEAERL, BASHEE; ZENE I BNATA 3% 4 MAC #8548 Sticky %4
MAC Hitik; 2z, #2100 Sticky 2 Ihae2E 1k, Z% e 0RFTA Sticky %4 MAC
b6 A8 N Bh 75 % 4 MAC Hitik,

B4 MAC HUERSESZ SIS/, A T DAE SR VR ST B MAC Hihit i K3 H VB
W, K52 B MAC M #S6CE 224 MAC ik, 1%25%24 MAC ik v] DA 2
th, WALLY Sticky %4> MAC Ml E AT 564, LB IAZA.

N AR

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# port—security mac—address stick

i ik
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3.34 port-security mac-address vilan

[(Z%8i]]

[ E ]

[ &40

(QEEEERSS

[P & 24 41]

GEESid

QI

FEF O B AR 20N il by & 2 PR 32 0 Sttick 2231 ZhAg, (] no #4025 1LiZThRE .
port-security mac-address mac-address vlan vian-id

no port-security mac-address mac-address vlan vian-id

ZH Eiiipu

mac-address R MAC bk, s+ satkE .

vlan-id VLAN ID 8, ®HEX, BUEEEZ 1-
4094

P I B

N TH A& 1 -

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# port—security mac—address 11:11:11:11:11:11 vlan 1

e E{iba
show port-security T 72 415 R
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3.35 port-security max-mac-count

[(Z%8i]]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2 41]

(KA 4]

>

(P53 ]

VB I K 22 kAN, AT no w6 TR kA S H
port-security max-mac-count value

no port-security max-mac-count

ZH Eiiipu

vlan A bk % 1-8191
BRE1E N 128,

BEORCE B

AN B S I BN S M A e N U S, By 128 A, IR
(K2 st A B T 280 A7 L ek NG KR BRI

FNHERE, &E¥H gigabitethernet 1 ZaubtNECH 2:

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# port—security max—mac—mount 2

N i34
show port-security VNN Y S)
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3.36 port-security clear mac-table unicast

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[P & 24 41]

(GEPSTiRS

Q)

FEA DR B AR U A & 23R BR e 1R ) MAC $lik 5113

port-security clear mac-table unicast { [ all | dynamic | static ]}

S8 ik

all Fi A 1) 53% MAC Hhdik.
dynamic AR A% MAC Hutilk .
static FRAS I 3% MAC Hiuhik .
P 1 B AR

T A

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# port—security clear mac—table unicast all

i EiiTpa
show port-security EoRin 07225 R
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3.37

[(Z%8i0]]

[ERERCE ]

[y &0

(QEEEERSS

[P & 24 41]

(GiPSTiRS

[FE3i]

rate-limit

i 11 38 3R PR A 5
rate-limit { [ input | output ] } bps

rate-limit bps

no rate-limit

input B\ PR

output B 1 PR

bps BRI 9 PR )
no (USRS KIER

P O B AR A range 24N L E B AR

N AR

Switch(config)# interface gigabitethernet 1

Switch(config-if-gigabitEthernetl)# rate-limit input 1000

&

ik

show interface gigabitethernet port-id

SRR E I A B E
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3.38 show

BRI EGER.

(591 | 25 ik
show history -

show version -

show memory -

show cpu -

show vlan -

show vlan id <1-4094> -

show statistics interface [management] | -
{[no-zero]}*1

show statistics interface gigabitEthernet | -
{<1-24>}*24 {[no-zero]}*1

show statistics interface aggregateport | -
{<1-8>}*8 {[no-zero]}*1

show statistics interface sum {<1-24>}*24 | -
{[no-zero]}*1

show statistics interface sum | -
management {[no-zero]}*1

show [runtime-config|saved-config] | -
[system|switch|qos|mac|dot1x]

show runtime-config interface | -
gigabitEthernet <1-24> {<1-24>}*23

show saved-config interface | -
gigabitEthernet <1-24> {<1-24>}*23

show runtime-config interface | -
[gigabitEthernetjmanagement]

show ip igmp snooping groups -

show [runtime-config|saved-config] igmp | -
[config|mv-cross]

show runtime-config igmp m-vlan {<1- | -
4094>}*1

show saved-config igmp m-vlan -
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show runtime-config vlan {<1-4094>}*32 | -

show saved-config vlan {<1-4094>}*32 -

show saved-config interface | -
[gigabitEthernet|management]

show snmp -

show snmp group -

show snmp host -

show snmp user -

show snmp view -

show runtime-config double-tag -

show saved-config double-tag -

show runtime-config dot1g-tunnel -

show runtime-config link-trunk {group <1- | -
8>}*8

show saved-config link-trunk {group <1- | -
8>}*8

show runtime-config rstp bridge -

show runtime-config rstp port {<1-24>}*1 | -

show runtime-config qos remark-rule | -
{number <1-64>}"1

show runtime-config qos remark-rule | -
port-list <1-24> {<1-24>}*23

show saved-config qos remark-rule | -
{number <1-64>}"1

show saved-config qos remark-rule port- | -
list <1-24> {<1-24>}*23

show runtime-config mac -

show saved-config mac -

show runtime-config dhcp -

show saved-config dhcp -

show boot statistics -

show ulf-forward -

show clock -

show dot1x -
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show dot1x re-auth -

show dot1x port-control -

show dot1x summary -

show dot1x auto-req -

show dot1x auth-address-table -

show ip arp -

show [telnetd | sshd] -

show service -

show ip dhcp relay -

show ip dhcp snooping -

show ip dhcp snooping binding -

show ip igmp snooping -

show ip igmp snooping interfaces -

show aggregatePort <1-8> summary -

show aggregatePort load-balance -

show aggregatePort summary -

show interfaces Aggregateport <1-8> -

show interfaces -

show loopback -

show interfaces gigabitEthernet <LINE> | -

show mac-config -

show mac-address-table -

show mac-address-table filtering | -
{[address] <HH:HH:HH:HH:HH:HH>}*1
{[vlan] <1-4094>}*1

show mac-address-table count -

show mac-address-table count {interface | -
gigabitEthernet <1-24> }*1

show mac-address-table count [vlan] <1- | -
4094>

show mac-address-table | -
[unicast|multicast]

show mac-address-table {[static|dynamic]}f -
erface gigabitEthernet <1-24> }*1
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show mac-address-learning

show mac-address-table aging-time -

show monitor -

show sntp -

show time-range {<string>} -

show logging -

show running-config {interface | -
aggregateport|gigabitethernet <LINE>}

show qos {[enable|dfsv-qos|8021p- | -
gos|mac-qos|ethtype-qos|port-qos|dscp-
cos-map|8021p-cos-map|mac-cos-
map|protocol-cos-map|port-cos-
map|queue-mode-wrr-weight]}*1

show remark-rule {number <1-32>}*1 -

show remark-rule port <1-24> {<1-| -
24>}*23

show users -

show [privilege] -

show spanning-tree -

show spanning-tree forward-time -

show spanning-tree hello-time -

show spanning-tree max-age -

show spanning-tree max-hops -

show spanning-tree tx-hold-count -

show spanning-tree pathcost method -

show spanning-tree summary -

show spanning-tree counters -

show spanning-tree tc-protection -

show spanning-tree mst <0-16> -

show spanning-tree mst configuration -

show spanning-tree interface | -
gigabitEthernet <1-24>

show spanning-tree interface | -
gigabitEthernet <1-24>
[bpdufilter|bpduguard|link-type|portfast]
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show spanning-tree interface | -
aggregateport <1-8>

show spanning-tree interface | -
aggregateport <1-8>
[bpdufilter|bpduguard|link-type|portfast]

show spanning-tree mst <0-16> interface | -
gigabitEthernet <1-24>

show spanning-tree mst <0-16> interface | -
aggregateport <1-8>

show lldp neighbors detail -

show lldp interface gigabitEthernet <1- | -
24>

show lldp statistics -

show lidp statistics interface | -
gigabitEthernet <1-24>

show lldp status -

show lldp status interface gigabitEthernet | -
<1-24>

show lidp tlv-config interface | -
gigabitEthernet <1-24>

show lldp tlv-config -

show lldp local-information global -

show lldp local-information interface | -
gigabitEthernet <1-24>

show gvrp configuration -

show access-list {[<1-199>|<700- | -
799>|<2700-2799>|<WORD>1}*1

show access-group {interface | -
gigabitethernet <1-24>}

show statistics {{[no-zero]}*1 -

show port-security -

show port vlan membership -

show eee status -

show interfaces brief -

show ip dhcp snooping suppression -

show ip dhcp snooping trust -
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[(SeEmcE]l -

[ar o] RS, RRCEMA, %O,

(QEEEEESD B

[(FCEXET  Fi2nl:

Switch(config)# show cpu

CESES I ik
QRSN
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3.39

[(Z%8i]]

[SRERCE]

[y &40

(QEEEERSS

[P & 24 41]

A

[AH A

5
>

(& ]

shutdown

RO EA A, HZm M. T Za 21 no T 0.
shutdown

no shutdown

P2 A B A AN range 225 G B A R

XMFEOMCURMED, Ap . SVIFO), Zamd kMO, 0 rHARR &8 47
76, {HRAAMER, 14H show interfaces i & & & LR

N AR

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernetl)# shutdown

e ik
show interfaces BEZIEEMGIHE .
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3.40 speed

FRCEE D AER, ERORERUN, 4T speed speed. ZKE 1 F#E A AN

i F no speed i 4.

speed speed

(8] | 28 Eiiipay
speed WO RS, BAZ Mbps, A

& = A A 10, 100. 1000. 10000.
auto. speed {EANAE KT 15 7% 1 i K TH

[GeicE]l  SRERCE N auto.
[ &R] DR E RN range 2% HRCE R

[#HES)  speed HURMEANGERN T WE M NHEFE, 4 show interfaces fir 4 1l AA B AL E
=

o

[HCE26p1]1  FiEsp], BERGmD 1 KEZJy 100Mbps:

Switch(config)# interface gigabitethernet 1
Switch (config—if-gigabitEthernetl)# speed 100

[HHxm4Y | e Eiiipu
show interfaces BEENNBENSGIHEER.
[FEWHHEYT -
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3.41

[(Z%8i]]

[ E ]

[y &0

(QEEEERSS

(A& 2541

(GiPSTiRS

[F&ui]

strom-control

BEEE I REAERIIT % 2 Ar 2 1 no ST S PATAH L (0 X 42 1| ZH g o

strom-control { [ all | broadcast | multicast | unicast ] } value

no storm-control { [ all | broadcast | multicast | unicast ] }

4 Eiiipuy

all FITF A MR H DI RE

broadcast TR FE R DI fE -

multicast FTTFX AR AN, 2 5 R BRI I ThBe -
unicast FTTFREAR KN4 B X2 A2 ) Th e

value AL Kbps [, AU 64 HIfEHL BLEA

0, KEZEHI I DI fE

P O B AR range 2% L E B AR

A 1 BRI RLER) i, 2R EE Rk, R
RPN, X RN ARE AR BN PR AHRAT B R B0 2% -

HRBCE A R S BUARA

BEZRTLAI I, SRR AR SRR AT MR . IR i, 2
RO R R N, B RN 2R AR FR B R BB BRI R

TR QX A I Bl s R ) o

R

Switch(config)# interface gigabitethernet 1

Switch (config-if-gigabitEthernetl)# storm—control all 128

&

ik

show storm-control

LR N HIE D
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4 VLAN

4.1

[ 247 ]

[ E ]

[ 1]

(QEEEERSS

[FCE 2 41]

(GIEES

£
>

>1

(&3]

vian

Fo B iZar @A VLAN FeE R 1% a4 1 no WX R A7 £ VLAN.

vlan vian-id

no vlan vian-id

ik

VLAN ID 5.
FEE: BT VLAN CVLAN 1) A vr

TR AR, f end i, EUEEA Ctri+C H G

TR B4 R B AR, fA exit i

SFRO(LORMEE D, Ap 10, SVI #:1), %
4

R, e AR B AR

e
A1, (HEANRIEH, 4 show interfaces fin & & & 2 RS

N RR

Switch(config)# vlan 2
Switch (config-vlan)#

A
&

Eiiipay

show vlan

7R VLAN 8 53 2545 R o
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4.2 name

B VLAN 447 i & 1) no S IURZ 1 B I R sk 8 {8

name vian-name

(ZHim] | 25 Eiiipay

vlan-name VLAN 4%

[HamiE]Y  VLAN 54 495 VLAN+VLAN ID, #1 VLAN 2 45 %574 VLAN0002” .

[ &1 VLAN FC B,

[T i show vian fy 4 & vian it & .

(MBI Rl

Switch(config)# vlan 20
Switch(config-vlan)# name vlan20

(G B i ik
show vlan 78 VLAN Ji 5 o 14545 B
[F&EUHT -
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4.3

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

GEPST

5
s

21

(P53 ]

show vilan

Zos VLAN R 0o A5 S

show vlan [ id vlan-id ]

ZH ik

vlan-id VLAN ID 5.

R EoR e BER .

R

B [ B, #IN end A4, BN Ctrl+C 2H-& 4.
TR B4 R B A, fA exit e

N RR

Switch# show vlan id 1

e ik
name HE VLAN 14 5.
switchport access BRI —A™ vlan 1,
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4.4

[(Z%8i0]]

[ E ]

[ 1]

QEEEERSS

[FCE 2541

(GIEPS

B
>

21

QI

switchport access

15 FiZ A A0 — i I ¥ & O access port, B EFRIRA—A VLAN IR 52 o i
FiZ 2 1 no e Tt 1% 1 FR IR 2 E4E 11 VLAN .
switchport access vlan vian-id

no switchport access vlan

ZH Eiiipu
vlan-id sty 1 E AN VLAN ID.

544 1 VLAN 5 VLAN 1.

2 O B AR range 2 M2 M RC E AL

N—" VLAN ID. WS Ar2— A8 VLAN ID, N# &2 608 —4 VLAN, f
B 1% 115 B NiZ VLAN IR . an S A& EAF7E RS VLAN 1D, T4 in VLAN Fr %,
B . Bz L&A trunkport,  NRZERAER A RATVE R .

R

Switch(config)# interface gigabitethernet 1
Switch (config—gigabitEthernetl)# switchport access vlan 3

e E{iba

switchport mode e AN E# DO (switch port)
Ko

switchport trunk JN—A™ trunkport $i5 & — > native VLAN Ffi
P B IX A trunk HFIPFA] VLAN 413
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4.5

[ 2465

[SERcE]

[y &40

(QEEEERSS

[P & 24 41]

(GIEPS

=
4

&1

QI

switchport hybrid allowed vian

Fic & hybrid 3 H R 4 AR

switchport hybrid allowed vlan { [ add [ tagged | untagged ] | remove | tagged |
untagged ]} vian-list

no switchport hybrid allowed vian

ZH iR
no WA hybrid BR A% AL .
KACE.

Pz O B AR range 2242 M B AR

R

Switch(config)# interface gigabitethernet 1
Switch (config-gigabitEthernetl)# switchport hybrid allowed vlan add tagged 3-5

me iR
show interfaces BonEOER.
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4.6

(%]

[SRERCE]

[y &40

(QEEEERSS

[P & 24 41]

(GEPS

5
&
[

(&)

switchport hybrid native vian

fid & hybrid 3 I ERIA vian,
switchport hybrid native vlan vian-list

no switchport hybrid native vlian

ZH Eiti3a
no WA hybrid Btk VLAN.
KRELE .

P2 O B B0 range 24N M EC B AL

R

Switch(config)# interface gigabitethernet 1
Switch (config-gigabitEthernetl)# switchport hybrid native vlan 5

e ik
show interfaces SN EOER.
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4.7 switchport mode

TC 5 3 1 AR X
switchport access mode { [ access | trunk | hybrid ] }

no switchport mode

(491 | 2% ik
access BB —> switch port &y access port.
trunk W E— switch port A trunk port.
hybrid WE > switch port A hybrid port.

[EhalcE ]  switchport #1130y trunk.

[ &iA] O E R range 2 M% O B AL,

[T IR —/> switch port 43 & access, W% 1 X GEN— VLAN B G . AT LA
{1 switchport access vilan iy &8 & i%4% H 2 —A4> VLAN [P 17
R —> switch port (UREERE trunk, WZE AT L2 24 VLAN (R . 128
AP LR THRtE VAN H %8 DY AT VLAN $U% sk, trunk port J& 271 VLAN 41
Fer A VLAN R 51 . AT LA switchport trunk i 45k & 82 E I YF AT VLAN %)
E

[(FCEZHI]  Tii2ssl:

Switch(config)# interface gigabitethernet 1
Switch (config—gigabitEthernetl)# switchport mode trunk

(@GP B iR
switchport mode B — ZE# O (switch port) [
o
switchport trunk JN—A™ trunkport 35 & —~> native VLAN #I
PC B XA trunk HFVFA] VLAN 415,
(G RSRIAD I
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4.8

(8]

[ E ]

[ ]

(QEEEERS

switchport trunk

J— trunkport &2 —> native VLAN FIFL & XA Trunk Y RT VLAN 513 {§
Z 2 I no BT 3 T trunk JEYEVR B N ERAE1H .

switchport trunk { [ allowed vlan { [ all | {[ add | remove | except]

vlan-list }} | native vlan vian-id ]}

no switchport trunk { [ allowed vlan | native vlan ] }

24 ik

allowed vlan vlan-list fic B ix 4 Trunk CIAJEER] VLAN #1)% . &
# vlan-list 7T L2 —> VLAN, [ PLE—
%% VLAN, LU VLAN ID 13k, BLK
1] VLAN ID &5, i (- f55i1EHE%.
Wi: 10-20. Bz e wf Bl ) fF5kEit,
tn. 1-10,20-25,30,33. all /\Xﬂzﬁ_f
VLAN #1495 A S HF ) VLAN: add 3£
N FE E VLAN FIR IV A] VLAN 713
remove FKNFHEE VLAN 1R WVFT]
VLAN %1% R except #4541
1) VLAN B A1 VLAN InAVE ]
VLAN %13

native vlan vlan-id WE— switch port 4 trunk port.

HRA VF AT VLAN IR EE 2 all, $41) Native VLAN & VLAN 1.

2 ORC B AR range 2442 ML BB

Native VLAN:

VBN Trunk, XA JE T4 native VLAN. JITiF native VLAN, i &$5 761X /M
M _EUCR ) UNTAG 30, #BOA N2 & T1X A4~ VLAN B, B8, XN OMEE
VLAN ID (B} IEEE 802.1Q #'[fJ PVID) /& native VLAN [1J VLAN ID. [FR}, 7E
Trunk - %i%)& T native VLAN ffji, TLASAKH UNTAG 197720,

YFr] VLAN %1%

—A> Trunk HEAE AT AR EIAN I & SCREFIFT A VLAN (1 —4094) E’Jiﬁi TE[IE,
&THL WE Trunk CEIVFR]T VLAN F1 3R K IR H 528 VLAN [ & A fe it ix A
Trunk .,
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[FCE 2441

(GIEPS

5
s

(&N ]

T ARG, #im i 1A VLAN 2 R 1. -

Switch(config)# interface gigabitethernet 1
Switch(config—gigabitEthernetl)# switchport trunk allowed vlan remove 2

me Eiiipu
show interfaces BoNEOER.
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4.9

[ 247 ]

[ E ]

[ 2]

(QEEEERSD |

[P & 24 41]

5
4

CiEPSiRSd |

Q)

mac-vlan mac

I MAC itk 5 VLAN X5 &, B4E 2 MAC Hitib i A48 € VLAN; %41 no
T M BR 8 E 5F o 22 sl B BT A 6 B 56 &R

mac-vlan { mac mac-address [ mask mac-mask] vlan vian-id } [ priority pri_vlan]

no mac-vlan { [ mac mac-address [ mask mac-mask] | all]}

mac-address 85 MAC ik

mac-mask $o58 MAC Huh-FEhD, — 3k E AL b FESE N 1. % 7B
HBHEF.

vlan-id a5 MAC Hihikst Bl VLAN, HBUE LRy 1~4094

pri_val ?Eﬁgﬂl\éAC HihikxE R K VLAN ) 802.1p 564, BUE N 0~
7, B4 0

BRAETEIL T, BA R E RS MAC VLAN RI

)R e AR

Zar A48 E 1 MAC it hn AF5 58 VLAN . £ 48 58 MAC bk A4 VLAN A2
B A NAZ el D HEN, e VLR 4E € /Y VLAN 5, MImidkA$5 € VLAN. Zfy
455 VLAN R R B A BT T

4 MAC Hihik 5 00:00:02:00:00:02 (1) 2% % 2%\ VLAN 100:

Switch (config)# mac—vlan mac 00:00:00:00:00:02 vlan 100

Switch (config)#
me E1i P
show mac-vlan A mac-vlan HIC B &
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4.10 mac-vlan enable

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[FCE 2541

(GIEPS

B
>

21

6]

FI %R O _E ) MAC —based VLAN IhfE, %4 ) no 20 15 O _E ) MAC-based
VLAN ThfiE.

mac-vlan enable

no mac-vlan enable

BREIEOLT, 4771 H B MAC VLAN.

S 1 g LA

M0 MAC bk JE TF8 52 VLAN J5, #1484 R #5E MAC-based VLAN IhgE, thinéd
T AETE 2 1 _E 55 MAC-based VLAN Ihfg, UL N FH P g R R

P 2 ff) MAC-based VLAN T)jéE:

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# no mac-vlan enable
Switch (config—-if-gigabitEthernet2)#

me iR
show mac-vlan interface & mac-vlan 1 S B AE B
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4.11

[ 247 ]

[SRERCE]

[y &0

(QEEEERSS

[FCE 2 41]

CEESid

QI

subnet-vlan ip-address

WP T 5 VLAN IRt o< &, BEIFE5E IP #ihk AT E VLAN; %2 ) no L
BB Fi 5 X W o R BT X N K R o

subnet-vlan ip-address ip-address mask subnet-mask vlan vian-id [priority
pri_vian]

no subnet-vlan { ip-address ip-address mask subnet-mask | all }

24 ik

ip-address 82 1P Mtk

subnet-mask /€ IP F MR

vlan-id o€ P F I HEES R VLAN,  BUE G Y 1~4094

pri_val TE%@;%?IW&M&HFEE@ VLAN ff] 802.1p fE5c4, HUE N 0~
7, &0

SETEDT, BABCETES SUBNET VLAN K,

R fic B AR

A 2 RARE M IP FIIIAFEE VLAN . BH R ER IP FRAH VLAN AR25%L
BN Lm T HEN, R ULRCEFRE M) VLAN =5, AIM#EATRE VLAN. Zir 4
Xt VLAN AREE 80 AN AT T35

4 TP TN 192. 168. 200. 0/24 [RIMZ8 545K\ VLAN 200:

Switch(config)# subnet—-vlan ip-address 192. 168.200.0 mask 255.255.255.0 vlan 200
Switch (config)#

me A
show subnet-vlan 7% subnet-vlan [ & 15 B
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4.12

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[FCE 2541

(GIEPS

5
>

21

6]

subnet-vlan enable

770 H B A IP-subnet-based VLAN IhEE, 1Zar 21 no Mg 0 B IP-
subnet-based VLAN Ifjfig.

subnet-vlan enable

no subnet-vlan enable

BRSNS, TP I _Ef IP-subnet-based VLAN IhfE.

S 1 g LA

LI P T RJE T65E VLAN J&, B 42JR Ei#% IP-subnet-based VLAN g, iy
A ATEFE E i 1 C ] IP-subnet-based VLAN Zhfg, LI N FH 4R 58 IS FH

KA I 2 1Y IP-subnet-based VLAN Zhgg:

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# no subnet—vlan enable
Switch (config—-if-gigabitEthernet2)#

[isSe Eiiipay

show subnet-vlan interface & subnet-vlan 135 CC B A= B
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4.13 protocol-vlan frametype

(8]

[SEACE]

[y &5

(QEEEERSS

[P 2541 ]

CEESid

QI

IS VLAN BN &, BIFR 2 UM AT & VLAN; Zir 4 ) no & T R Fia
SE K N 5 2R BN 4 5 v 1 BT R 2 22 B Bk BT DA IR 26 2R o

protocol-vlan frametype { ether2 | snap | lic } ethertype ethertype-val vlan vian-
id [priority pri_vian] [port port-num]

no protocol-vlan frametype {ether2 | snap | lic } ethertype ethertype-val [ port
port-num ]

no protocol-vlan { port port-num | all }

ZH Eitip)

ethertype-val FRSCH SRR

vian-id 658 PIUOR 2 (1 VLAN,  HUEVE A 1~4094

pri_val i 58 PO B ) VLAN (1) 802.1p 564, BUE N 0~7, B
0

port-num JS2F 3 1, R A8 2o N FH 31 P A i 1 b

SRETEDLT, WA BLE S PROTOCOL VLAN £

£ JR g B AR

ZAn R E I BUIAEE VLAN o 54 15 5E PR A VLAN ARZEAEE BN
ACHNLI FVEEN, B UTE R TR E R VLAN 5, Mgt ANF8E VLAN. %45t
VLAN Fr25 1) 8l AN AT T35

R UK TT B30 TP PRl Bt t - VLAN 100:

Switch(config)# protocol-vlan frametype ether2 ethertype 0x0800 vlan 100
Switch (config)#

e iR
show protocol-vlan 7% protocol-vlan [t B {F S
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4.14

[ 247 ]

[ERERCE ]

[y &0

(QEEEERSS

[FCE 2541

CEESid

QI

vlan-translation

7RI VLAN translation #3#:3000], {#i5 VLAN ID 53 VLAN ID /=4 — 2B it %4
A1) no F2 A Bk o7 B

vlan-translation old-vian-id to new-vlan-id {in | out}

no vlan-translation old-vian-id {in | out}

ZHy ik

old-vlan-id J5i VLAN ID, HUfEIEH N 1~4094
new-vlan-id W 5 % VLAN ID, BUEE N 1~4094
in FUU B2 AEN P 1 E

out FIUU R FH A 3 1

g tELR, %A VLAN traslation B 55 &,

£ JR g B AR

Zar A ONBEE VLAN translation FUBRES ¢ R . B 60 50 M4 3 B i 2 R 847 0T
fic, WSRUCHCAET, MPK: VLAN ID U8 R % B 2% H R VLAN ID, G R ULECAS %),
F2J5 VLAN # %

B 12 JFER AT VLAN100 FEE G148 N LS 5 I\ VLAN2:

Switch(config)# interface gigabitethernet 2
Switch (config—if-gigabitEthernet2)# vlan—translation 200 to 2 in

me A
show vlan-translation 5 vlan-translation [\ B (5 &
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4.15 vlan-translation enable

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

(GEPSTiRS

(&N ]

7 HFu A _E ) VLAN translation ZhiE, Za 40 no &M 0 L VLAN
translation I g .

vlan-translation enable

no vlan-translation enable

ZH Eiiipuy

SRETEOLT, BUA EHE VLAN translation ZifE.

s 11 g B AR X

K5 2 _EFFJ VLAN translation ZhAg:

Switch(config)# interface gigabitethernet 2
Switch (config-if-gigabitEthernet2)# vlan—translation enable
Switch (config—if-gigabitEthernet2)#

e ik
show vlan-translation 5 % vlan-translation f{) it &5 &
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4.16 dot1g-tunnel enable

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[FCE 2541

(GIEPS

5
>

21

(&3]

2 HATLFE 2 v 1 g dot1g-tunnel ZhHig, Zar 21 no LS H L) dot1g-tunnel
g

dot1g-tunnel enable

no dot1g-tunnel enable

ZH Eiiipuy

BRAETEIL T, BOF i RE dot1g-tunnel JfE .

S 1 g LA

it L RE dot1g-tunnel J&, XJ 1A iZdm HEA BB 01T EXUZ tag, FFLAANE
tag Al MAC bl A e K ictls, ELEI M untag 3 11 H 25 OIS % 22512 tag .

fFigEum T 2 _EAY dotlg—tunnel IhEE:

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# dotlg—tunnel enable
Switch (config—-if-gigabitEthernet2)#

e E{iba
show dot1g-tunnel 1A dot1g-tunnel FIRLE(E S
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4.17 dot1g-tunnel inner-vid

[ 247 ]

[SRERCE]

[y &0

(QEEEERSS

[FCE 2 41]

(GIEPS

5
>

21

QI

T3 O - WEE FE T2 Tag VID YE4ME VID ISR, %6411 no B xT i
RISRME 2 o

dot1g-tunnel inner-vid < 7-4094 > outer-vid ovid

no dot1g-tunnel inner-vid < 7-4094 >

ZH ik
< 1-4094 > WSCH J Tag 19 VID 14
ovid 4 N 2 VID W 142 Tag VID I{E

BRI T, HRIgR N

S 1 g LA

A fin 4B B R dot1g-tunnel IUMLGT G &, BdE AR IE I BN = VID #E4TILRC,
UARVLAC RS, H5 MR SCHTZ Tag #4ediE5E (1 VID.

P 2 3FE 7 VLAN100 i Hiosc 3t 3% — 2 VLAN200 (1412 Tag:

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# dotlg—tunnel inner-vid 100 outer-vid 200
Switch (config—-if-gigabitEthernet2)#

[isSe Eiiipay

show dot1g-tunnel #1A dot1g-tunnel MIBCE(F E
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4.18 dot1g-tunnel tpid

BEE R CHIMCEAL (TPID) PL3EEFE =77 mAE TPID fH, %4 K no JEAK
0 5 TPID BRI .

dot1qg-tunnel tpid tpid-val
no dot1qg-tunnel tpid

(€D I it
tpid-val W ERSCH TPID A

[SeeicE]l s EoL T, TPID fE Y 0x88a8.

[ Aa0) o A B A

[T ZURNT HESHE] BR& T EE, iEEZE = T R&MIED LEE
TPID & 5 =5 b4 1) TPID {H.

[ E 2400 B 2 B/ TPID {E % & N 0x9100:

Switch(config)# interface gigabitethernet 2
Switch (config-if-gigabitEthernet2)# dotlg—tunnel tpid 0x9100
Switch (config-if-gigabitEthernet2)#

(CEPSR B RS EiiTpa
show dot1g-tunnel #F dot1g-tunnel FIRCE (S
[-FEwl -
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4.19 voice vilan

4 f#ifE Voice VLAN, Jfi%E —1 VLAN & Voice VLAN, iZ#r2 ] no k7]
Voice VLAN Iffg.

voice vlan vian-id

no voice vian

[ZHH] | S5 ik
vlan-id %71 Voice VLAN ¥] ID, JulE A 2-4094

[SREBcE]  SVETROLE MM

[l 2RECERK

[R5 ] B E Voice VLAN ZHl, il @xf M) VLAN, VLAN1 ZERN VLAN, ARediE
N Voice VLAN.

[FCE2) 2R HREBE M Voice VLAN ThEE, FE¥EE VLAN2 A Voice VLAN:

Switch (config)# vlan 2
Switch(config-vlan)# exit
Switch(config)# voice vlan 2

Switch (config) #
(M4l | e Eiiip

show voice vlan {7~ Voice VLAN HIBLEF B 5 90K E
CEaBMI -
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4.20 voice vlan aging

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

A

[AH A

5
%

[FE3i]

2R i B Voice VLAN ZALIN ], %54 [ no JE 0kt 2 AL AP & BBk E

voice vlan aging minutes

no voice vlan aging

S Eiiipuy
minutes # 7~ Voice VLAN HjZ4bH) 8], JuiFEl 5~10000, A7i: 4

B

BREME T 1440 70 4h, HI 1K

4 JR e AR

FiPRTE B4 B Voice VLAN RIZALRTI, S7EZALRTINN, 4 I WA A
CCEE AT T 4R ST, 60235 1M Voice VLA Hll . i ) (0 2t

o

B Voice VLAN ZAKBIRIN 10 0%

Switch(config)# voice vlan aging 10

Switch (config) #

2

w4

ik

show voice vlan

7R Voice VLAN [ &5 B 5 4 HDIRAES
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4.21

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESiad

(P53 ]

voice vilan cos

4 51 & Voice VLAN fiEE A CoSH, Zm 211 no A Z N0 B Pk 2 2|54 18
voice vlan cos cos-value

no voice vian cos

S Eiiipuy

cos-value 2718 Voice VLAN 1E# i) cos 18, Vul 0~7
BB EN 6

4 R e E A

Bl B Voice VLAN [FIiE &I CoS fERIRHE FIRINM e, (RUEEIE
io

fiL & Voice VLAN EHRM I, CoS A 4:

Switch(config)# voice vlan cos 4
Switch (config) #

fikSe Eiiipay

show voice vlan 7~ Voice VLAN AL B 15 B 5 4aDIRAS
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4.22 voice vlan mac-address

[ 247 ]

[ E ]

[ 1]

(QEEEERSS

[FCE 2541

CEESid

(&3]

4 JR 1 E Voice VLAN AJ R B EZ 7% OUl Huhk, %421 no e MR v & i B 11
A OUIl Hiutik,

voice vlan mac-address mac-addr mask mac-mask [description fex(]

no voice vlan mac-address mac-adadr

24 ik

mac-addr B ERCCHIE MAC Hiik

mac-mask MAC Hihi-fEfs, —dkmle s B AESEN 1. ZFBREE N
4 F.

text OUI Hiik (i

BRAETEOLT, BCEA 7 FR OULL

4 JR e AR

PRSI T I S S, T 4 MAC ML = A4 ki) T, Voice
VLAN A7 LUE RS 6SC T MAC HiiERT OUL HERS AH S 4EHL OUL, AT 417
SSC R A RE T

VRN OUT Mtk 00:12:34:00:00:00, J 7%~ CompanyA:

Switch(config)# voice vlan mac—address 00:12:34:00:00:00 mask FF:FF:FF:00:00:00
description CompanyA

Switch (config)#
i A
show voice vlan 7~ Voice VLAN I B 15 B 5 4k A
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4.23 voice vlan enable

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[FCE 2541

GEESid

Q)

FEFE I B A A sty 2 RB 3 11119 Voice VLAN 6, 1% 211 no B0 i

11 Voice VLAN Ih#E.
voice vlan enable

no voice vian enable

BRAEMENE DL T m HH Voice VLAN ThREK H] .

O A

it iZ A 23T P ) Voice VLAN ThAE, Voice VLAN Thfg R GELEYHE S O B .
7t 4= J7 Voice VALN X FIHM T, AR A& H 1 Voice VLAN IhEE, {HAARL,

JE G 2 1 Voice VLAN IhfE:

Switch(config)# interface gigabitethernet 2

Switch (config—if-gigabitEthernet2)# voice vlan enable

Switch (config) #

PSP
Tifee

Eiiipay

show voice vlan interface

f78 Voice VLAN i PR AS PA S AR
7,
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4.24 voice vlan mode auto

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

A

[AH A

5
e

(&3]

FEH 1 C B AR T e B 3w 11 ) Voice VLAN TARREACDY A, %2 no JE ik
B i L1 Voice VLAN TAEREA N Fah i,

voice vlan mode auto

no voice vilan mode auto

ZH ik

FRAEE B O T i 1 Voice VLAN TAERE A F o,

2 O g B A

Voice VLAN [ TAE# A A A SIS FaEa, R TumOicE. &m0 Voice
VLAN ) TAERE A BT, ASED 0] LB BN AN E B H iR, o i
FHE S HOE 52 A 8% M Voice VLAN, TR, FET THH DA
Voice VLAN. Hzh#T, ANRiFimst F TECE 2% i I Voice VLAN B
Voice VLAN il

BB I 2 B Voice VLAN #=h H A

Switch(config)# interface gigabitethernet 2
Switch (config-if-gigabitEthernet2)# voice vlan mode auto
Switch (config) #

i ik

show voice vlan interface 7~ Voice VLAN i LIRS DL T AR

i
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4.25 voice vlan security enable

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEPST

&
B

21

Q)

4 JRFTJT Voice VLAN (22 4, %@ ) no LA M 2 44 5.
voice vlan security enable

no voice vlan security enable

ZH Eiiipuy

A (E1H LT Voice VLAN [ 22 A1 56 T .

4 JR i B AR

NT RS S U kAT B S R B 4> B AR S, AT LT HE Voice VLAN )2 4 45
Ko TR EBR GG FTHSCIIIE MAC HihEE TR A, 245 MAC Hihk 2 ay ik )
f] Voice VLAN OUI ik i, foiF %R SCHE Voice VLAN LS, 5% E 5.

FTH Voice VLAN [z 45

Switch(config)# voice vlan security enable

Switch (config)#
iy ik
show voice vlan .7~ Voice VLAN HIfC B 15 B 5 40k A
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4.26 show mac-vian

SRAZ AL MAC-based VLAN (170 & 15 i

show mac-vlan [ interface ]

(@ AGD ZH A
[EEHilE ] "
QiR i RS
| QEdiEEiERS: -
[ fic & 24451 ] 7R 248 MAC-based VLAN Fict & 15150 51 7
Switch(config)# show mac—vlan
MAC Address MAC Mask VLAN ID Priority
00:00:00:00:03:01 FF:FF:FF:FF:FF:00 2 0
Switch(config)#
Switch(config)# show mac—vlan interface
Port 1 . enable
Port 2 disable
Port 3 enable
Port 4 enable
Port 5 enable
Port 6 enable
Port 7 enable
Port 8 . enable
Port 9 . enable
Port 10 . enable
~ More
[HHGam 4] e ik
mac-vlan mac R0 MAC Hihik 5 VLAN FE 6N 5% 22
mac-vlan enable 3 E _E ) MAC —based VLAN Tjf¢
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CREDTID :
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4.27 show subnet-vian

SR ML IP-subnet-based VLAN 11 & 1570

show subnet-vian

(%] ZH fth

=

[ E ] g5

[ 1] RO

| QEdiEEiERS: -
[ 7ic & 25451 ] 78T IP-subnet-based VLAN [FC & 175 0 1) 411
Switch (config)# show subnet-vlan
IP Address Mask VLAN ID Priority
192.168. 3.0 255. 255. 255. 0 3 0
192.168.4.0 255. 255. 255. 0 4 0
Switch (config) #
Switch(config)# show subnet-vlan interface
Port 1 . enable
Port 2 disable
Port 3 enable
Port 4 enable
Port 5 enable
Port 6 enable
Port 7 enable
Port 8 . enable
Port 9 . enable
Port 10 . enable
~ More
[ 4] i iR
subnet-vlan ip-address NP T/ 5 VLAN %R 5% &
subnet-vlan enable T H w1 A IP-subnet-based VLAN 1)
2p
He
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(QR=RAD| -
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4.28

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(KA 4]

[ £ 599

show protocol-vian

R ML Protocol-based VLAN 77 & 54

show protocol-vian

g

R

B~ 4 EI Protocol-based VLAN it & 1H UL T

Switch (config)# show protocol-vlan

Frame Type Ether Type VLAN ID  Priority Port

ether2 0x0800 4 0 all

ether2 0x0806 3 0 3

Switch (config) #

Cis Eitipa

protocol-vlan frametype IS VLAN %R % &
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4.29

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(KA 4]

(QRSNVEED

show vilan-translation

SR EPE AT VLAN translation TR [R5 L14E .

show vlan-translation

g

RO

EBIRITE AT VLAN translation IRZASHIE 4E B

Switch(config)# show vlan—-translation

Port 2 :
vlan—transldation is enable
vlan—translation 2 to 3 in
vlan—translation 3 to 4 out

Switch (config) #

IS A
A&

vlan-translation

vlan-translation enable

Eiiipay

7RI VLAN translation %% #5000, 4 5

VLAN ID 53 VLAN ID 7= 4z — & e s

FT 773 H _EA VLAN translation I
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4.30

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GIEES

2
RS

>1

(&N

show dotq1g-tunnel

iR dotg-tunnel fHHC & 15 &

show dot1g-tunnel

7

R B

7R dotlg—tunnel Ft &5 B HIH]T-

Switch (config)# show dotlg—tunnel

Port 1 . disable Tpid 0x88a8
Port 2 . disable Tpid 0x88a8
Port 3 . enable Tpid 0x88a8
inner vid = 3 outer vid = 2

Port 4 . disable Tpid 0x88a8
Port 5 . disable Tpid 0x88a8
Port 6 . disable Tpid 0x88a8
Port 7 . disable Tpid 0x88a8
Port 8 . disable Tpid 0x88a8
Port 9 . disable Tpid 0x88a8
Port 10 : disable Tpid 0x88a8

_ More

i iR

dot1g-tunnel enable

TAAFE € i I {E B8 dot1g-tunnel T fE

dot1g-tunnel tpid

BERSC P EER (TPID) PAFREH =
Ji] T MIANE TPID A

dot1g-tunnel inner-vid

e I F R E R TN ZE Tag VID HEshz
VID [ 5RmE £
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4.31 show port vian membership

BRI vian L E E B

show port vilan membership

(8] | 28 i

5

[BRERE] L

Crir &Y FppUR

[(fEMETl -

[FCEZE]Y  SoninH vian BEEE B RH]

Switch(config)# show port vlan membership

Port Mode Administrative VLANs Operational VLANs
1 access  1UP 1UP
2 access  1UP 1UP
3 access  1UP 1UP
4 access  1UP 1UP
5 access  1UP 1UP
6 access  1UP 1UP
7 access  1UP 1UP
8 access  1UP 2UP
9 access  1UP 1UP
10 access  1UP 1UP
11 access  1UP 1UP
12 access  1UP 1UP
13 access  1UP 1UP
14 access  1UP 1UP
15 access  1UP 1UP
16 access  1UP 1UP
17 access  1UP 1UP
18 access  1UP 1UP
19 access  1UP 1UP
20 access  1UP 1UP
21 access  1UP 1UP
22 access  1UP 1UP
23 access  1UP 1UP
24 access  1UP 1UP
25 access  1UP 1UP
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26 access 1UP 1UP

CiEESd

QRN
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4.32

[(Z%i9]]

[SERcE ]

[ 1]

[fEMTE 7

[FCE 2541

(GiPSTiRS

show voice vlan

{78 Voice VLAN HIFC B 15 B 5 4 A0IRAS, W& S OUl k. OUI #iEfY. #
RER.

show voice vlan

7

FEBURRE

BNV 4TI Voice VLANRZSBAK OUT {5 B
Switch (config)# show voice vlan
Voice VLAN status : Enable
Voice VLAN ID : 2
Voice VLAN security mode : Enable
Voice VLAN aging time : 1440 minutes
Voice VLAN cos : 6
OUI Mask Description

00:01:E3:00:00:00 FF:FF:FF:00:00:00 Siemens phone
00:03:6B:00:00:00 FF:FF:FF:00:00:00 Cisco phone
00:04:0D:00:00:00 FF:FF:FF:00:00:00 Avaya phone
00:60:B9:00:00:00 FF:FF:FF:00:00:00 Philips/NEC phone
00:D0:1E:00:00:00 FF:FF:FF:00:00:00 Pingtel phone
00:E0:75:00:00:00 FF:FF:FF:00:00:00 Polycom phone
00:E0:BB:00:00:00 FF:FF:FF:00:00:00 3Com phone

Switch (config)#

me E1i P

voice vlan 4 [ d 68 Voice VLAN, FF% & —4> VLAN
N Voice VLAN

voice vlan cos 4 JF ¥ E Voice VLAN HJiE ) CoS {H
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voice vlan aging 4R 15 B Voice VLAN Z AL [A]

voice vlan mac-address 4 JR ¥ B Voice VLAN - 5 (118 35 i
OUI ik

voice vlan security enable 4= J5#T I Voice VLAN [ 22 41555,

CrFasm -
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4.33 show voice vlan interface

7R Voice VLAN i 1 IR AS DA K T AR

show voice vlan interface

(401 | S8 it

=

[SRERE] K

QR 5=V S 2 E Ea

[fEMTE 7 -

[ E 24511 SR Voice VLAN i FUIRSME B

Switch(config)# show voice vlan interface

Port Status Mode
Port 1 enable manual
Port 2 enable auto
Port 3 disable manual
Port 4 disable manual
Port 5 disable manual
Port 6 disable manual
Port 7 disable manual
Port 8 disable manual
Port 9 disable manual
Port 10 disable manual
~ More
[HHXwS]1 | w2 ik
voice vlan enable { fE3H 1) Voice VLAN IhfE
voice vlan mode auto fic & i 1) Voice VLAN LAERACH H 31
(%
[FEuiiY -
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4.34

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

GEESid

QI

show vlan private-vian

2% Private VLAN [1IfC B 150 .

show vlan private-vlan

7

R B

#FE Private VLAN Jit B 50

Switch(config)# show vlan private—vlan

VLAN  Type Associated VLANs Ports
3 primary 4,5 Gi0/2
4 community 3 Gi0/3
5 isolated 3 Gi0/4
Switch (config) #

iR e

private-vlian

lic & Private VLAN & VLAN A7 VLAN

private-vlan association

T JE KA B VLAN (secondary VLAN)
53 VLAN (primary VLAN)

swithport mode private-vian

AR private VLAN B2

switchport private-vlan association

JHx private VLAN #2042 1 FT#E VLAN
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5 ACL

5.1 access list [ standard ] <1-99 >

7E4 R B R Al iy 2 accessHlist /£ 4 & acl IEJEMN], {8 H A4 1 no Lk A
B

access-list <idx> [ deny | permit ][ any | host | <A.B.C.D> ] {time-range name}

[Z5iH] | S5 i3
idx VikZH: 25l TiH<1-99>.
deny|permit WiEZH: SifE, K EE deny BX permit.

any | host |<A.B.C.D> | DhiES%.
any R ILECHT AU IP

host | <A.B.C.D>3/RILACYE IP 53 mask

name Az 98E i time-range %4

[BRERE] -

[ R]  2RECERN

(QEEEERSS -

[hcE2401 B 1: BcEUCES src-ip v 192.168.2.5 113k 3, FI{EA deny

Switch(config)# access—list 1 deny host 192.168. 2.5

) 2: BLEVLE src-ip NATH R, shEAN permit

Switch(config)# access—list 1 permit any

(M4 | s E1i P
no access-list <idx> fHlBs idx 2% H access-list
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QENLE
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5.2

(%]

access list [ extended ] <100-199 >

T4 REC B A v 4 access-list fE R E acl I JEMMN], FH A2 1 no TExR
EIF7E =R

access-list <idx> [deny | permit] [ip-proto |ip][any | [ host|<A.B.C.D>]][any |
[host | <A.B.C.D>]] {dscp dscp-value ¥ time-range name}

access-list <idx> [deny | permit][tcp |udp][any | [ host| <A.B.C.D>]] {eq src-
port} [any | [ host| <A.B.C.D>]] {eqdst-port} {dscp dscp-value }{ time-range

name }
ZH i
idx WikZH: %5, JuHE<100-199>,
deny | permit WikZH: FifE, A EE deny B permit
Ip-proto | ip Ik ZHL

Ip-proto {&, i [#l<0-255>

BE T 1P X
tcp | udp WIRBHL

Tep Hril

0% UDP P

any | [ host | <A.B.C.D>] | iS4
any RoRULECHT A src-ip

host|<A.B.C.D>%/<ULAL src-ip 2i# mask

src-port Al kS8 VLED 14-src-port, i [FH<0-65535>

any | [ host | <A.B.C.D>] | ik %t
any X/RULECHTA dst-ip
host|<A.B.C.D>F /R ILAL src-ip B# mask

dst-port A% ULAC 14-dst-port, i FE<0-65535>
dscp-value Ak S H: #WOC dscp {E, Tl <0-63>
name Ak ZHL: 485 1) time-range %
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[EiE ]

[ &1

[T

[P & 25 41]

(K4 ]

(&3]

4Ry e B AR

N2, BCEVLAS ip WL, dscp BN 8 kL, BhfEN deny

Switch(config)# access—list 100 deny ip any any dscp 8

me Eiiipu
no access-list <idx> IR idx 2% H access-list
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5.3

[ 247 ]

(S E ]

[ i

| QEOEEiERCH

access list [ MAC extended ]< 700-799 >

fE 4 Rl BT A4 access-list fE i & acl I JEMIN, A A 4 1 no LR

[ R4 o

access-list <idx>[any | [ host| <HH:HH:HH:HH:HH:HH>]][any | [ host |
<HH:HH:HH:HH:HH:HH> ] ] [ etype-any | eth-proto ] { cos cos-value } { time-range

name}
ZH iR
idx Wik ZH: 5l TuH<700-799>,

deny | permit

Hie

WikZH. Ik, deny 5% permit

Any | [host| <HH:HH:HH:HH:HH:HH>]

WIEZHL:
any R/RULECHTA src-ip

host|<A.B.C.D>#/<ULAL src-ip Bi# mask

any|[host|<HH:HH:HH:HH:HH:HH>]

any F/xILECHTA dst-ip
host|<A.B.C.D>3/RILHC src-ip 83 mask

etype-any|eth-proto

Wik B
Etype-any Zs I LK R #0%

eth-proto R /R VLALLM AR, V5l <O-
Oxffff>

cos-value AliESH: 3L cos {H, uRE<0-7>
name A[IEZHL: 4852 1) time-range £
4 R B
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[(FCE2H1]  TiEssl, BEILEHA LR P, cos {E4 5 KIRIC, ZhEJy deny

Switch(config)# access—list 700 deny any any etype—any cos 5

[FHm4) | M2 iR
no access-list <idx> MRS idx 5 H access-list
[‘FauiE]l -



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

5.4

(S 8i]]

access list [ expert extended ] < 2700-2799 >

TE4 R B R Al iy 2 accessHlist £ & acl IEJEMN], {8 H A w41 no Lk A
B

access-list <idx>[any | [ host | <HH:HH:HH:HH:HH:HH>]][any | [ host |
<A.B.C.D>]] [any | [ host | <HH:HH:HH:HH:HH:HH>]1][ any | [ host | <A.B.C.D>]
{ ip-proto | ip } { etype-any | eth-proto } { cos cos-value } { dscp dscp-value } { vid

vid-value} {time-range name}

S ik
idx Wik ZH: R5l, JEHI<2700-2799>.
deny | permit WiEZH: SifE, HEE deny Bk permit

any | [ host | <HH:HH:HH:HH:HH:HH> ] | k240
any R/RULECHTA src-ip
host|<A.B.C.D>% /< ULHAL src-ip 2i# mask

any | [ host | <A.B.C.D> ] Wik B
any RoRULECHTA src-ip

host|<A.B.C.D>%*/<ULAL src-ip 2i# mask

any | [ host | <HH:HH:HH:HH:HH:HH>] | k245
any KR ILECHTA dst-ip
host|<A.B.C.D>3/RILHC src-ip 83 mask

any | [ host | <A.B.C.D> ] Wik S
any &R ILECHTA dst-ip
host|<A.B.C.D>F /R ILAL src-ip Bi# mask

etype-any | eth-proto Wik ZHL
Etype-any 7= I LK M H1X

eth-proto Z 7~ UGHC LAK M HMAE, ¥ [l <O-
ff>

ip-proto | ip Ik ZHL
Ip-proto {&, i [#l<0-255>
BE A 1P X
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(S ]

[ &1

| QEOEEEERSD

[FCE 2541

(CEPSTiRS

(QR=RLED!

cos-value "k ZE: R cos fH, JuE<0-7>
dscp-value A e K. R dscp fE, Vil <0-63>
vid-value "k SE. oC vid (B, JulE<0-4094>
name AlIEZEL: 482 K time-range

4 Rl B AR

NG, BCEDLECHTE UL 3y deny

Switch(config)# access—list 2700 deny any any any any

no access-list <idx> IRz idx 2% H access-list




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

5.5

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

GiEPST

&
&

21

(&3]

ip access-list

B4 IP FrifE ACL 5 IP 4 J& ACL, JFiEA ACL #5x(.
ip access-list { [ extended | standard ] } id

no access-list {[ < 1-199 > | < 2700-2799 > | < 700-799 > ]}

extended IP 5% E 95, $ & (100-199) .
standard IP Vil AR %S, FrdE (1-99)
B AT ACL

4 R i B AR

MRS, BTN “1237 19 € ACL:

Switch(config)# ip access—list extended 123
Switch (config—ext—nacl)# show access—list
ip access—list standard 1

10 deny host 192.168.2.5

ip access—list extended 123

no access-list <idx> JHEE idx 2% H access-group
show access-list E ACL #im
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5.6

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESid

>

[FE3i]

mac access-list extended

fE MAC ¥ & ACL, Ik A\ ACL f==.
mac access-list extended id

no access-list {[ < 1-199 > | < 2700-2799 > | < 700-799 > ]}

id MAC s 512 1145 (700-799)

%A MAC ¥ & ACL

&R fic B AR

ISR E M 2% TP ) R OCHHT AT 2 e e, FREAH MAC ¥R ACL, EISGEfEH]
A 4B MAC 7 J& ACL.

NHGERE], A% 5N 704 (1) MAC ¥ Jg ACL:
Switch(config)# mac access—list extended 704

Switch (config—ext—nacl)# show access—list

ip access—list standard 1

10 deny host 192.168.2.5

ip access—list extended 123

mac access—list 704

i 4 i34
no access-list <idx> MR idx 2 H access-group
show access-list A ACL AL
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5.7

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GIEES

2
>

>1

Q)

expert access-list extended

BIELREY & ACL, FHdk N iZhc B,
expert access-list extended id

no access-list {[ < 1-199 > | < 2700-2799 > | < 700-799 > ]}

28 Eiiipay

id LR B F LS (2700-2799) .
KEHBELEREY & ACL

4 e B R

W RARSE—%% ACL HL[FIIF A 2] IP #51fE ACL. IP ¥ J& ACL LLJZ MAC ¥ & ACL i &
RORRE, ATBME L R4 i€ ACL.

NHGERE, B —%YwS N 2704 1L XY e ACL:
Switch(config)# expert access—list extended 2704
Switch (config—exp—nacl)# show access—list

ip access—list standard 1

10 deny host 192.168.2.5

ip access—list extended 123

mac access—list 704

expert access—list 2704

s P
no access-list <idx> MR idx 2% H access-group
show access-list & ACL #i
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5.8

[ 24 ]

[ERERCE ]

[y &0

(QEEEERSD |

[FCE 2541

(GiPSTiRS

QENLE

daccess group

fEF AR E AN fim 4 access group 7L 1% & acl ik JERUNAE bz A2, i H Ay
1 no JE 2k [Rl 644 E

[ip | mac | expert] access-group [ access-list_value ] in

[ip | mac | expert ] WIRSHL: PR access-list
access-list_value Wik Z#: access-list {i, o[

v IP access-list <1-99>
¥ & IP access-list <100-199>
¥ MAC access-list <700-799>

% expert access-list <2700-2799>

F2 T B AR AN range 2% G B R

T2, ELE access-list 7E 24 HTHE A2k

Switch(config)# ip access—group 1 in

no access-list <idx> JHEE idx 2% H access-group
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5.9 show access-list

R ACL e E o5 & ) ACL L & .

show access-list [ /d ]

[Z50iH] | 285 ik
id ACL M4
[FaicE]Y -

[l 2REER.

[fEMfES]  BonfEeEl ACLECE(E R, #HisAifae ACL 45 o4 v, MR RATA I ACL Bt 15
5

o

[(FCEXE]  Ti2nfl, &5 ACL BEMSE:

Switch(config)# show access—list 102
ip access—list extended 102

(GEFSTiRe B s Eitipa
no access-list <idx> MR idx 2% H access-group
Show access-list #FE ACL Hi)

R B
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5.10 show access-group

BonFEO B AR ACL FLE .

show access-group [ interface interface-name ]

[ZH00H] | S5 ik
interface Interface-name 15 & 3 1 4 7
[GhyiE] -

[l 2REER.

(S]] WREEEREE D EREAHMA ACL, siFBEFMEED EAMA 7 ACL, AL
A2

(EEE2HGY TRk, &FR&HAmLEE D BN T ACL:

Switch (config)# show access—group

CEESES MRS ik
Crawml - -
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6 PoE &1

6.1

[ S0 ]

[SRERCE]

[ &40

(QEEEERSS

[P & 24 41]

GEESid

[ £ 599

poe reset

H J5 PoE ThRERIHL.

poe reset

ZH

&R fic B AR

H JH PoE LjRERIHL.

NTHE T PoE DhgARHR

Switch# config
Switch(config)# poe reset
Switch (config)#

i

/Q\,\
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6.2

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(KA 4]

[ £ 599

poe enable

i e/ P L FIR S
poe enable

no poe enable

ERUIRZS:OFF.

P2 M E AR

P AT LA e 5% P o 1 PoE Zhigg. sk EoL T, AL

REN RIS . B DB 3T T AN E .

NHEEI R H 1R SRR

Switch# config

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitethernetl)# poe enable
Switch (config-if-gigabitethernetl)#

BX 2N

2R OL

A L3 ) PoE 1

fiiT 4 i34

show poe powersupply A A5 poe {5 2.
show poe interfaces status 1 H poe R
show poe interfaces configuration A poe it B S 4L,
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6.3 poe mode

IR IERE PD 23 BCDi 7. PoE A2 L 1 i v B B 0 H 3B X (Auto
mode). i gtz (Energy-saving mode)#ll## 4515 3 (Static mode) .

poe mode [ auto | static ]

[Z50iH] | S8 ik
auto H zhgE X
static AR

[ERARCE]  SRETELLT, auto(HZIER) ERA .

(iK1 &RECERN

(AR SY  iZ%ar H PR F B &= 1 PD 2 RCEh 3.

(FCEXEIT R E O A AR Ay R

Switch# config
Switch(config)# poe mode auto

Switch (config)#
[HHxm4] | iR
show poe powersupply & poe KA.

GEENLE I



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

6.4

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

(&3]

poe type

B/ P i 1R at&af Azt

poe type [af | at&af]

no poe type

af 802.3af #Hx
at&af 802.3at #iz{
Ui 1A BRI at&af 15

M B B

TR R E I 1 ORI ER Y 30W:

Switch# config

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitethernetl)# poe type af
Switch (config-if-gigabitethernetl)#

i

E 4 Eiiipay

show poe interfaces configuration F poe it B S41.
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6.5

(%]

[ E ]

[ 1]

QEOEEEERSD

[P & 24 41]

CEESid

QI

poe priority

WE/IRHA PoE % I e . A MEEMRIKIRA: Critical. High 1 Low.
7E BT RN, S nim OS2It . 7E PoE AL NI A
JE RIS i AL Se 20 oy 1 e L

poe priority [ low | high | critical ]

no poe priority

low R4
high [ERy e
critical Bl e

i LRI ERIAL S 22 4509 low (1K)

P2 M B AR

R RCE N 1 BRSO R

Switch# config

Switch(config)# interface gigabitethernet 1

Switch (config-if-gigabitethernetl)# poe priority critical
Switch (config—if-gigabitethernetl)#

fiiT 4 ik

show poe powersupply BE R4 poe 15 .-
show poe interfaces status &E poe IRE-
show poe interfaces configuration F poe it &S 4.
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6.6

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GIEES

£
B

>1

(&3]

poe max-power

VB TS A B R DDA . P AT L i e B i 11 PR R R )3 SRR i i 11 £ e K
IESE

poe max-power values

no poe max-power

ZH E1:3%
values 5 KIVEEN 0-36W

i AR B R TR 32W

P2 COC B A

Zan A HAE B sl R e N A2
WIERAE [ SR AN BERL R N K max-power 8 Jy 0,3 H K H, AN HL.

R AL R, WRECE T max-power iy &, A4 Ak B H ATV 4 R
FA 7 i) max-power Fit B fir & SR 50 1 4 B

MR E N 1R 30W:

Switch# config

Switch(config)# interface gigabitethernet 1

Switch (config—if-gigabitethernetl)# poe max—power 30
Switch (config-if-gigabitethernetl)#

i it

show poe powersupply BE R4 poe 15 5.
show poe interfaces status &E poe IRE-
show poe interfaces configuration & poe fiL & ZH.
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6.7

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

GEESiad

5
>

(P53 ]

poe alarmpower

Mo B ARG S E I

poe alarmpower power values

S8 Eiiipuy

power_values

BB RS E T, JLHEE 15-300

BRVCIRES K E .

£ R fic B AR

AR B R A RS BTN 100W:

Switch# config
Switch (config)# poe alarmpower 100
Switch (config) #

PSP
Tifee

Eiiipay

show poe forcepower

A A5 poe {5 5.




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

6.8 poe reserve-power

BEAGIREIIRG L.

poe reserve-power value

[ ] | 25 ik
value PREE TR E H 5 LLAE 0-50 2 [H],
[BEmcEY -

(iK1  &REERN

[T AEHFAERN IR AT PoE SCHBLA B AR IR, AT £ 248 PoE A Huh/L it i 5
FR AT BEAR 2

A R A

[FCEXE]  THZRRERGRE RN 150

Switch# config
Switch(config)# poe reserve—power 15

Switch (config)#
[HHXwmL] | e g

show poe powersupply & poe R4
[-FEuml -
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6.9

(%]

[SERcE]

[ 1]

[fEMTE 7

[P & 24 41]

(GIEPS

=
4

&1

(P53 ]

poe individual
% & /<] poe individual .

poe individual

no poe individual

4 R B AR A

R CE N 1 AR TIE Y 30W:

Switch# config
Switch (config)# poe individual

P
Tifee

show poe powersupply

Eiiipay

H &4 poe 55 .
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6.10 poe sysmarks method

WHE R4 poe HFH A,

poe sysmarks method [ res | res+cap |

[ %A ] S8 ik
res B BH A
res+cap CENERGERSY Sy

[T E ] RN res-plus-cap(HiBH L 50).

[ Aia] 4 JRy e B AR X

| QEOEEEERSD -

(i & 2445 NIHE B E RS poe NP

Switch# config
Switch(config)# poe sysmarks method res

Switch(config)#
[HHXm 4] T4 iR

show poe powersupply A poe R4
[F&UiEH] -



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

6.11

(%]

[SRERCE]

[y &0

(QEEEERSS

[FCE 2541

GEESid

>

(&3]

poe uninterruptible-power

TR AR S AN W Bt ThRg . SRS R WA IRE, 72 R G0 E0FT R SR,
DA THHUIRER) PD 8% AL PoE SCHANLINEZN I REF ALt HUR 358K
Ja, R BIEE B S R HPIRES o

poe uninterruptible-power

no poe uninterruptible-power

S ik

ERURES < P AR B AN R it R

£ R fic B AR

TR % HZ I RE Ja 6 AR AFIE B A REPRAIEAE T — X R AL £ 2K

NI R IR S A A Wt D) e -

Switch# config
Switch (config)# poe uninterruptible—power

Switch (config) #
e g
show poe powersupply & poe R4
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6.12

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

(CEPSTiRS

[ £ 599

poe notification-control

JFIRIZH POE %M trap AIETTI%. £ SLPR M i 5 2 R SR DA (A 1 L
RN RREATRIL trap . SLIIRERIR B BT IE BIA trap

poe notification-control enable

no poe notification-control enable

S8 Eiiipuy

BRIHRAS: ] POE Fil trap K%

&R fic B AR

I CLI x4 R g2 RFC3621 H1iE LY trap &% % T-9F RFC3621 5 LK trap &
IR THF RFC3621 d15E X trap Kk DIRERT, 24 & B ) R PN T el 25T
RANRIPREBL AR T RANRANEE S — X R EEREENR-HKTRAY
FMNAFKIE trap; 45 Z YR WK T B % T RATRIPIREL NNT RGN I
i@ s — R IR G 85 B IR —H/AN T KRG R, A K% trap.

NS POE %] trap Kik:

Switch# config
Switch(config)# poe notification—control enable

Switch (config) #
4 iR
show poe powersupply HE poe IRZx,




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

6.13

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2 41]

(KA 4]

5
>

QRN

ic-temp btsh-set

WE 1C Num L% B 1H .

ic-temp btsh-set icnum icnum btsh values

S E1:3%
icnum SR EHVEE 1-3
values T A 1Y 70°C -120°C, H Kk 150°C

BRI T 2 L B {E:120°C

&R fic B AR

THZRE IC #1 EEBR{E N 100T:

Switch# config
Switch(config)# ic—temp btsh-set icnum 1 btsh 100
Switch (config) #

fikSe Eiiipay
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7  mstp

7.1

(8]

[ E ]

[ ]

(QEEEERSS

(A& 2541

CEESid

spanning-tree

I MSTP, Frii 28 {E4T 7 MSTP HI[FR, %E MSTP &/l EARE . i H%
2 no IEIISCH spanning-tree DiRE, WIS no & S HUE T 2K 0T R H Mk
SHlEE, (HIHFA KM spanning tree.

spanning-tree [ forward-time seconds | hello-time seconds | max-age seconds ]

no spanning-tree [forward-time | hello-time | max-age]

ZH ik

forward-time seconds Uity LR S BACA% Fg s T 1]

hello-time seconds V4% SE I} 3% BPDU 4R S I B 8] 18] B
max-age seconds BPDU i SCiH B A A7 I B K T 1)

spanning-tree 44 /& %< M1 -

4 JR i B AR

forward-time. hello-time. max-age = /M TG R ZH KK,
BT Hh— A B AR E TSR . X=AMEZ A M2 R A&
2*(Hello Time+1.0snd) <= Max-Age Time <= 2*(Forward-Delay - 1.0snd)

AFERNFAHER S B EA K.

NHZR], FTHF spanning-tree ITJHE, W HE BridgeForwardDelay:

Switch(config)# spanning—tree
Switch(config)# spanning-tree forward—time 10

i iR
show spanning-tree Eon STP &/ EE S
spanning-tree mst cost B E STP # 1#) PathCost.
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spanning-tree tx-hold-count STP 4 J5 1) TxHoldCount % & .

Cram -
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7.2

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

QL

spanning-tree loopguard default

2 J 77T loop guard H5f:. ¥ 1ZAr 2 no 1L loop guard F§1%. i H loop
guard JjgE, AER AR O B D SO 2] bpdu 1= A2 1 1] BE 13 %

spanning-tree loopguard default

no spanning-tree loopguard default

SH ik

H44 loop guard T REAE A

&R fic B AR

N2, FTJT spanning—tree IhEE, W HE BridgeForwardDelay:

Switch (config)# spanning—tree loopguard default

iy Eiiipay
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7.3

[ 247 ]

[SRERCE]

[ &40

(QEEEERSS

[P & 24 41]

GiEPST

>
B

>1

QI

spanning-tree max-hops

74 R e B AR R Ay 4 T LA B BPDU Wi e KBkt (Max-hops Count) , ‘&
fa& 7 BPDU fE—1> Region W& 2/ b HR&FHEF, IHXWHAM Instance A
B fHH no EIAT LK iZ Ay S KR S E .

spanning-tree max-hps hop-count

no spanning-tree max-hops

ZH) iR
hop-count BPDU 7E 4 35 2 B v A W& IR B, JaFEN 1—40

hop-count FIE&1E N 20,

&R fic B AR

7£ Region P, Root Bridge %) BPDU 7 —~> Hot Count 5ii, M Root Bridge J

U, &N —/N%4%, Hop Count mi4sid 1, HEIN 0 N#/Ri% BPDU 15 B, #

% E Hops {E°4 0 1 BPDU s EFF'E . % max-hops K0 | Instance.

N AZRS], fEHTE MST Instance ) Max—hops {Hi%E 4 10:

Switch(config)# spanning—tree max—hops 10

»

ik ik

show spanning-tree #H MSTP 5 &
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7.4

[(Z%8i0]]

[SRERCE]

[ 1]

QLK

[FCE 2 41]

A

[AH A

5
e

Q)

spanning-tree mode

fEA At AU AR B & STP FRA. ] no I35 T LICRE AR B A 1R 28 A 1

spanning-tree mode [ stp | rstp | mstp ]

no spanning-tree mode

ZH Eif

stp Spanning tree protocol(IEEE 802.1d)

rstp Rapid spanning tree protocol(IEEE 802.1w)
mstp Multiple spanning tree protocol(IEEE 802.1s)
MSTP hi A

2R E R

NHERE], A MST Instance [ Max—hops {HEE N 10:

Switch(config)# spanning—tree mode stp

show spanning-tree P A N T B
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7.5

(%]

[ E ]

[ 1]

| QEOEEEERSD

spanning-tree mst configure

TE4 R R A Ay 2 0] DLEN MST #::(, BCE MSTP Region. f#iH no i&Iin] LA
BiZ%A A THA S8 (name. revision. vlan map) k& &A1 .

spanning-tree mst configuration

no spanning-tree mst configuration

ZH ik

548 instance A vian % MO8 &2 BT 1 Vlan #B7E Instance 0 .

name N7 FAFEH . revision A 0;

4 JR i B AR

TR P FRAUE S, A end g, EUBEA Ctri+C &%
R R AR, A exit drd.
BEN MST BB, W] DUE LU dr & AT iE B 24

instance instance-id vlan vlan-range: ¥ Vian 417 n%] MST Instance #1. X H
instance-id fJVEHA 0—64. vian [I7EEIN 1—4095. vlan-range 7] Ll —25 vian [
%4, VLAN ID WHBE SR, &40 VLAN ID afLUER] < — &Rk E A VLAN
ID i%E4%, #ilfn: instance 10 vlan 2,3,6-9 & X T ¥ VLAN

2, 3, 6, 7, 8, 9 ¥in#F| Instance 10 H'. & MIECE 2 A 1) VLAN #J7E Instance
0 . # VLAN M

Instance " IBR 177 12 F no /74 : no instance instance-id [vlan vlan-range]. (%
7% no frd

Instance 75N 1—64)

name name: J55E MST #FK, &2 PAa] LS 32 AR F A7 H . 7] LLA no name %
HIREEhEAE.

revision version: W E MST fiiA<%t, 7 0—65535. A LLH no revision ¥ HAKE &
SR

show spanning-tree mst configuration: &7~ 4H7 MST region 15 5.,
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[Fc & 25 41]

(KA 2]

&

(& ]

TR, N MST A=, ¥ VLAN 3, 5-10 BHf#] MST Instance 1:

Switch(config)# spanning—tree mst configuration
Switch(config-mst)# instance 1 vlan 3,5-10

Switch (config-mst)# name regionl

Switch (config-mst)# revision 1

Switch(config)# show spanning-tree mst configuration
¥t vlan 3 M Instance 1 FfHIf5:

Switch (config-mst) # no instance 1

i {13

show spanning-tree mst TFE MST region L&

instance instance-id vlan vlan-range Vlan 7] MST Instance
name Bl & MST 1447

revision Bl & MST [HRAS
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7.6

[(Z%8i0]]

[SRERCE]

[ 1]

QLK

[FCE 2541

(GEPSTiRS

[FE3i]

spanning-tree pathcost method

Pic B3 AR AE B Ak THSR i . i & 1) no e TH0RE 122 ¢ B K 2 B4

spanning-tree pathcost method {{ long [ standard ]} | short}

no spanning-tree pathcost method

ZH

ik

long [standard]

K H 802.1t itk E path-cost [l . standard FRi%HEFR
TEHEFE A T cost {1«

short

K 802.1d britEBE5E path-cost {E -

A K H 802.1T FrifE i€ Path-cost [1E .

4 JR i B AR

RN E

Switch(config)# spanning—tree pathcost method long

i i
show spanning-tree interface R STP #: AL E .
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7.7 spanning-tree portfast bpdufilter default
4 J5 4T BPDU filter. 7 al DL iZ A 21 no 14 J& (1) 5% 4] BPDU filter

spanning-tree portfast bpdufilter default

no spanning-tree portfast bpdufilter default

(ZHim] | 28 Eiiipuy

[GhEECE]Y 64 5¢H] BPDU filter.,
[ ] 2R E R

[ {455 77+ BPDU Filter J&, AR 12 BEA & AU BPDU. i show spanning-tree fiy
LEEWHE.

[(FCE2HI]1 T2l

Switch(config)# spanning—tree portfast bpdufilter default

(CEPSiRS B EiiTpa
show spanning-tree interface T~ STP &Rl E .
[-FEWHT -



VS5326G/VS5326GP # 53z #ehl 47 Ft

7.8  spanning-tree portfast bpduguard default

44T BPDU guard. FH AT LLH iZ 4 1 no 1B 154 7 (1) 2% 4] BPDU guard.
spanning-tree portfast bpduguard default

no spanning-tree portfast bpduguard default

(ZHim] | 28 Eiiipuy

[hEicE]Y 64 ¢k BPDU Guard.
[ ] 2R E R

[T #79F BPDU guard J&5, @iR7EZu 0 B BPDU, N2\ error-disabled IR#. i
| show spanning-tree fir > B E XK HE .

[(FCE2HI]1 T2l

Switch(config)# spanning—tree portfast bpduguard default

(CEPSiRS B EiiTpa
show spanning-tree interface T~ STP &Rl E .
[-FEWHT -
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7.9  spanning-tree portfast default

2 JFTFF A # O 1) Portfast 720 . i FiZdr 2 10 no eI 4 J5 5% M BT A 2 1 i
Portfast %,

spanning-tree portfast default

no spanning-tree portfast default

(241 | 28 Eiiipuy

(Sl E] s KM PTA 2D portfast 1%

(iK1 &RECERN

[fEMET1 -

[(FCE2HI]1 T2l

Switch(config)# spanning—tree portfast default

[HXm2Y | i i
show spanning-tree interface o~ STP &JRfLE .
(QR=RILED B
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7.10

(%]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

(&)

spanning-tree reset

FHEAS spanning—tree WEIMKE NEAE. Zim %A no ED,

spanning-tree reset

&R fic B AR

k%R E

Switch(config)# spanning—tree reset

IS A
Tifee

Eiiipay

show spanning-tree

2o STP & JRRLEfE &

show spanning-tree interface

T STP #: 1k E .
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7.11 spanning-tree priority

WA HNUE A BB . 272 no 1B

spanning-tree priority < 0-61440 >

(8] | 25 ik

[ E] Bl 32768

(iK1 &RECERN

(e S]  Epehignt, 2 WAL IS SORIE AR BN, PSR R 8L LEE mac
Mol RIEFARAZHAL -

[(FCE2HI]1 T2l

Switch(config)# spanning—tree priority 4094

(PSR B Efiba
show spanning-tree Ex STP &/ EE S
[-FEUHT -
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7.12

[(Z%8i0]]

[ E ]

[ 1]

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

QRN

spanning-tree tc-protection

4 JFT7F te- protection HF5%. 8 FHiZr 41 no 114 J7) K 4] tc- protection JF%.
spanning-tree tc- protection

no spanning-tree tc- protection

24 ik

B4 7T te-protection 71556

4 JR i B AR

k=2 N/IE

Switch(config)# spanning—tree tc— protection

N E{iba
show spanning-tree B~ STP &/ EE S
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7.13 spanning-tree tc-protection tc-guard

LRI te- guard JFk. i Zar 41 no ®&Ii4 /A te- guard J55. B te-
guard Thfig, #ERH L to IR B

spanning-tree tc- protection tc-guard

no spanning-tree tc- protection tc-gurard

(24 | 28 Eiiipuy

[SRERCE] 54 %1 te-guard 155

[l 2REERX

(QEEEEESD I

[(FCE261]1  Timnpl:

Switch(config)# spanning—tree tc— protection tc—guard

(kw4 | e Efiba
show spanning-tree Ex STP &/ EE S
[-Fewyl -
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7.14 spanning-tree tx-hold-count

STP &5 TxHoldCount % &, FLERMMERZ KILEN BPDU M. R Zm4 M
no &IV %W B K E A 1 .

spanning-tree tx-hold-count {x-hold-count

no spanning-tree fx-hold-count

[Z50iH] | S8 ik
tx-hold-count TxHoldCount % & . fHIEHEM 1 2] 10;

[SRERE]  SREER 3

(iK1 &RECERN

[(fEMET1 -

[(FCE2BI]  Fi2spl:

Switch(config)# spanning—tree tx—hold-count 5

(CEPSiRS B EiiTpa
show spanning-tree o~ STP &R EE S .
[-FEWHT -
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7.15

[ 24 ]

[SRERCE]

[ &40

| QEOEEEERSD

[FCE 25 41]

(KA 4]

QRN

spanning-tree autoedge

I FEAEOM Autoedge JF2%. F P Al BLH Z a2 1 disabled 32 i 5% 41 42 11
Autoedge %

spanning-tree autoedge disable

S8 filiid

disable %14 i) Autoedge 1%,

BAE AT

O E A,

RN E

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree autoedge disable

% E{iba
show spanning-tree interface | oK Ui STP L E SR

gigabitethernet port-id
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spanning-tree bpdufilter

7.16
FHFRAF O BPDU filter 7%, F 7 vl LLAZ a4 11 enable 5% disable & 1]
B SE 42 ) BPDU filter 155,
spanning-tree bpdufilter { [ enable | disable ]}
(8] | 250 TP
disable % 4% 1 () BPDU filter J£5¢.
enable T2 /) BPDU filter 7%,
[GREECE]Y s 2R
[ A) FEORE R,
[T -

[(FCE2HI]1 T2l

Switch(config)# interface gigabitethernet 1
Switch (cofnig—if-gigabitEthernetl)# spanning—tree bpdufilter enable

(M4 1 | s ik
interface | & x it STP it B3 H.,

spanning-tree
gigabitethernet port-id

QL) I



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

spanning-tree bpduguard

7.17
FIHEA B O/ BPDU guard FFo¢. F P Al LLAH %A 421 enable 5(# disable 1]
FFal# < A#E 0f) BPDU guard 5%
spanning-tree bpduguard { [ enable | disable ] }
[Z8H] | ZH ik
disable S5 MIHE D) BPDU filter JF%.
enable O/ BPDU filter 3%
[GREBCE] B2 RHH.
[ar o] HEOmER.
[+ S -

[(FCE2HI]1 T2l

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree bpduguard enable

(M4 1 | s ik
interface | & x G0 STP it &5 &,

spanning-tree
gigabitethernet port-id

QL) I
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7.18 spanning-tree compatible enable

AR =4 Al o 1 PR32 V@ MRS BATIE SR ER I H MSTI 15 BT k3%, DSkl HE
77T 8] R L

spanning-tree compatible enable

no spanning-tree compatible enable

(8] | 25 ik

[SREICE]Y sk 2R,

[ir o] OB ERA.

[fEMET1 -

[(FCE2HI]1 T2l

Switch(config)# interface gigabitethernet 1
Switch (cofnig—-if-gigabitEthernetl)# spanning—tree compatible enable

CHESTED IR ik
CREBMHT -
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7.19 spanning-tree guard loop

00 _F4THF loop guard 5% . i FH % 2 1 no 1< 4 loop guard 4§1%:. 5 A loop
guard YjRg, Bep kER VBRSO E RIS 21 bpdu T 7= A 1 AT RE IR .

spanning-tree guard loop

no spanning-tree guard loop

(8] | 25 iip!

[

[SREBcE]  ShE M.

[ir o] OB ERA.

[fEMET1 -

[(FCE2HI]1 T2l

Switch(config)# interface gigabitethernet 1
Switch (cofnig—if-gigabitEthernetl)# spanning—tree guard loop

Uixael [#% ik
CREBMHT -
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7.20 spanning-tree guard none
0 EOCH guard Rt A8 Z A 211 no i H 2 0 1 guard $#E .
spanning-tree guard none
no spanning-tree guard none
[Z50H]Y | S50 ey
[GREECE]Y s 2R
[mAHAY  BFEORER.
| QEdiEEiERS: -
[ACEZ511 R Rp:
Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree guard none
[HHxm4Y | w4 ik
CEasm] -
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7.21

(%]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESid

QRN

spanning-tree guard root

$ 10 EFTFF root guard itk i H % A1) no EIISEH] root guard ¢, JEH root
guard YjRg, BEP kRIS A B B AR SO B 5 BUY AR i AT A8 1E

spanning-tree guard root

no spanning-tree guard root

R AR A .

P2 e B A

RN E

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree guard root

fikSe Eiiipay
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7.22 spanning-tree ignore tc

FEIHTIT to byt o5. EHZa 2/ no BISCH] te 18I 2%, A te b dEzhag,
it FTUSCR ) TC 4R ST ANAEEE

spanning-tree ignore tc

no spanning-tree ignore tc

(8] | 25 iip!

[

[SREBcE]  ShE M.

[ir o] OB ERA.

[fEMET1 -

[(FCE2HI]1 T2l

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree ignore tc

Uixael [#% ik
CREBMHT -
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7.23

(%]

[SRERCE]

[ 1]

QLUK

[FCE 2541

(GIEPS

5
>

21

QI

spanning-tree link-type

W B R R R AR« RO R o FP AT DU T Z i 4 ) no e DR i B R
B SR A {H -

spanning-tree link-type { [ point-to-point | share ] }

no spanning-tree link-type

ZH ik

point-to-point S 15 B % % IR 2R LA point-to-point

share SRl 1 L 12 4% TSR N share

B ORACN XN, Z3 O REESETA point-to-point; #2 L2 RUN XU TR, %
2 A MERZE AN share.

P2 e B A

RN E

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree link—type share

2 E{iba
show spanning-tree interface | 7~ STP ¥ FAC &

gigabitethernet port-id
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7.24 spanning-tree mst cost

A4 DN A i &1 B AR instance [IER 124697 . A H no eI ] DK i f 2V
HEGEE.

spanning-tree { mst instance-id } cost{ [ cost-value | auto ]}

no spanning-tree { mst instace-id } cost

[Z50iH] | 8 P
instance-id Instance 5, VE[E A 0-16
cost-value PRAEIETE, V5N 1-200 000 000 BN auto

[GhahicE ]  instance-id FUBRE{E N 0. BREE NARYE interface HOEEIRIHE R H BhiT 5.
1000 Mbps——20000
100 Mbps——200000

10 Mbps——2000000

[ar o] BORERA.

[T cost-value {E K AR 1L PR

[FE2H]  FHEZARS, 4—/NF instance 3 MM O EAL TG A 300 ik R

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree mst 3 cost 300

(CEPSTES B ik

2

show spanning-tree mst configuration EEEOR MSTP &

CFaHmI - -
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7.25

(8]

[SRERCE]

[y &5

QLK

[FCE 2541

CEESid

(&3]

spanning-tree mst port-priority

TEFE RS il FH iy 215 B %3 D E XA instance PAANFEIF o DAL S, X5
31 region P AR % HR R AR A 0 2 4b T R IR AS . 8 no e i m] LUK iZAr & Tk &
BEREE

spanning-tree { mst instance-id } priority priority-value

no spanning-tree { mst instace-id } priority

ZH iR
instance-id Instance 5, VE[E A 0-16
priority-value woooooR ke w ook H

0,16,32,48,64,80,96,112,128,144,160,176,192,208,2
24, 240, JLANNEEL Y08 16 B

instance-id (&4 {E v 0. Priority-value [IE&E N 128.

OB E R,

£ region WEZEABRIT, ekt de s 1 Ab T A8 IRZs . RS RS, DL
e 1% 11 5 BB 1

N, 45—/ instance 3 AHIK 121 gigabitethernet 1 it B {152 {H 10:

Switch(config)# interface gigabitethernet 1
Switch (cofnig—if-gigabitEthernetl)# spanning—tree mst 3 port-priority 10

fiisSe Eiiipay

show spanning-tree mst configuration AN MSTP 15 2.
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7.26 spanning-tree port-priority

FE% T E B T e A2 T B A o 4 I S6 40

spanning-tree priority priority-value

no spanning-tree priority

(8] | 24 BN
priority-value wooooofR ke w ook H

0,16,32,48,64,80,96,112,128,144,160,176,192,208,2
24, 240, SANDEEL Y08 16 K

[GhBEC &) priority-value [B&1E N 128,

[ir o] OB ERA.

(4531 £ region WIBIAERIT, HRSEIEFE Mt et it AL T AR . JLeg Fmy, Lo
e 1% 11 5 BB I

[ECEZH1  FHEZnRE, 45— 110 gigabitethernet 1 fic B /E M 10:

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree port-priority 10

(CiEES B it
show spanning-tree mst configuration TEBEIOK MSTP &5 5.
CPaim] -
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1.27

(%]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GIEPS

5
>

21

QL

spanning-tree portfast

AT OR portfast FFo<. H 1] LLH iZ A4 disable &5 #2 1) portfast
Foo

spanning-tree portfast [ disable ]

ZH ik

disable K M4 i) portfast 5%,
R A2 R A o

O B

IR ZN R

Switch(config)# interface gigabitethernet 1
Switch(cofnig-if-gigabitEthernetl)# spanning—tree portfast

i E{iba
show spanning-tree interface | Z7x STP Bl & 15 K.

gigabitethernet port-id
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7.28

(%]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

QI

spanning-tree tc-guard

0 4TI te-guard HFo6. i FZAr 40 no LI te-guard 5. B A te-
guard M6, BEFT I te IRSCHI B

spanning-tree tc-guard

no spanning-tree tc-guard

R AR A .

P2 e B A

RN E

Switch(config)# interface gigabitethernet 1
Switch (cofnig-if-gigabitEthernetl)# spanning—tree tc—guard

i E{iba
show spanning-tree interface | 7 STP Bl & 15 K.

gigabitethernet port-id
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7.29

[(Z%8i]]

[ E ]

[ ]

(QEEEERSS

[ & 24451

(GIEES

£
B

>1

show spanning-tree

R AR RO Y 42 R LS

show spanning-tree [ summary | forward-time | hello-time | max-age |
inconsistentports|tx-hold-count | pathcost method | max_hops | counters ]

ZH EfEibu

summary i/~ MSTP 114 instance 115 B & i 4% RAREAS
E\O

forward-time sz~ BridgeForwardDelay

hello-time .7~ BridgeHelloTime.

max-age 7~ BridgeMaxAge.

max-hops 7 instance [ KBS

tx-hold-count 7~ TxHoldCount.

pathcost method BoNTHEBARIE R T

counters 7 STP Uk B4 tHE B

FERURE

RS NE

Switch# show spanning—tree hello—time

fiiT 4 ik

spanningtree pathcost method W B B AL 2 (0 7
spanning-tree forward-time & BridgeForwardDelay .
spanning-tree hello-time 1% & BridgeHelloTime.
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spanning-tree max-age W E BridgeMaxAge-.
spanning-tree max-hops W # instance [ KBEEL
spanning-tree tx-hold-count 7~ TxHoldCount.

QEETLE I
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7.30

[(Z%8i]]

[ERERCE ]

[y &5

(QEEEERSS

[P & 24 41]

(M4

7639

show spanning-tree interfac

s STP OB E. sl A A E .

show spanning-tree interface { [ aggregateport | gigabitethernet ] } interface-id
[ bpdufilter | portfast | bpduguard | link-type ]

ZH EfEibu

interface-id Ui 11

bpdufilter R bpdufilter JRZ .
portfast 7R portfast JR74S .
bpduguard 7~ bpduguard K% .
link-type 2 ) linktype
R RUAR

RSN UE

Switch# show spanning—tree interface gigabitethernet 1/5

»

TR

ik

spanning-tree bpdufilter

FIFFHAN O BPDU filter JF %

spanning-tree portfast

FTIHF A2 11 portfast J1K .

spanning-tree bpduguard

FTIFHA 2 O ) BPDU guard JF3%.

spanning-tree link-type

M B % R IER R R AR “ A A
Tﬁ” R
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7.31 show spanning-tree mst

TERFRURE S by &P LLE A MST FC &, Instance [fER.

show spanning-tree mst { [ configuration | instance-id [ interface interface-id ] 1}

(8] | 28 A
configuration B mst it &
instance-id Instance =5
interface-id Ui 115

[5haicEY B S RFTA Instance.

Crn &Y R

(QEEEEESD I

[(FCEXET Ryl

Switch# show spanning—tree mst configuration

(PSR B i34
spanning-tree mst configuration N MST region it &
spanning-tree mst cost 7K instance [ E§12 143
spanning-tree mst max-hops 7~ instance 15 K BkEL
spanning-tree mst priority 7R instance A& S AL
spanning-tree mst port-priority 7R instance A AR SEAL
[Fewil -
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8 DHCP Relay & Server & Snooping
8.1 service dhcp
J4 Fil DHCP 14k (REE TN . %74 no K% DHCP 1k 18 .

service dhcp-{ relay | server}

no service dhcp-{ relay | server}

[ZH5UH] | 24 R
dhcp-relay f§KE dhep relay fLH
dhcp-server f#ifiE dhcp server

[SeicE]l  SETEOLR, SCH] DHCP R4k AR ThRE .

[l eREESK

(/4551  DHCP 14k 7T LK DHCP iR ¥ Kk r FE R S5 ds . JRISIR Bl ) DHCP B R SCHe A 40
DHCP % /i, % % DHCP R 3CHfE A

[(FCEX4E]  TFiE2FH DHCP FhgkTife:

Switch(config)# service dhcp-relay

Switch(config)#
(CIPSiR B EiiTpa

show ip dhcp relay #& dhep relay FIRCE (S
[Fewsl -
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8.2

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESid

[FE3i]

ip helper-address

P B R AR A H AR S5 gttt % 210 no JE U R o 4K R 55 A% i

ip helper-address address

no ip helper-address address

ZH ik
address 55 2% ip vk, fZATHCE 10 MRS 48 Hitik

BRAATEILT, BOA BCE P2k IR 55 d

&R fic B AR

RZ A SCFFCE 10 NHRS & MAIF R 7haREThRE, ARSI DHCP
IR, R DL UK A BIC B 1 IR 55 4% L

N R E b Ak R S5 A i )

Switch(config)# ip helper-address 192.168.2.30

Switch(config)#

i Eitipa

show ip dhcp relay 1A dhep relay FIfC & (5 S
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8.3

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

A

[AH A

5
e

Q)

ip dhcp relay information option

FFJE H 4R HE ) option82 ThE. Z A4 1K) no JEU 2% 1] option82 Tt
ip dhcp relay information option

no ip dhcp relay information option

ZH Eiiipuy

BA T NI A option82 ThiE

4 JR i B AR

THR T EACEER) option82 Thfiefa, # Ak ar AREAR 55 A8 IR SC i I b rh 48 ACEEAE Bk
T o

RGBT option82 HH 5

Switch(config)# ip dhcp relay information option

Switch(config)#
i EiiTpa
show ip dhcp relay % dhcp relay L E (5 S
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8.4 ip dhcp relay information trust-user-option

{EAE P i AR 1 option82 15 B i 2 B no TR XAAMEAE, BRI 3557 b A K (1)
option82 15 B[R 3L .

ip dhcp relay information trust-user-option

no ip dhcp relay information trust-user-option

(ZHim] | 28 Eiiipuy

[SEBcE]  SRETROUNEER i Ak 1 option82 15 /2.

(iK1  &RECERN

[AESY  (EEsn, MU 5 DHCP i 30 option82 {5 RN, (R, 7 NIRINAS #edl
H O option82 {5 B4 A & AMBEIERNN, EF%E 7 im AK 177 option82 15 /2
WL,

[(FCEXE]  FiERcE R MG i option82 {5 B I

Switch(config)# no ip dhcp relay information trust-user-option

Switch(config)#
(PSR B E{iba
show ip dhcp relay 1A dhcp relay FIfiC & {5 S

QL) I
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8.5

[ 247 ]

[ E ]

[ 1]

(QEEEERSD |

[P & 24 41]

A

[AH A

N
e

(&3]

ip dhcp information option circuitid

fic & option82 ¥ sub-option1 HLEE ID FETUNH F HE XN E (g8
ASCID I TH K . %21 no JEXUMER B € XN % .

ip dhcp information option circuitid circuit-id fromvlan vid acsii-string string

no ip dhcp information option fromvlan vid suboption circuitid

ZHy ik

circuit-id HLEg ID K0S, HUETLHE Y 1~254

vid DHCP i&>RRSCATE VLAN, BUETEH N 1~4094

string Circuit ID ZIH M HE LN, FAERKETE Y 3~63

4 JR i AR

& #HE DHCP BT Tt (1) vian &85 1% vian T TiC & g ID TR, W
HRCERE, BRAEH circuit id A 0 287K, HI% N VLAN ID + interface number,
B DHCP % F'uiis T £E vian g [

N AC B K 1D Tk A R T

Switch(config)# ip dhcp information option circuitid 1 fromvlan 1 acsii-string test
Switch(config)#

2

i ik

show ip dhcp relay #& dhep relay [IBCE (S

show ip dhcp snooping 71/ dhcp snooping L & 15 S

ip dhcp relay information option

FFJa Hh 4R EE ) option82 T fE

ip dhcp snooping information option JJ5 DHCP Snooping [1] option82 g
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8.6 ip dhcp information option remoteid

fic & option82 ¥ sub-option2 2 ID FIETUNH F HE XN E (g
ASCID I TH K . %21 no JEXUMER B € XN % .

ip dhcp information option remoteid remote-id fromvlan vid acsii-string string

no ip dhcp information option fromvlan vid suboption remoteid

[ZH50iH] | S8 ik

remote-id R ID KRS, BUEVEHEN 1~254

vid vian id &, HUETEHEN 1~4094

string fic & ascii remote id 7R {E, KEJEHEA 1~63
[BREEE ] -

[ o8] 2RECERN

[T WAl DHCP #i ST AERT VLAN & £648 F1% VLAN R Fic B R AE ID TiEmN e,
REAME R, BOAEH] remote id Jy 0 88K, WAL mac Hdik.

[(FCE 26601 el Bt ID JEmiA A K] 1

Switch(config)# ip dhcp information option remoteid 1 fromvlan 1 acsii-string test

Switch(config)#
(CiEESTace s ik
show ip dhcp relay % dhep relay [ E (52
show ip dhcp snooping %% dhcp snooping L & 15 &
ip dhcp relay information option T A 484 CEEHT option82 TfE
ip dhcp snooping information option FJ5i DHCP Snooping ] option82 Tifig

CFEHMT -
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8.7

[ 247 ]

[SRERCE]

[y &0

(QEEEERSS

[FCE 2 41]

(GIEPS

5
>

21

Q)

ip dhcp information option ip

fic & option82 1] sub-option5 IP FIEII A% . %21 no LA MIER 1P FIE I EC

ENE

ip dhcp information option ip address fromvlan vid

no ip dhcp information option fromvlan vid suboption ip

adresss B 1P Hubk

vid vian id i, HUETEHEN 1~4094
o

4 R lic B AR

A DHCP & SCFE B vian &8 % vian TRTRCE M IP FIEA 2, W EA R

BiE, ARIZZIED.

N RRCE 1P F ki A

Switch(config)# ip dhcp information option ip 192.168.2.3 fromvlan 1
Switch(config)#

fiir 4 it

show ip dhcp relay % dhep relay [ E (52

show ip dhcp snooping

7% dhcp snooping HIRC & 15 &

ip dhcp relay information option

T A R A EE T option82 g

ip dhcp snooping information option

F¥J5i DHCP Snooping ] option82 g
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8.8

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

show ip dhcp relay

#A DHCP kA KA E A5 B

show ip dhcp relay

R B

fil F 1% i & v LLEAE DHCP 4k Ll option82 AH G B 15 2

N2 s DHCP A 44 ic B (141

Switch(config)# show ip dhcp relay

relay status
option82 status
trust user option82

dhcp serverip

:start3relay
:enable
:enable

:192.168.2.30,Status:valid

From Vlan | Ip Addr

11192.168.2.3

option82 ip
option82 cid
From Vlan | Id
111
option82 rid

From Vlan | Id

String

String
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(KA 2]

(P53 ]

111 test
Switch(config)#

e iR

service dhcp J& i DHCP R4k fRFEIhfE

ip helper-address

P B 4R A 1 H AR 55 4 Hutik

ip dhcp relay information option

F¥Ja Hh 4k AR EE ) option82 T fE

ip dhcp relay information trust-user-
option

{EAE% P option82 15 5,

ip dhcp information option circuitid

fic & option82 ff] sub-option1 L% ID -Fi%k
T

ip dhcp information option remoteid

fic & option82 ff] sub-option2 i #2 ID ¥ ik
T

ip dhcp information option ip

fic. & option82 1] sub-option5 IP F &I
A
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8.9

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

GiEPST

&
B

21

Q)

ip dhcp snhooping

JF)J5 DHCP Snooping 4= s g, %4 no & 20K 5% 4] DHCP Snooping T fig
ip dhcp snooping

no ip dhcp snooping

BB NN, <M DHCP Snooping DJfE

4 JR i B AR

$TJF DHCP Snooping Mfi¢ 5, {4/ show ip dhcp snooping it 4 1] #& % DHCP
Snooping IR & B I

T ZFT 7T DHCP Snooping 4 5 Zh g 1)1«

Switch(config)# ip dhcp snooping

Switch(config)#

show ip dhcp snooping #r%& DHCP Snooping IHHt & 15 &
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8.10 ip dhcp snooping vian

FTFFH45E VLAN f§ DHCP Snooping A, iZ%#ir4 1 no 3832 ikt 2 VLAN () DHCP
Snooping ThfiE

ip dhcp snooping vlan vian-list

no ip dhcp snooping vlan vian-list

[(Z50iH]Y | %50 ik
vlan-list vlan %%, 11,3-5,7,9-11. vlan iy 1~4094

[BRECE]Y A TENC T, JofEfT vian FF )5 DHCP Snooping ThRE

[ o]l EREESK

[EHIES) BT 4= DHCP Snooping Bhfigsl, &/ BAMENTT VLAN L) 5 DHCP
Snooping IhfE,

T3 PR TGk W27 >11% VLAN T HRIZEE R

[FCE2461]1  TiHZREEITA viant 1) dhep snooping IhRE 11T
Switch(config)# ip dhcp snooping vian 1

Switch(config)
[Hxm4]l | me Efiba
ip dhcp snooping 4 J77FJ5 DHCP Snooping Ijf¢
show ip dhcp snooping #r & DHCP Snooping HIBL & 15 5
ER/0D
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8.11 ip dhcp snooping trust

W B o D9 E AR 1 o %2 1 no JEUHC B S I A AME A3
ip dhcp snooping trust

no ip dhcp snooping trust

(241 | 28 Eiiipuy

[SEicE] BRSO OvARE i O

[ar o] O ER

[FHES] S0 ERE R DHCP 30, AME{Tu EESF DHCP Wk SC, [RbiEEd:
DHCP Iz %% #4115, DHCP Snooping ¥ £ i I 75 ¥ B N S i .

(&2 NHRRCE 1 5w & 65
Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernet1)# ip dhcp snooping trust
Switch(config-if-gigabitEthernet1)#

(CEPS e B ik
show ip dhcp snooping #r % DHCP Snooping 1t & 15 &
show ip dhcp snooping trust B i 1 A 73 A A
QR I
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8.12

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(CEPSTiRS

[FE3i]

ip dhcp snooping suppression

Wi B v 1 ONAHRPIRAS o 1Z A4 1) no JE U3 E i I O AEAIHPIRES .
ip dhcp snooping suppression

no ip dhcp snooping suppression

ZH Eiiipuy

FRAETEIL N N ARIIHPRES

P OACE A

Witz 4, AR R AT DHCP ifsRiksc, BPZEikiZm O R pra H st
DHCP J5 =0 i it

NTHSEACE 1 % 129 DHCP #1141 -

Switch(config)# interface gigabitethernet 1
Switch(config-if-gigabitEthernet1)# ip dhcp snooping suppression
Switch(config-if-gigabitEthernet1)#

show ip dhcp snooping suppression B Uit 11 2 75 A g
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8.13 ip dhcp snooping verify mac-address

2RI EJE MAC HbEREG TR . 1ZAm2 1 no JE K IR MAC MR BR T fE .
ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

(%] 24 Eiiipuy

[ E ] RO 5K M

[ Aia] 4 JRy i B AR

[+ S] V5 MAC b 56 ThRE, 2 X%F DHCP CLIENT & H i R0, et ik 2L MAC
Hudik A1 DHCP #R3CH i) CLIENT MAC FEGZ GAHIA . J5 MAC HuhAR 5 S e, ik
K E S

iR | T T 2T T DHCP i 30 MAC #5256 (19451 5 :

Switch(config)# ip dhcp snooping verify mac-address

Switch(config)#
[HHKm4] e E{iba

show ip dhcp snooping #57%& DHCP Snooping INALE & &

ip dhcp snooping verify mac WE X FHE mac A2 TR MAC Hihk
[-F&3H] -
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8.14 ip dhcp snooping verify mac

A AR E R SRR E mac #HTYR MAC Ml S . 1% A1) no IR AR R AN TR
X§1% MAC 34T MAC bk 246 .

ip dhcp snooping verify mac mac-address

no ip dhcp snooping verify mac mac-address

[Z%0H] ZH Eiiipu
mac-address MAC #bdik, 4=y HH:HH:HH:HH:HH:HH

[ E ] p5

[ Aia] 4 JRy i B AR

| QEOEEEERSD ZIIRE AT AE A RIJT R U MAC HihE ARG BEatt b, A no T3l 5 —2% mac A

L

[Fic & 24491] N T
Switch(config)# no ip dhcp snooping verify mac 00:00:00:00:00:01

Switch(config)#
CIEESTESD T4 iR
show ip dhcp snooping #r%& DHCP Snooping IHHit & 15 &

ip dhep snooping verify mac-address 4= JR PR YR mac Ml I8 Th e

QL) I
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8.15

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

A

[AH A

5
e

QI

ip dhcp snooping dhcpserver

8 I Z A & T IN— 2 A5 AR DHCP IR as it 1% 4 1 no JE UM B B2 5% 2 4t

Ak

ip dhcp snooping dhcpserver ip-address

no ip dhcp snooping dhcpserver jp-address

28 ik
ip-address K55 2% 1P Hutik
7

4 R B

AT E T {EAER) DHCP 5 sttty 721 ®) DHCP e 55 & AR UM LA R, 7 2
X2 R 55 ds bk BEAT RS0 15 9 C B I WS AR R S5 A ik 22—, W SRR R I A
e EFIZE. BABRELME AL, HA R ZHIX AR

R RN — 2 TS AR IR 45 S 1 T

Switch(config)# ip dhcp snooping dhcpserver 192.168.2.30

Switch(config)#

2

w4

ik

show ip dhcp snooping

#5%& DHCP Snooping I B 15 &
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8.16

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESid

QI

ip dhcp snooping information option

FF )& DHCP Snooping [f] option82 Iifit. Zr4 1) no LA iZ IR
ip dhcp snooping informaiton option

no ip dhcp snooping information option

ZH Eiiipuy

RO R M

4 JR i B AR

AL E ZAr 4, KA DHCP 15K #SCH I N option82 15 8., #% k 45 % #%, DHCP
IR 554 nT AR H e A5 B AT R g bk fic. ST H P A € X ¥ sub-option1, sub-
option2, sub-option5 (I & W, I /44 .

R /& JT 2 DHCP Snooping option82 f) {1

Switch(config)# ip dhcp snooping information option

Switch(config)#

fiiT 4 it

show ip dhcp snooping #57%& DHCP Snooping INALE & &
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8.17

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GEPSTiRS

Q)

ip dhcp snooping information client_option

B B A5 T2 7 vt &R [R5 option82 (1) DHCP #5C . % 4 1) no & XL B N ANMEAT
ip dhcp snooping information client_option

no ip dhcp snooping information client_option

ZH Eiiipuy

A TEOL N NEE

4 JR i B AR

AT N 2R % i i) option82 JETH, FE R, MAMEAERIENT, anfiE)
7 P R KA option82 [ DHCP R SCi, K EFEi%4R .

T 2 ELAE R  m  option82 #3451 1

Switch(config)# ip dhcp snooping information client_option

Switch(config)#

show ip dhcp snooping #r%& DHCP Snooping IHHt & 15 &
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8.18

[ 247 ]

[SRERCE]

[ &40

QLK

[P & 24 41]

(GIEES

2
>

>1

[FE3i]

ip dhcp snooping binding mac

FRATIN— 259085 5. &2 1 no JE MM BRT B 1) 55 28 20 5 Tl .
ip dhcp snooping binding mac mac-address vlan vid expire lease-time

no ip dhcp snooping binding mac mac-address vlan vid

e Eiiipu

mac-address DHCP % F i ] MAC ikt

vid FT#E VLAN ID

lease-time L)L HAR ], BUEYE A 1-100000 72
o

P2 g B A

AT BRSSP A AN TR VLAN |, BT CLI SR B13% % F i () DHCP i
RO B H e D8 VLAN B, B et E3. S Er, FRa N IPER,
XA 1P 15 B 75 il i sh A5 W W 2 ST 3REUIR 25 28 20 Bic 45 1% MAC 25 7 5 1 1P Mk

N 1 S B ERS TSI — 2GR (S BT
Switch(config)# interface gigabitethernet 1

Switch(config-if-gigabitEthernet1)# ip dhcp snooping binding mac 00:00:00:00:00:01
vlan 1 expiry 20

Switch(config-if-gigabitEthernet1)#

e iR
show ip dhcp snooping binding i.7x DHCP Snooping 4 & £tz 15 &
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8.19

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

GEPST

&
B

21

Q)

ip dhcp snooping database write-delay

fic B AZ AL e i DHCP Snooping i 40 e (5 55 N\ FLASH. %21 no J&
XK HE R 5N FLASH Thfg.

ip dhcp snooping database write-delay time

no ip dhcp snooping database write-delay

4 Eiiipuy

time (IR IR, BB i FE 2y 600-86400 75
RO KM

4 R e B AR A

It Z w4 1] LK DHCP Snooping 4 72 € I 5 N FLASH U, Bl ik #% BB E 3
Ja, APEEER, SEH - BOEF P ik, A LLER @R

N R P R R it 2 S N flash BT
Switch(config)# ip dhcp snooping database write-delay 1000

Switch(config)#
e iR
show ip dhcp snooping #r%& DHCP Snooping IHHit & 15 &
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8.20

(%]

[SERcE]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GEPSTiRS

QI

ip dhcp snhooping database write-to-flash

¥+ DHCP Snooping 45 {5 S8 PE LIS N FLASH U

ip dhcp snooping database write-to-flash

ZH Eiiipuy

7

4 R e B AR A

R HATIE AT, ATRUR SR E 5 B R ALAIE N FLASH fR A7k

N AR DHCP g5 $dle 172 (1945 S S B 5 N flash 4515

Switch(config)# ip dhcp snooping database write-to-flash
Switch(config)#

2

ik fh

5
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8.21 renew ip dhcp snooping database

#2417 FLASH )45 55 \ 2 DHCP Snooping £ 5 54 & .

renew ip dhcp snooping database

(8591 | 28 Eiiipuy
[SeicEl -

[l REEK

[fFAHESY EdPITIbm 4, wRLSER flash SCAHE S5 A3 DHCP Snooping ##i

[(FCE24611  FiieH flash 35S 5 A\ DHCP Snooping #1241 5

Switch(config)# renew ip dhcp snooping database

Switch(config)#
(CiEPSTR) B Ei:ipa

QEENLE)
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8.22 clear ip dhcp snooping binding

fitl % DHCP Snooping 4 & $ds F s &S 7

clear ip dhcp snooping binding [ ipaddress | macaddress | vlan { vlanid }
interface {interface-id } ]

[(ZHUiH]1 | 28 ik
ip T8 € BRI FH R 1P ik
mac T MR L () MAC Mt
vid FRAEMIERII A 7 ¥ VLAN 1D
interface-id T M BRSO FH £ e e i 1
[amE]l -

| QUiRSg 5=V 2 EL Ea

[EAHES]  PUTitkar4, FTRUER DHCP Snooping i 4 i BT A it & 2 F - .

[BeEZ51 Nk DHCP Snooping ¥ 2 o Bt sh & H - i
Switch# clear ip dhcp snooping binding

Switch#
[Hxm4] | me E{iba

Show ip dhcp snooping binding {75 DHCP Snooping 4 & 3 (5 B
[-F&EHMI -
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8.23

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

show ip dhcp snooping

% DHCP Snooping 24 i (it & 1514«

show ip dhcp snooping

Eiiipuy

RO

PATIL A4, W LAE A 41T DHCP Snooping (17 & 154 .

T2 A A 24 H DHCP Snooping it & 175 i [ 5] 1

Switch# show ip dhcp snooping

snoop status
option82 status

client option82 status
verfiy status

cycle save bind status
cycle save bind times
trust port

snoop vlan

dhcpserver ipaddr

mac verfiy table

:enable
:enable
:enable
:enable
:enable
1000 s
:Gi0/1

:1
:192.168.2.30

Mac Address | Verfiy Status
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00:00:00:00:00:01 | disable

option82 ip
From Vlan | Ip Addr

11192.168.2.3

option82 cid
From Vlan | Id

option82 rid
From Vian | Id

Switch#

String

String

(GEPSTiRS i

ik

ip dhcp snooping

DHCP Snooping 4 /& it & JT 5%

ip dhcp snooping vian

FT 45 € VLAN [¥] DHCP Snooping IfjfE

ip dhcp snooping trust

Pic B 3 1 95 A3

ip dhcp snooping verify mac-address

2RI VR MAC Hihi 256 T e

ip dhcp snooping verify mac

WE M AR E mac 2 BT TR MAC Huhlk

ip dhcp snooping dhcpserver

WRIN— 2511 DHCP AR %% 28 Hudik

ip dhcp snooping information option

JF J5 DHCP Snooping [ option82 I ft

ip dhcp information

client_option

snooping

P B A5 A% 7 m KK (14 option82 1
DHCP # 3¢
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(&3]

ip dhcp snooping database write-delay

fic B <2 e WL 2 i DHCP Snooping i
JERISRE (S B 5 N\ FLASH

ip dhcp information option circuitid

fic & option82 1] sub-option1 HL % ID ik
TN 25

ip dhcp information option remoteid

fic & option82 1] sub-option2 L FE ID ik
T 25

ip dhcp information option ip

fic. & option82 [ sub-option5 IP F &I
A
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8.24

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GEPST:

5
4

21

Q)

show ip dhcp snooping binding

1A DHCP Snooping 0 25+ i B 45 .
show ip dhcp snooping binding

S8 Eiiipuy

FEBURRE

PAT I A4S, AL 2487 DHCP Snooping #0471 45 2.

T R T
Switch# show ip dhcp snooping binding

Mac address | IP address Vlan Interface Lease Status

00:00:00:00:00:01]0.0.0.0 1 GioN 20 Static
00:05:16:09:13:09 | 192.168.2.2 1 Gi0/10 172800  Dynamic

Switch#

e iR

ip dhcp snooping bingding mac RSN — 290 (5 B (D)

clear ip dhcp snooping binding iz DHCP Snooping 47 & £di H HIZh 74
M
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8.25 show ip dhcp snooping trust

P4 OC BAR R B & 2 75 915 A 1

show ip dhcp snooping trust

(8591 | 28 Eiiipuy
[SeicEl -

[ir o] ORCER

(3R SY  PUTEG S, FTRLES 2 1 5 s i H .

(BT TEH2EES T

Switch(config)# interface gigabitethernet 1

Switch(config-if-gigabitEthernet1)# show ip dhcp snooping trust

snoop trust status: enable

Switch(config-if-gigabitEthernet1)#

[HXm41 | wd ik
ip dhcp snooping trust Hic B v 1 915 A3
[Fewsl -
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8.26 show ip dhcp snooping suppression

FE3% L AR 2N AR 1230 H A2 75 5 i DHCP 3.

show ip dhcp shooping suppression

(8] | 25 Eiiipuy
[oeaiEl -

[ar o] O ER

(TR SY  $ATIbar S, ATRLEE i H 2 & il .

(BT T2 EE T

Switch(config)# interface gigabitethernet 1

Switch(config-if-gigabitEthernet1)# show ip dhcp snooping suppression

snoop suppression status: enable

Switch(config-if-gigabitEthernet1)#

[HRam4Y | s Ei:ipu
ip dhcp snooping suppression Pic & i NP HIR S
CEaBm] -
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8.27 service dhcp-server

Ji F DHCP JIR%5 a5 DhfiE . %2 () no JE <] DHCP JIkR%5 % -
service dhcp-server

no service dhcp-server

(%] 4 Eiiipuy

[SERcE] A THO T, KM DHCP k543 DIfe -

[ Aia] 4 JR i B AR

| QEOEEEERSD DHCP 5545 AT LA H 3h45 % 7 3 70 e 1P Hhk.  DHCP JIRg5#5 ANie 5 DHCP kAR
UGS

[P & 24 41] N AZTE DHCP k45 25 Dife -

Switch(config)# service dhcp-server

Switch(config)#
CIEESTES e iR
show ip dhcp server 1 DHCP R4 #3MH AL E (R B

GEEUL) B
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8.28

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

(P53 ]

ip dhcp pool

B —> DHCP Hidikith 32 X DHCP i e B AL 14w 21 no JE U Bk DHCP
Huhk

ip dhcp pool pool-id
no ip dhcp pool pool-id

4 P
pool-id Wikt 1D, HUEVEH DY 1-65535

BT DL T BCH E X DHCP Mkt

4 JR e AR

T B pool ID A 1 ) DHCP ihikith, FEidk A bk v it B Ak =X

Switch(config)# ip dhcp pool 1
Switch (dhcp—config) #

% E{iba
show ip dhcp server 1H DHCP I %5 #AH G EAE B
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8.29

[ 247 ]

[ERERCE ]

[y &0

(QEEEERSS

[FCE 2541

5
4

CiEPSiRSd |

[FE3i]

network

5E X DHCP ikt 1) [0 28 5 R R 2 4R . 1% 211 no T2 BRIC 2 16 190 2% - P4

i,
network network-number net-mask [low-ipaddress high-ip-address]
no network

network-number

DHCP Ml ) IP ik f 2% 5

net-mask

DHCP #iuhilit i) 1P $huhilk f9 28 65

low-ip-address

AR 1P Mk

high-ip-address

AT FIZE A 1P Mk

R DL T B TE S48 MR 25 #E0D

DHCP Mkt e & A5 2

€ SCHTE b 7 S RS, O DHCP IR 95 @84 — AN vl 3 Bie 45 % ) i ) M bk 43

[P

N Z L E DHCP Hihibyh i 4% 54 192. 168. 2. 0, A5k 255. 255. 255. 0:

Switch (dhcp—config)# network 192.168.2.0 255. 255. 255. 0

Switch (dhcp—config) #

2

w4

ik

show ip dhcp server

& DHCP i 55 % AH S L B A5 B
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8.30 lease

€ X DHCP JIR55 & 70 Fogs % 7 bk RO AH SIS TR) o 1% 210 no IR AR R sk A B &

lease { day [hours] [minutes] | infinite }

no lease

(28] | 23 ik
days SE SCRLEIRIIE ], A7 R
hours 5E SCHLIIRIIS TR), B DAy /N
minutes € SCHIA IR ), s g7 b
infinite 5E U R R AE 3

[SeicE]l Sy —K

[y 44501  DHCP Huhil-jth i & e

[T RPN, DHCP % )7 i R IE LG K. DHCP R55 & — e e vrakil, S
IR OR 35 AR o

[FCE241] R AEFF DHCP AR )15y 2 /NEF 30 434

Switch (dhcp—config)# lease 0 2 30
Switch (dhcp—config) #

[HHxm4] | e iR
show ip dhcp server 5 DHCP fIR%S 4R EF B
[-FEHMAT -
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8.31

[ 247 ]

[ E ]

[ 1]

(QEEEERSS

[P & 24 41]

(GIEES

£
B

>1

Q)

option

fi & DHCP iRk 55 &2 1iE . Zn 4 ) no FEAMIER option AL & .

option code { ascii sting | hex string | ip ip-address }

no option

ZH &

code & X DHCP #&1i4CHL
ascii sting 5E X —> ASCIIl F 75
hex string 5E SCTINHER 4T H
ip ip-address € X P Mkt 53R

BRI — R

DHCP ik Fic B 55 =X

DHCP &4t 7 —Hlifl, FCVFAE TCP/IP 2% i it B (5 B %1545 1 HL. DHCP k3L
L1147 option 7Bl % WA AN A, FT AT DURYE S PR 1E DLREAT 2 X,

DHCP % )™y 6 Z0 RE WS #3245 117 2271 312 715 option {5 B ) DHCP 4 3. 534 DHCP
ST [ Hod 7 BO AR Oy — AL, 95T 2417 DHCP option f15E 3, 152 ILRFC

2132 1%,

BT XTI TUARS 43 FEATE S 2RI PR E R U

Switch (dhcp—config)# option 43 ip 192. 168. 2. 44

Switch (dhcp—config) #

[iisSe

Eiiipay

show ip dhcp server

A% DHCP 55 23t Rl B A5 2
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8.32 default-rouer

[ 247 ]

[ E ]

[ &40

(QEEEERSS

[FCE 25 41]

&
B

CiEPSiSY |

[FE3i]

5E X DHCP % 7 Ui (PR G o %4 21 no JE M BRI SCIE &
default-router ip-address [ip-adress?2 ... ip-address8]

no default-router

ip-address By ok, EhE A
ip-adress2 ... ip- | (Wik)EZ AT LABCE 8 MK
address8

SR AT RE SR PR

DHCP Mkt e & A5 2

—HUE DL R 2 i A DHCP R 55 a3 SR 138 E MG (E 5 . DHCP leds 4 £ T 20N
B AR E AN 1P MLk

T ] 52 T 192, 168. 2. 11 {ENEE %

Switch (dhcp—config)# default-router 192.168.2.11
Switch (dhcp—config) #

4 iR
show ip dhcp server 1 DHCP R4 #3MH AL E (R B
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8.33 dns-server

7€ X DHCP %% /7 % ) DNS 5545 . 1% A2 1 no JEzUMIBR DNS Al 4545 1 E o
dns-server jp-address [ip-adress?2 ... ip-address8]

no dns-server

[(Z80iH]Y | 25 ey
ip-address 5E X DNS RE2:1 1P bk, Z/DHE —A
ip-adress2 ... ip- | (Wik)f% T LLACTE 8 4 DNS fi%5 5.
address8

[SREICET S BT SRR

[fr 48]  DHCP bkt pic B X

[HRES E X% DNS k%250, SLERTH bR, DHCP & P A SHEE AT L1
DNS 4525l A 2k $ F—4> DNS f% 45

[ACE 2] e LT 192. 168. 2. 3 /9 DNS Jil %545

Switch (dhcp—config)# dns—server 192.168.2.3
Switch (dhcp—config) #

[HHXam4Y | s iR
show ip dhcp server 1 DHCP R4 #3MH AL E (R B
Q=D I
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8.34 domain-name

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESiad

(P53 ]

& S DHCP & i 1) Je 4838 4 « 124 211 no TE2UINBR 5 40844

domain-name domain-name

no domain-name

Eiiipuy

domain-name

€ X DHCP % )3 Y] Ja 488k 44 74 £

R B Ja 284

DHCP Mkt e & A5 2

DHCP & im3R1S 1 45 E Jm A0 Ja, u7 i B [FRE R 280840 i AL, B fidd

FEHABATEL T .

NP4 DHCP 25 7 i s X T Ja 4838044 test. com. cn:

Switch (dhcp—config)# domain—name test.com.cn

Switch (dhcp—config) #

PSP
Tifee

Eiiipay

show ip dhcp server

#7 DHCP 55 4 AH G HE B A5 B
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8.35 host

€ X DHCP 75 F' i A ik 5 0L IP RS0 o i am 2 1 no JE UM BRI &
host hardware-address ip-address

no host hardware-address

(%] ZH Eiiipuy

hardware-address € X DHCP & /114 MAC #ihi:

ip-address 5E X DHCP % /73 FEHLE 1P Hdik

[ E ] -

[ Aia] DHCP ity e B 15 =X

[T ME LT A FNGRE G, X Tz Rk 1) SE L2 R S o B B R 1P bl .

[hc & 25451 ] T A B REEHLIE S 00:23:44:56:03:22 (1) TP Hikik Ay 192. 168. 2. 15:

Switch (dhep—config)# host 00:23:44:56:03:22 192. 168. 2. 15
Switch (dhcp—config) #

(PSR e E{iba
show ip dhcp server host {E7~ DHCP A& LRSS 2 e B
(&3] -
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8.36

[ 247 ]

[SRERCE]

[y &0

(QEEEERSS

[FCE 2 41]

GEESid

QI

ip dhcp excluded-address

SE AL IP M, (645 DHCP AR 5585 AN 245 K licss DHCP %/ i 1% 2 ¥ no /&
MR I%Z A E -

ip dhcp excluded-address low-ip-address [high-ip-address]
no ip dhcp excluded-address low-ip-address [high-ip-address]

28 ik
low-ip-address HEF IP ik, JE&HEF IP bk ) aE 1P ik
high-ip-address HE R R S5 A 1P ikt .

4 DHCP Jil 5% & 70 BN M bk it Y FEI 1 1P Mkl

£ R fic B AR

WEREATHEF 1P duhit, DHCP iz 55 2L K > fic DHCP sl b KAy IP Hdik . %
AR DI E ENLREE 28 1P ik, 38 S iX sedihib 7> ic4s DHCP %) i o

R [4)F DHCP AR %S 2 A2k B4 e 192. 168. 2. 100 ~192. 168. 2. 120 Ja[E A1
1P Huhik:

Switch(config)# ip dhcp excluded—address 192. 168. 2. 100 192. 168. 2. 120
Switch (config)#

i Efiba
show ip dhcp server exclude 27~ DHCP Jliz 55 #3 e & kB ik
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8.37

(%]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GEPS

5
et
[ ]

(&)

clear ip dhcp server binding

T % DHCP 487 3%

clear ip dhcp server binding [ ip-address ]

4 Eiiipuy
ip-address MIERARE 1P bk, ANEE G R MR DHCP 485
R 3

T 5] i B TP HihEAy 192, 168. 2. 100 [£) DHCP 45 5¢ :

Switch# clear ip dhcp server binding 192. 168. 2. 100

Switch#
show ip dhcp server binding 7~ DHCP Hbhik & 5 150
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8.38 clear ip dhcp server conflict

HF% DHCP P Ridx .

clear ip dhcp server conflict [ ip-address ]

[t ] SR ik
ip-address MERFE 2 1P bk oRic s, ANE 2 G R~ B B A sk
FE0 T
(B E ] -

[ 1] RO

[fEMTE 7 -

[FCE 2541 NIRRT A bk R R

Switch# clear ip dhcp server conflict
Switch#

[HHKAm4] iR ik
show ip dhcp server conflict {7~k DHCP AR %5 #5190 %
[-F&Eui] -
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8.39

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GiPSTiRS

show ip dhcp server

A DHCP ik 55 #AH G AL EL (5 B

show ip dhcp server

R

I 2 7% DHCP i 25 2200 B (9 7+

Switch#show ip dhcp server

server status . enable

pool id : 1

network : 192.168. 2.0
netmask 1 255.255.255. 0
lease time 1 240 secs
start ip : 192.168. 2.1
end ip : 192. 168. 2. 255

domain name . test. com. cn
default router

dns server

option—43 : 192.168. 2. 44
Switch#
fiinte iR

: 192.168. 2. 11 192.168. 2. 12
: 192.168. 2.3 192.168. 2. 4

service dhcp-server

ip dhcp pool

network

J& [l DHCP iR 5525 D e

B —1 DHCP Hilikits jf:2f X\ DHCP i
Bkt g B AR X

5E S DHCP i1kt ) I 2% -5 Rl o £ HE AL
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(@=L

lease 5E X DHCP 45 %8 73 BL4h 25 1 v ik (1) FHL
I [A]
option fic & DHCP AR 5% %% 1 1% 10

default-router

5 X DHCP % ) b [R)8RA8 X 5K

dns-server

€ X DHCP % /73 f¥] DNS JR 55 4%

domain-name

5E . DHCP % ) i (1) i 2848 44
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8.40

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GEPS

5
&
[

QENLE

show ip dhcp server binding

27~ DHCP #ihik- 48 € 1%

show ip dhcp server binding

ZH Eitipay

R

R 2 7% DHCP i 25 2200 8 (9 7+

Switch#fshow ip dhcp server binding

ip address hw type hw address expire time

192.168. 2. 2 Ethernet f0:de:f1:0a:1f:52 ODay OHour 2Min
Switch#

clear ip dhcp server binding 15 DHCP 4f & %
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8.41

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(KA 4]

(P& ]

show ip dhcp server conflict

‘&7~ DHCP JIR5 Bt R 5

show ip dhcp server conflict

ZH Eiiipuy

RS

% 4 S DHCP IR 45 83 Rl 211 ph et k- 512

"N R DHCP k55 & SR A0 sk A 1) 5

Switch# show ip dhcp server conflict

IP Address Detection Time
192.168. 2. 2 Mon Mar 7 16:13:26 2016
Switch#
e E{iba
clear ip dhcp server conflict 15K DHCP 38id %
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8.42

[ 2465 ]

[SRERCE]

[y &40

[fEMTE 7

[FCE 2541

(GEPS

5
&
[

[-F&iH]

‘7~ DHCP #2s B S0 e o &

show ip dhcp server host

FEBURRE

N SR
Switch#show ip dhcp server host

pool id hardware address

show ip dhcp server host

ip address

1 00:23:44:56:03:22

Switch#

2

w4

host

192. 168. 2. 15

ik

5E X DHCP & 7 i RS AT bk 5 4L 1P
RS E
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8.43

[ 2465 ]

[SRERCE]

[y &40

[fEMTE 7

[FCE 2541

GEESid

(P& ]

show ip dhcp server exclude

w7 DHCP i 55 % c &L 1 HE R ML ik

show ip dhcp server exclude

FEBURRE

I T HERR M R T

Switch#tshow ip dhep server exclude

start ip end ip
20.2.2.2 20.2.2.10
19.1. 1. 1 10. 1. 1. 10
Switch#
i

ip dhcp excluded-address

Eiiipay

EXCHAE P HhhE, {43 DHCP AR%5#s A
20 H A iR s DHCP & 7 i
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9 DAl

9.1

(8]

[SRERCE]

[y &40

(3R =

[P & 24 41]

CiEPSiSY |

5
&

QENLE

ip arp inspection

{§5E DAI (Dynamic Arp Inspection) ¥GdllThaE. %4 K no <] DAl AL .

ip arp inspection

no ip arp inspection

AT, KA.

&R fic B AR

i T2 R TJT DAL T g

NIEZTTHE DAT A D e A 5]

Switch (config)# ip arp inspection
Switch (config)#

2

w4

show ip arp

Eiiipuy
& DAl KL E A 2 .
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9.2

[ 247 ]

[SRERCE]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESid

>

Q)

ip arp inspection vian

{6 P 2 & T LU ISR VLAN 19 DAL RSO BTG, %4410 no TRk MRt R
VLAN [¥] DAl #: T §E

ip arp inspection vlan vian-id

no ip arp inspection vlan vian-id

ZH ik
vlan-id VLAN ID %% 5

firfs VLAN 55 DALHR SR T g

4 JR i B AR

By RIEER, Bt )A H DAL T

NHGE AR VLANT _EE2YSCEI ARP $R L1 1

Switch(config)# ip arp inspection vlan 7

Switch (config)#

N Eiiip

show ip arp & DAl KL E 5 2 .
ip arp inspection i DAL K Th &g
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9.3

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

Q)

ip arp inspection trust

B I RS AEAE. a2 1 no UK R i O AMEARIRES .
ip arp inspection trust

no ip arp inspection trust

ZH Eiiipuy

SR P AT i L AR AE TS AR

P2 M E AR

Ui OAEARIRASE, R AR T B2 %0 0 BRI ARP 473, e &R .
RAZAEEARIRASR, FEARN A ARP TR L IP A1 MAC BAK BT e 30 2 5 AE AL
EE4 ARP Entry H,

R 4 B EONARE AR

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# no ip arp inspection trust
Switch (config—if-gigabitEthernet4)#

fiiT 4 i34

show ip arp & DAl KL E 5 2 .

ip arp inspection i DAL K Th &g

ip arp inspection vlan Jit X2 VLAN 1) DAL SOk 25 1) g
ip arp entry BB ARP Fa il B7 AL A A R I
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9.4 ip arp entry

WE ARP KLBHFAE FAS |P HubkRy, #5380 IP+MAC+interface.
ip arp entry src-ip ipv4-address src-mac mac-addr

no ip arp entry { all | src-ip ipv4-address src-mac mac-addr }

(405 ] S ik
ipv4-address J5 1P Motk
mac-addr R MAC Hiutik:

(BB EY -

[ &R]  SREEREC A 2% 0 E R

[T ST SCRAE IR U TR E, A RAE AU, dn RAE 4 R 50 e B R s 200
BT, WURAESR E s L NG E, RNz R T % 1

[FCEXET AR B RS R I IPHMAC (bt 1] 5

Switch(config)# ip arp entry src—ip 192. 168.2.10 src—-mac 00:30:ab:0a:c0:c6

Switch (config) #
(M 4] iy Hhik
show ip arp A5 DAl fa it B A5 S
ERUALD | -
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9.5

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GEPSTiRS

(&)

ip arp inspection rate-limit

BCE ARP IR SCHE R R, B i ARP it

ip arp inspection rate-limit rate-value

28 ik
rate-value WE KR, AN 16Kbps, 0 FonASRA#EZ,

ABLE ARP i SCIRIE DI fE .

&R fic B AR

Z a2 Al LRSI ARP R SCHTIER, LA 1k ARP Zifi.

NI A2 ARP iR SCRREH 0y 16kbps HIF] 1

Switch(config)# ip arp inspection rate-limit 1

Switch (config) #

e iR

show ip arp 5 DAl fa il it B 15 S
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9.6

(%]

[SERcE]

[ 1]

| QEOEEEERSD

[P & 24 41]

GiEPST

5
&

21

(&)

ip arp inspection dhcp-snooping-entries

J¥J& dhep snooping H 2 [P ARP £ I, %41 no L B 3H .

ip arp inspection dhcp-snooping-entries { [ disable | enable ]}

ZH Eiiipuy

TR BEFD

4 R e B AR A

MFFJE B3RP HE, I DHCP Snooping AR HT 2% > £ IP+MAC+Port {5 5.2 H 3l
[ %] ARP Entry 1.,

NS A SRS RIBT

Switch(config)# ip arp inspection dhcp—snooping—entries

Switch (config) #
e ik
show ip arp 5 DAl fa it B A5 S
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9.7 ip arp anti-spoofing

FEJE B W IR G D e . 1% 2 1 no T 2O B I Sk B T RE -
ip arp anti-spoofing

no ip arp anti-spoofing

(891 | 28 ]

[

(S ET  SRMIBE M W DI fE

[ o]l EREESK

[T iZar< 5 DA DI RE UL S0 E DAt 2 TF I

(RCEXEIT R 2R B RO 1] 1«

Switch(config)# ip arp anti-spoofing

Switch (config) #
[HHXwm4] | wme E{iba
show anti-arp-spoofing P 7 I G R O i 1

(GR=ND I
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9.8

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

Q)

anti-arp-spoofing ip

TCE T PSS ipv4 HiLdk
anti-arp-spoofing ip ipv4-address

no anti-arp-spoofing ip ipv4-address

ZH ik
ipv4-address W 1P bk
o

PR B AR range 22422 I C B A X

AT B E L DR P btk ) R Stk G SRS S AL ik 5 D B P
FMIEE, Wiz DR IR B BN ARP Wt & 4 557

THER BN 4 T TP #ihk 192. 168. 2. 10 A 1t 9 & Hu kil (451 -«

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# anti—arp—spoofing ip 192. 168.2. 10
Switch (config-if-gigabitEthernet4)#

e iR
show anti-arp-spoofing 7 B W S i e B A S
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9.9

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2 41]

(KA 4]

(&3]

ip arp static-binding

JHiE IP+MAC #8890 E DiRE. Zdr 2 1) no JEA KIS YEE Dife .
ip arp static-binding

no ip arp static-binding

ZH filiik

RIAFHAGEE DIRE -

4 JR i B AR

ZIIeS DAV AN M S R D RE R LR . WIRIT R A E IREMILE, MU=
FEFE TGS TR M SSHhE, B UZ I IP X & ARP Entry KT, WA
B, WaEHE MAC sl Zirs SR E I (X B HSG0L IP+MAC 2 Port) , i
B BCE R, BOABAT .

NHEZITE IP+MAC FaS485E ThREMI B 1

Switch(config)# ip arp static-binding

Switch (config) #

N i

show ip arp & DAl KL E 5 2 .

ip arp entry BB ARP Fa il B7 AL A A R I
anti-arp-snoofing ip T B R 1 ipv4 Hiuhk
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9.10

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

A

[AH A

EN
e

QREVLE)

ip arp check

JFR check Tifig. Zdn4 ) no LA HAIFH G0 E DIfE -

ip arp check

no ip arp check

filiik

5% PRSI T BE -

4 JR i B AR

ZIIEES DAL A FHASGEEMB CI Dfe e B . 2 E skl dhep I
IP JEBs R I i) L ip. Mac {5 8.

NHARFFE check 1T

Switch(config)# ip arp check

Switch (config)#
4 ik
show ip arp 5 DAl fa it B A5 S
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9.11 arp-check

JEiE check Thfig. Zan 21 no B A FH AR E TIRE -
arp-check

no ip arp-check

(ZHim] | 25 filiik

(S Bl SRMEINThRE.

[ A1) o O E A

[(fEMfET] TSR E ek RN check ThREST T

[(FCEXET  FHE2ZIFE check KT

Switch(config)# ip arp check
Switch(config)# interface gigabitethernet 2
Switch(config-if-gigabitEthernet2)# arp—check

(PSR B E{iba
show ip arp 5 DAl KL E (5 2 .
[-Feuyl -
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9.12 ip arp gratuitous-arp

a2 ARP KIXThRE. 1ZAm2 1) no JE UG fu 9 ARP KIXTfE.
ip arp gratuitous-arp

no ip arp gratuitous-arp

(ZHim] | 25 filiik

[ E]l  AMERE% 9 ARP AIETIRE.

[ o]l EREESK

[HHES) LR ERTER% S ARP KIEDIREN, B RSP IrEAEN=EREON %
# ARP KIiZINHE.

(&2 T2/ gratuitous-arp HI1 ¥

Switch(config)# ip arp gratuitous—arp

(PSR B Efiba
show ip arp gratuitous-arp Y& gratuitous-arp it RS
[-F&EHMI -
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9.13 showip arp

& DAl IAC B S .

show ip arp
(401 | 3 it
[EhEicEY -
[ A1 R
[EHES -
(&2 Fi&EE DAL B EAS B mEl+:
Switch#ishow ip arp
Mac address | IP address Interface
00:30:AB:0A:C0:C6 192.168. 2. 10 AllPort
arp entries counter 1
dynamic arp inspection :on
static binding cof f
arp vlan list 1
arp trust port :12356789 1011 12 13 14 15 16 17 18 19
20 21 22 23 24 25 26
dhep snooping entries son
rate limit 116 kpbs
Switch#
[Hxm4] | md iR
ip arp inspection i GE DAl Thig
ip arp inspection vlan J& X VLAN () DA i SCHS 75 D R
ip arp entry BB ARP For I 57 FA A A 22 101
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ip arp inspection trust VBB fE/T
ip arp inspection rate-limit BB ARP R 5FR 3w 2R TR ]

ip arp inspection dhcp-snooping-entries | J 5 dhcp snooping H #[F]2P ARP 1

GRDE) I
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9.14 show anti-arp-spoofing

e PSR EPSE

show anti-arp-spoofing

(8591 | 28 filiik
[(SEmcE]l -

| QUiRSg 5=V 2 EL Ea

[fEMTE 7 -

[FCE24611  FilEEHE DAT L EE S ME T

Switch#ishow anti—arp—spoofing

Interface 1P
4 192. 168. 2. 10
anti gateway spoofing :on
Switch#
[HHXwm4] | wme ik
ip arp anti-spoofing T I B3 X S 3 9 A 00 T e
anti-arp-snoofing ip B IR X OC 1) ipv4 Hbhik

GREL) I
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10 IP Source Guard

10.1

[ 247 ]

[ E ]

[ 1]

QLK

[P & 24 41]

(KA 4]

[ £ 599

ip verify source

IO R IP Source Guard ThEE. 1% 2 no BRI N I EE
ip verify source

no ip verify source

ZH it

[

RETH T, KA.

P2 M E AR

i % fy 4 A LAAT JF B D9 IP Source Guard 3 fiE, AT LAY A kAT 2k
IP+MAC+VLAN+Port ff1#53l, 1P Source Guard JE7%:7E DHCP Snooping 15 4T:5 I
FITE.

TR RO 2 BB IP Source Guard ZhRERIH]F:

Switch(config)# interface gigabitethernet 2
Switch (config-if-gigabitEthernet2)# ip verify source
Switch (config—if-gigabitEthernet2)#

& E{iba
show ip verify source #% IP Source Guard FL & 15 E..
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10.2 ip source binding

£ 1P Ptk 405 Bodle 2 P s i S PSR, 1% no UM R [ 2
Jo

ip source bingding mac-address vlan vian-id ip-address

no ip source binding mac-address vlan vian-id ip-address

[ZH0iH] | S5 ik
mac-address FRASUS I 7 1) MAC Hiutik
vlan-id ER AU P Y vian id
ip-address FRASTSINE R P Y 1P Mok
[GhaicE) -

[ir o] ORCER

(R SY AN E - LR VR 7> @i IP Source Guard A -

(iR | N RVFR—H it IP Source Guard il 4511

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# ip source binding 00:30:ab:0a:c0:c6 vlan 1
192. 168. 2. 10 Switch(config—if-gigabitEthernet2)#

(CIPSiR B s EiiTpa
show ip verify source 717 IP Source Guard fit & 15 B«
[Fewsl -
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10.3

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GIEPS

5
>

21

(&3]

show ip verify source

2% IP Source Guard (it B15 5.,

show ip verify source

4 JR i AR

THZEAE IP Source Guard it &5 B IH] T

Switch (config)# show ip verify source

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:30:AB:0A:C0:C6 192.168. 2. 10 infinite static 1 2
deny—-all 2
Switch(config)
e i

ip verify source

FT#:0 ER IP Source Guard IhgE

ip source binding

7 1P Y520 i Hodle 128 rh s nise S P 45
5

Iy
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11 Igmp snooping

11.1

(4]

[EEriE ]

QU TS

2

(QEEEEESD|

[ACE 241

(GEFS

N
e

&1

£ ]

ip igmp snooping

4= J7 )3 H igmp snooping. 1Za4 1 no UK E NI PR

ip igmp snooping

no ip igmp snooping

ZH ik

Bra LR, igmp snooping <]

4 JRy e B AR X

%4 H T 3 igmp snooping

N /2P ignp snooping MjfE:
Switch(config)# ip igmp snooping

Switch (config) #

IS A
A&

show ip igmp snooping

iiipay

7425 IGMP Snooping fit & 15 &
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11.2 ip igmp snooping forwarding-mode

(S]]

[EEriE ]

[ 1501

(QEEEEES

[ & 25410

(GiEPS

ES
e

21

(QR=ND

W B AR RN %A 1) no BRIk S BIME
ip igmp snooping forwarding-mode { [ mac | ip ]}

no ip igmp snooping forwarding-mode

¥ i
mac FTFHFE H I mac NFE KM E
ip FET IR ip FE 1 ip N KA

R TE LT N mac # R

4 JRy i B AR

IGMPV3 F5 2 5 ip ¥ Rl — i A e B AR, 78 mac KRBT, IGMPv3
2x [ N A IGMPV2 IR .

TR G B A AR A T -

Switch(config)# ip igmp snooping forwarding-mode ip

Switch(config)#
i 1)
show ip igmp snooping 78457 IGMP Snooping it & 15 &
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11.3 ip igmp snooping dyn-mr-aging-time

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESid

5
>

QI

WA R ZA T 2674 1) no JE A E 8h 2 i i D20 (A e .
ip igmp snooping dyn-mr-aging-time seconds

no ip igmp snooping dyn-mr-aging-time

4 Eiiipuy

seconds A DAL e, ALY, BUETVEE 1~3600
300 1

&R fic B AR

U RIS A b e D AR L Z AL RIS fT A U ) IGMP 5 i 4 &b i, ek
R 2 3m M B Eh EE L51 R IR

FEJR B S M ERR O D RE M OU T, W] DUE R thar & B ah & th D22
ARSI G R B B A 22 A TRL I A AT RE 2 3 S50 82 DU (A B o

N R E B A 1 AL E Y 100s:

Switch(config)# ip igmp snooping dyn-mr-aging—time 100
Switch (config)#

i E{iba
show ip igmp snooping 7845 IGMP Snooping B & {5 5
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11.4

[ 247 ]

[ E ]

[ 1]

(4571

[P & 24 41]

(GIEPS

5
>

21

QI

ip igmp snooping host-aging-time

FLE IGMP ZZs i R AU ). s no MUK R a5 s bt o M 2 AL IS
I‘lﬂo

ip igmp snooping host-aging-time seconds

no ip igmp snooping host-aging-time

seconds ZALKE] . AR, BUEVEF 1-65535

B 260 1

4 JRy i B AR K

A R 5 22 A R 48 248 1 2 B BN AR AL 1P ALk 411
IGMP JIAARICI, X A3 a4 s 18 B A Z AL ] .

EULE] IGMP I ARG, 2 EBIXA ARG O K E e 85, e asn
host-aging-time. 415 i ERHAE, WA iz 1 A EE BRSO &
ML, B SAIZ5 1N IGMP Snooping %, 5 H IR «

Fic B IGMP A 24kt a] ok 30s:

Switch(config)# ip igmp snooping host—aging—time 30

[isSe Eiiipay

show ip igmp snooping 78427 IGMP Snooping it & 15 &
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11.5 ip igmp snooping query-max-response-time

[ 247 ]

[SRERCE]

[y &40

(4571

[FCE 2541

CEESid

(&3]

e B A AR ST I K RN 8] o %4 1) no JTE KB E -

ip igmp snooping query-max-response-time seconds

no ip igmp snooping query-max-response-time

ZH Eiiipu

seconds TR ST S T8, B AR, BUEYEF 1-65535.
A ECE 10 7

4 JR i B A

FEWR R IGMP ik SR SCE, AR RS EE A SR D REER 38, &
B4 [HA query-max-response-time. WIS E B #HEERT, WA 1Z 0 1~ A ELE
FEUSCHIRAR ST P 0L, AR &t 2381 %5 LA IGMP Snooping % 7 % 17
IR o

FEW R IGMP Ry E HE WG, HB R &S EHE 2R E N A SRR 1 1)2E
fhE 8%, EI 28N query-max-response-time. 1R E I 88, WA A%
i R A AR BCH RS P N, H R & S 1% H L IGMP
Snooping % 52 B »

T A AC B A AR SR ORI B TR] Y 100s:

Switch(config)# ip igmp snooping query-max-response—time 100

Switch(config)#
i ik
show ip igmp snooping &7~ 425 IGMP Snooping it & 15 &
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11.6

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEPST

&
B

21

Q)

ip igmp snooping suppression enable

W& Report i SR I fE . 1% %1 no JE2U< ] Report ik STl D) E o
ip igmp snooping suppression enable

no ip igmp snooping suppression enable

ZH Eiiipuy

ezl

4 JRy i B AR K

R Report #RCHITIZhREE, £ —NEHREEA R SACH —MEIRRE vian
AL Report $OCH R 45 i ISR L, 5221 Report 1 SORE ANk [ i g% 1K
Ly S VN R B L DY 6

Ja H Report R SCIHIHIHI Thfg :

Switch(config)# ip igmp snooping suppression enable

Switch (config) #
[ EiiTpa
show ip igmp snooping 747 IGMP Snooping it 15 &
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11.7 ip igmp snooping unknow-group-suppression

BEEXT T ARANHIR AL B 730, TR HE . %/ no FEAMREBGA
{51

ip igmp snooping unknow-group-suppression { [ drop | flood ] }

no ip igmp snooping unknow-group-suppression

[t ] SR ik
drop EFE AR HIEHE S
flood TR AN AR BARALE vian ThT 3%

[SRERCE] RO T )

[ o] 4R fic B AR

G .

[P & 24 41] R E ] T

Switch(config)# ip igmp snooping unknow—group—suppression drop

Switch(config)#
CIEESTES e iR
show ip igmp snooping o784 )7 IGMP Snooping Fit & 15 5

GRENLD I
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11.8

(%]

[SERcE]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GIEPS

=
4

&1

(P53 ]

&5 A SRS FE T RE -

ip igmp snooping filter_mode enable

ZAn 2 i no AKX M DI fE -

ip igmp snooping filter_mode enable

no ip igmp snooping filter_mode enable

B L T 56 A

4 JRy i B AR K

Hik

3%

i H IGMP Snooping Filter Zhfg T, 154 HiZm &2 RIS

TR E 45T E IGMP Snopoing Filter ({1411

Switch(config)# ip igmp snooping filter mode enable

Switch(config)#

AN
fi 2

show ip igmp snooping

Eiiipay

7~ 4: )R IGMP Snooping Bt &.15 &
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11.9

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

QI

ip igmp snooping filter auth

Pic & H AR pEEARE . Zar 2 H no JE UK N ER AR 5C
ip igmp snooping filter auth { [ permit | deny ] }

no ip igmp snooping filter auth

ZH ik

permit XA igmp profile [FTERIAKI A 7o ¥
deny X2 igmp profile FIERIAFLIN HE 2
BT AR

4 R C B AR

iy R A LB R filter profile,  JUIAS X BLRC & BRI JEAT A

R i E BN IR AR 4

Switch(config)# ip igmp snooping filter auth deny

Switch(config)#
e E{iba
show ip igmp snooping 7845 IGMP Snooping B & {5 5
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11.10 ip igmp profile

[ 247 ]

[ E ]

[ 1]

QLK

[FCE 2541

5
4

CiEPSiRSd |

[FE3i]

g — profile, #EA profile f= .

ip igmp profile profile-name [ permit | deny ]

no ip igmp profile profile-name

28 ik

profile-name profile 1] 44K

perimit FoniZ profile N MFTH group #ARAEULECET AT SLVFENTE,
BABERE, BIARTF,

deny Foniz profile T 4FTH group #iK BEVC HCRT $hATHE 48 0 1

BRATEOLTY, ARAIEAEFT profile

4 JRy i B AR

profile /& —MEF X R “ibygss” , REETRESIH. BB DE:
1. f#H ip igmp profile fiy 26— profile, X profile £,
2. i groups fir & X —ANHIEE AT N

3. {fH apply x4, RiHIFIRH.

TR E profile 1, fuiF4l 224.2.2.2~224.2.2.244, FHIE4HE .

Switch(config)# ip igmp profile 1 deny
Switch (igmp/profile/1)# groups permit range 224.2.2.2 224.2.2.244

Switch (igmp/profile/1)# apply

Switch (config)#

S

ik

show ip igmp profile

7w profile FIBLE AR B
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11.11 groups

(%]

[ E ]

[y &0

(QEEEERSS

[P & 24 41]

CEESid

(&3]

igmp profile Fit & A IFAVEE AT N, Za 21 no JE UM Bk 4 % ic B

groups { [ permit | deny ] } { [ ipv4-address | all | range { low-ipaddr high-
ipaddr}}

no groups { permit | deny } low-ipaddr [high-ipaddr]

no groups all

ZH iR
ipv4-address ZH A 2H i
all BT G20
range HIRHE

Igmp profile Fic. & 1 X,

T2 E groups permit (4] 1

Switch(config)# ip igmp snooping profile 7/
Switch (igmp/profile/11)# groups permit 239.2. 2.2
Switch (igmp/profile/11)# apply

Switch(config)#
e iR
show ip igmp profile 7R profile FIBLE S B
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11.12 ip igmp snooping vian

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

QL

7t vlan FJ5 3 IGMP Snooping. Zfir %) no JEA K vian k) IGMP Snooping
ip igmp snooping vlan vid

no ip igmp snooping vlan vid

4 Eiiipuy

vid VLAN %5, HUEYEH 1-4094
A KM

&R fic B AR

NHZALE vlanl EJE3) igmp snooping:

Switch(config)# ip igmp snooping vlan 1

Switch (config) #
e EiiTpa
show ip igmp snooping vlan {27~ IGMP Snooping VLAN #H5¢HE B (5 5
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11.13 ip igmp snooping vian fast-leave enable

Je F i AR BT DRE . 24 1 no T 20k Ml H s 55 T D g
ip igmp snooping vlan vid fast-leave enable

no ip igmp snooping vlan vid fast-leave enable

[ %0 ] ZH ik
vid VLAN %5, HBUEVER 1-4094

[SRERCE] R KM

[yt 4R e B

[T Je o PR BT DI REJa & I im LU E] Leave R SCI, B3R MRV (A% A 3%
T 147 B 53 10 A Rk 2 1

BSR4 8 B R SCIN e AN R R0 2% 1 5 o

Sy 11 PR 1 T D e 0 F 50— 1R R — & BALEDL, TR 4) 584
itk

(i & 2445 MR R vianl BRE BT IhRERIBI T

Switch(config)# ip igmp snooping vlan 1 fast—leave enable

Switch(config)#
QPSR i EiiTpa

show ip igmp snooping vlan {7~ IGMP Snooping VLAN #5¢HE B (5 5
[-F&3H] -
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11.14 ip igmp snooping vian mrouter learn

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[P & 24 41]

[ 4]

[FE3i]

Ja A 2 B &R O ThRE . %A 21 no I8 A sh a7 ) i t 4% 1 D)
ip igmp snooping vlan vid mrouter learn

no ip igmp snooping vlan vid mrouter learn

vid VLAN %5, HU{E it 1-4094
R IR ]
4R E B A

% HER RIS IGMP Snooping 14845 2% 15T it 2 1 2H #%  ph P i 1 2EL 4%
SRR VL& EEAE R 1 . 2ME ) sh A% ) B R O T RE, 845 H 3T IGMP
Query 3¢, shA R HIERE D,

1E vlanl b )3 HBhas %% 2 B s D Dhie

Switch(config)# ip igmp snooping vlan 1 mrouter learn

Switch(config)#

e Eiii3a

show ip igmp snooping mrouter &7~ IGMP Snooping #% H %+ L B 15
)
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11.15 ip igmp snooping vilan mrouter interface

o B R AR ISR . Zar S 1) no JEABUH L & .«
ip igmp snooping vlan vid mrouter interface gigabitethernet interface-number

no ip igmp snooping vlan vid mrouter interface gigabitethernet interface-

number
[ =405 ] ZH 1P
vid VLAN %', HUEIEFE 1-4094

interface-number %S

[SRERCE] R TOER A ISR 1

[ Aia] 4 JR i B AR

| QEOEEEERSD 0 SRR H i 1 P BN A B BB T, W B USRI 1 AT 4R AT DL 12
B G e

A ER DA 22

[FCE 2541 N RAC B 1 A R R

Switch(config)# ip igmp snooping vlan 1 mrouter interface gigabitethernet 1

Switch (config) #
QPSR e EiiTpa
show ip igmp snooping mrouter 7R IGMP Snooping % H % 1AL &5
S

CFEsm] -
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11.16 ip igmp snooping querier

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

A

[AH A

5
%

QI

J& F IGMP Snooping #rifj# 2t . 1Z%a 41 no £:UEH IGMP Snooping 71 1) #%
Jjjﬁléo

ip igmp snooping [ vlan vid ] querier

no ip igmp snooping [ vlan vid ] querier

ZH Eiiipuy
vlan vid fg€ van. SREANERTERICE

R DL BT g
4 JR i B AR

A RESIERTIREE, FAE VLAN LEHEREGEIRE, VLAN BRI Ih6E
REZERL. WRAESR BRI T A4 ThAE, B VLAN ERERSIIReRs ek
G

1E VLAN2 I J8 &R 25 ThRE :

Switch(config)# ip igmp snooping querier
Switch(config)# ip igmp snooping vlan 2 querier

2

ik ik

show ip igmp snooping 747 IGMP Snooping it 15 &

show ip igmp snooping vlan {7~ IGMP Snooping VLAN #HCHE B 15 B
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11.17 ip igmp snooping vlian querier address

fi & IGMP Snooping #5185 (35 IP Hudik. %41 no IR MFRL & .
ip igmp snooping vlan vid querier address < a.b.c.d >

no ip igmp snooping vlan vid querier address

(405 ] ZH ik
vid VLAN %5, HUEJEH 1-4094
<AB.C.D> V5P bk

(BB E ] -

[ Aia] 4 JRy i B AR

(QEEEERSS -

[hc & 25451 ] TE VLANI ¥ IGMP Snooping i) a3 Js 1P Huhik A 192. 168. 2. 1:

Switch(config)# ip igmp snooping vlan 1 querier address 192. 168. 2.1

Switch(config)#
[HHKm4] iR i
show ip igmp snooping vlan {78 IGMP Snooping VLAN AL B (5 B

CEauml -
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11.18 ip igmp snooping vlan querier max-response-time

(Z%8i9]]

[SRERCE]

[y &0

(3R =

[P & 24 41]

GEPST

5
>

21

QENLE

Bl & IGMP Snooping i) #& i KM M [A] . iZ a2 no Ik &l B NERIA
(=

ip igmp snooping vlan vid querier max-response-time seconds

no ip igmp snooping vlan vid querier max-response-time

SR ik
vid VLAN %5, HBUEVER 1-4094
seconds BRI ] FRALAFD, BUEYEE 1-25

sy 10

4R fic B AR

T B VLANT F 2 1) 7 B R 2B 6] Sy 15 F5

Switch(config)# ip igmp snooping vlan 1 querier max-response—time 15
Switch(config)#

i ik

show ip igmp snooping vlan 7~ IGMP Snooping VLAN #5015 5
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11.19 ip igmp snooping vian querier query-interval

fid & IGMP Snooping £ i) 25 (1) A 1] B . 1Z4r 4 1 no &2k & B BRI .
ip igmp snooping vlan vid querier query-interval seconds

no ip igmp snooping vlan vid querier query-interval

vid VLAN %=, BUE7GEF 1-4094
seconds PR, A Rb, B 1-18000

[SERcE] B 60

[ Aia] 4 JR i B AR

(QEEEERSS -

[hc & 25451 ] o & VLANT F 2 i) (IR i 18] 24 100 F5-

Switch(config)# ip igmp snooping vlan 1 querier query—interval 100

Switch (config)#
[HHKm4] e i
show ip igmp snooping vlan {78 IGMP Snooping VLAN AL B (5 B

CFauml -
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11.20 ip igmp snooping vian querier timer expiry

[ 247 ]

[ E ]

[ &

(QEEEERSS

[FCE 2541

GEESid

(&3]

fic & IGMP Snooping £ il &% GBI B[] o 1Z4r 21 no 2 IR B & N ER AR,

ip igmp snooping vlan vid querier timer expiry seconds

no ip igmp snooping vlan vid querier timer expiry

SR Eiiipuy

vid VLAN %5, HBUEVER 1-4094
seconds ERIT IR . B NP, HUEYEFE 60-300
s 125 7

4 5 B A

JEH T BT, AR A VR, WAREIGCE R “ A A I R
BRI AT ARG A M B WIR O WO ATE R, SOl T —fik2E,

MEAEM AR, 2 LA mac Hulib/ N .

BC B VLANT [ 2R SR I B (] S 60 5

Switch(config)# ip igmp snooping vlan 1 querier timer expiry 60

Switch (config) #

PANpA
i &

Eiiipay

show ip igmp snooping vian

7~ IGMP Snooping VLAN #¢H & 15 B
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11.21 ip igmp snooping vian querier version

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

(GIEPS

£
>

21

QI

fic & IGMP Snooping & il #+ i THA . 1% 41 no &K &2 Iic & NERME
ip igmp snooping vlan vid querier version {[1]2] 3]}

no ip igmp snooping vlan vid querier version

vid VLAN %5, HBUEVER 1-4094
11213 BATERA IGMPV1 / IGMPV2 / IGMPV3

EREIZ1T IGMPV2

4 JRy i B AR

WE VLANL & 281817 IGMPv1:

Switch(config)# ip igmp snooping vlan 1 querier version 1

Switch(config)#
e E{iba
show ip igmp snooping vlan 7R IGMP Snooping VLAN #HCHE B 15 B
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11.22 ip igmp snooping max-groups

e B A% D RE B A MM A RN B S KB . %21 no IR E B
Ho

ip igmp snooping max-groups number

no ip igmp snooping max-groups

[ %A ] SR ik
number MBI Rl BUETEHE 0-254
flood Sof T AR H A HEIRAE vian H ) 17

[SRERCE] RAE N 42

[y &0 e e B AR

[T WRECE MAr &, MR O b, B BNl N Eodd o e, s
AN FE 271 IGMP Report #5381 3T 1% R 2RI

PO FARRAAN S HEE T O TR VLAN #4748, gz O FErJE T 3
AN VLAN, 7EEED VLAN #4182 224.1.1.1 BUiER, ENFEIN7E 34 VLAN
AR BB 224111 (IR R, ERHZEE DA SN ECN 3 A4S, A

14

[P & 24 41] Moo 1 B HAEshas A 20 4L

Switch(config)# interface gigabitethernet 1
Switch (config—-if-gigabitEthernetl)# ip igmp snooping max—groups 20

(AR A 2] i iR
show ip igmp snooping interfaces 7 IGMP Snooping i 1 BC B 45 2
[F&5U] -
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11.23 ip igmp snooping filter

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

QI

Bic B A 1 BERRUSC— LA e M AR B T, e 3 DU R AT 1Z a2 R BT 2
i) profile. %2 no JE UMM 4 5 B () profile.

ip igmp snooping filter profile-name

no ip igmp snooping filter profile-name

ZH i34
profile-name profile %%
BRAE T

2 M B

& IGMP Profile B FH7E—/ i IR, Wl Zum Uk 3] IGMP Report 3¢, 5 %
2 B R IX AN AT E I B ZH & Hu bk 2 5 E IGMP Profile RRVFEEIZ V. 272,
MRV, ZJa A 37 G hb 8, AZise il $5 2 i profile, $AJ5 A BEPAT filter
KBk,

T I 1 _EoREE profile 1:

Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# ip igmp snooping filter 1
Switch (config—-if-gigabitEthernetl)#

e E{iba
show ip igmp snooping interfaces 7 IGMP Snooping i 1 C B 45 2
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11.24 show ip igmp profile

iR profile FIHC & 15 2

show ip igmp profile [ profile-name ]

(%] 4 Eiiipuy

profile-name profile [{I%FK, & NS RFTA profile [ & (5 S
(BT E ] -
[ A 2#E0] FERUE
[ HES HZa A B AR E T profile /5 &
[ & 2541 ] BECEEN profile F 8.
Switch(config)# show ip igmp profile
ip igmp profile 2 permit
groups deny 239. 255. 255. 254
ip igmp profile 1 deny
groups permit range 224.2.2.2 225.2.2.254
Switch (config)#
[HH%am 4] iR g
ip igmp profile B — profile, BN profile 15
groups igmp profile it & 21 4% 4L VE A1 47 R

GREYL) B
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11.25 show ip igmp snhooping

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GEPSTiRS

75425 IGMP Snooping It & 15 2.

show ip igmp snooping

ZH Eiiipuy

R B

HE4SS IGMP Snooping 158 :

Switch (config)# show ip igmp snooping

IGMP Global snooping status : Disable
Forwarding Mode : MAC Group Address
Filter mode : disable

MLD Global querier . disable

MLD Report suppress . disable

Unknow Group suppression : flood

Default Filter auth : deny

Query max response time : 10(Seconds)
Mrouter aging time : 200 (Seconds)

Host aging time : 260 (Seconds)
i EiiTpa

ip igmp snooping J& H igmp snooping

ip igmp snooping forwarding-mode B H A R

ip igmp snooping dyn-mr-aging-time | % & 22 i 1 ) Z AL 7]

ip igmp snooping host-aging-time e B IGMP Bl i 1 dii 1 22 A0 I 8]

ip igmp snooping  query-max- | it B A i1 T R S s [E]
response-time

ip igmp snooping suppression enable | ¥ '& Report it S ZhRE
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ip igmp snooping unknow-group- | & BT A 2 R A (1 a3 5 K, T
suppression T3k

ip igmp snooping filter_mode enable | 45 5 sh4H %t e T e

ip igmp snooping filter auth P B 2H 15 1 SE B A

ip igmp snooping querier J&3 Fil IGMP Snooping #rif] % I fig

CEAW -
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11.26 show ip igmp snooping vian

(%]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GiPSTiRS

7% IGMP Snooping VLAN A< & 15 ..

show ip igmp snooping vlan vid

ZH Eiiipuy
vid VLAN %5, BUEVER N 1-4094
FERURSE

1% vlanl | igmp snooping MIALE(E B

Switch (config)# show ip igmp snooping vlan 1
VLAN 1

IGMP Snooping state: enable

IGMP Fast-Leave: disable

Mrouter dyanmic learn: disable

IGMP VLAN querier: Disable

IGMP querier version: 2

IGMP querier source address: 192.168. 2.1
IGMP querier interval: 60s

IGMP querier max response time: 10s

IGMP querier timer expiry: 125s

2

i ik

ip igmp snooping vlan

ip igmp snooping vlan fast-leave
enable

ip igmp snooping querier

ip igmp snooping vlan querier
address

7t vlan _FJA 3l IGMP Snooping

JR P 3 1 DR 8 T T g

J& Fl IGMP Snooping %t if] 28 D) R

fic & IGMP Snooping %t if] #% (175 1P Huhik
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[F&i]

ip igmp snooping vlan querier max-
response-time

fic & IGMP Snooping £ i #% F) e i b7 i
[

ip igmp snooping vlan querier query-
interval

Bt & IGMP Snooping %] %5 () 75 11 8] b

ip igmp snooping vlan querier timer
expiry

it & IGMP Snooping 2t ] &% 1R i s} 7]

ip igmp snooping vlan querier version

fi & IGMP Snooping £ i 8% iz 7 iAS
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11.27 show ip igmp snooping mrouter

(%]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GIEPS

=
>

&1

[-F&iH]

7R IGMP Snooping #HIEF OBLEF S

show ip igmp snooping mrouter [ vian vid ]

4 Eiiipuy

vlan vid WoRTEE VLAN R g ER 5 S, ShE Ros B
R 3

HEMBRER AR ERE R

Switch(config)# show ip igmp snooping mrouter
Vlan Interface State

1 Gi0/2 static

1 Gi0/3 static

Switch (config)#

iR ik

ip igmp snooping vlan mrouter learn | J5 F #h#s 5 =) %tz O Ui 6e

ip igmp snooping vlan mrouter | fit B A HHIERE
interface
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11.28 show ip igmp snooping interfaces

[ 247 ]

[SRERCE]

[y &40

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

[FE3i]

7% IGMP Snooping i I L B 15 2. .

show ip igmp snooping interfaces [ gigabitethernet interface-num]

ZH Eiiipuy

gigabitethernet BN TRE N T HIBCE RS, B R S A i

interface-num

FBURR

AW 1 KR ERER:

Switch(config)# show ip igmp snooping interface gigabitethernet 1
Interface Filter Profile Name max—groups

Gi0/1 1 10

Switch (config) #

e Eiii3a

ip igmp snooping max-groups T B 4 1 B8 30 2 I I N R 2H 1 A0 i
PN

ip igmp snooping filter

Hic & o 1 SCHE ) profile
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11.29 show ip igmp snooping groups

715 IGMP Snooping 2% > 43RS B

show ip igmp snooping groups [ detail ]

(@ AGD ZH ik
detail R 2E S A B A LS B

[ AnLE ] -

[ 4] FEAUBE S

[ HES -

Q=17 | BEEYIIMAFHER:
Switch(config)# show ip igmp snooping groups
VLAN Group Address Source Address Included Ports  Excluded Ports
1 224.0.2.0 11.0.0.1 Gi6 -
1 224.0.2.0 22.0.0.2 Gi6 ==
1 224.0.2.0 33.0.0.3 Gi6 —
1 239. 255. 255. 250 * Gi6 -
Switch (config) #

Switch(config)# show ip igmp snooping groups detail
8100:0001 224.0.2.0

Gi0/6 (D) (04:02)

8100:0001 192. 168. 0. 2 00:00:04:00:00:00

8100:0001 239. 255. 255. 250
Gi0/6 (D) (03:40)
8100:0001 fe80::39e2:df93:2f58:e677 00:30:ab:0a:c0:c6

Switch (config)#
[HHGam 4] iR ik

(QR=RTED | -
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12 QoS
12.1 cos-queue-map

B cos 5 queue PAFIIMLST 5 R . %A A1 default TE K E AERVOIRSS
cos-queue-map { [ cosO-map-to ]< 0-7 > [cos1-map-to]< 0-7 > [cos2-map-to] < 0-
7 >[cos3-map-to] < 0-7 >[cos4-map-to]< 0-7 > [cos5-map-to]< 0-7 > [cos6-map-to]
< 0-7 >[ cos7-map-to]]< 0-7>}
cos-queue-map default

[ S5 ] ZH Eii13%
<cos0-map-to> Priority 24 O [1)/EL B i 2R BAF, B EUE TR 0~7

(BT E ] cosO Wit 3] queuel, cos1 WS %] queuet, ..., cosN W% queueN

[ 2] QoS AL BN (/M EAR T H qos fr ik A QoS ML E &)

[fiH#ES] i HiZmr 4 H T E cos 5 queue BAFI ML} ¢ &

[ & %541 ] I T T B L OC R IR
Switch(config)# qos
Switch (config/qos)# cos—queue-map 7 6 &5 4 32 1 0
Switch (config/qos) #

QPSR e EiiTpa
show qos 8021p-cos-map TF cos 5 queue FIMLET R &R
queue-mode VB BA S FEA

CFaBm] -
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12.2 dscp-cos-map

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

[ 4]

ERLED

fic & dscp 5 cos LA R R . 1Zan 21 default JE K E AERVCIRES
dscp-cos-map dscp < dscp-id > cos < cos-id >

dscp-cos-map default

dscp-id dscp 1, HUEJLHIN 0~63
cos-id cos {H, HUHYEFEN 0~7

BRAETENL T, dscp 0~63 ki | cos 0

QoS Tt & fi =,

Zdn 2 H TG E dscp F) cos ML O &, FARB BIMEAN AL 2454 cos F| queue
B G 2R

NTHERCE dscp 5 WEFE] cos 2 BT

Switch (config)# qos
Switch (config/qos)# dscp—cos—map dscp & cos 2

Switch (config/qos) #

e g

show qos dscp-cos-map % dscp 5 cos KWL} 5% 5
cos-queue-map W'H cos 5 queue HIMLEIC R
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12.3 port-cos-map

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

[ 4]

ERLED

Bic B N port 5 cos MWL % R . %A 211 default TE 20K 2 NERUCIRES
port-cos-map port < port-no > cos < cos-id >

port-cos-map default

port-no NEbARES
cos-id cos {H, HUHYEFEN 0~7

BRI LT A S A 21 cos 0

QoS Tt & fi =,

Zam A HTECEAN D port 2 cos HIBREfFR,  E AR 2IWEAS LSk 45
queue [FJ L &

N AR E port 5 % cos 2 M+

Switch (config)# qos
Switch (config/qos)# port—cos—map port & cos 2
Switch (config/qos) #

cos #|

i E{iba
show qos port-cos-map 1A port 5 cos FIMLE ¢ &R
cos-queue-map W'H cos 5 queue HIMLEIC R
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12.4 queue-mode

(%]

[SRERCE]

[y &0

(QEEEERSS

[FCE 2541

A

[AH A

N
e

[FE3i]

e B YA LA

queue-mode { sp | rr | wrr wrr-weight queue0 <weight0> queue1 <weight1>
queue2 <weight2> queue3 <weight3> queued <weight4> queue5 <weight5>
queueb <weight6> queue? <weight7>}

ZH fiiik

sp FER R A, e queue? BAA B EIL B
rr Fe I AR

wrr T e i B2 A=

weight0 o\ 0 i B BCEE, JEH Dy 0~127

BRA RN 9 R U A

QoS M & izt

A FH 12 2 Y B % BB 8] A T AR 5

T A BRI BT«

Switch(config)# qos
Switch(config/qos)# queue—mode wrr wrr-weight queueO 7 queuel 2 queue2 3 queue3 4
queued 5 queued 6 queueb 7 queue? &

Switch (config/qos) #
show gqos queue-mode-wrr-weight BEIFEBEA DL A ERE
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12.5

(S 8i]]

(S E ]

[ &

remark-rule

AR 2 VEFC I8 B ARSI o %21 no TN BR AR R o

remark-rule <rule-no> {all-ge | port <port-no> <port-no>...} {cos-mapped <cos-
id> | pri-mark <pri> } { always-match | equal-match {sa-mac <mac-addr> | da-
mac <mac-addr> | sa-ip <ip-addr> | da-ip <ip-addr> | ether-type <type> | ip-type
<protocol> | ether-pri <pri> | vlan-id <vid> | ipv4-tos-dscp <dscp> | ipv6-
precedence <dscp> | l4-dest-port </4-port-no> | 14-source-port < /4-port-no >} }

no remark-rule { number <rule-no> | port <port-no> <port-no> ...}

28 ik

rule-no S0, BUETEHRDy 1~32

port-no gt 1, K2 SR S FH £ A AR 6 N 1 3 1

cos-mapped Wi #] cos, FEH cos 5 queue MRS I Z Ak T i 20
AN BAFI

pri-mark FEFriC AT 8021p priority (IME

always-match Ny Sl

equal-match DT e 2 AR 5 — T3

mac-addr J5EECH (1 mac Hidik

ip-addr PR H 1 ip Hidik

ether-type PUA SRR, 40 ip/ ipv6 /arp /rarp ..

ip-type ip PMEAL, i1 icmp / tep /udp..

ether-pri 8021q vlan tag "' [{] priority 14

vid vlan id, HUEEHE 1~4094

dscp lpv4 5% ipv6 11 dscp 18

|4-port-no VY 23 145, 4 tep/udp H YR/ B E PGS

QoS fit B 1
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(e T

[Fc & 25 41]

(KA 2]

(&3]

A8 FH 12 i 7T LUAR I AN [ U BERE LR A R SR S BUANTRD cos,  BETT FRARYE cos A1
queue BAFI ARG O FCRAS A L BUAS R BASY, ] DL E AR LB 1 priority
fE.

TR N 3 YR ip N 192. 168. 2. 10 B priority BEARICHA 3 1] 1

Switch (config)# qos
Switch (config/qos)# remark-rule I port & pri-mark 3 equal-match sa—ip 792 168. 2. 10
Switch (config/qos) #

i it
show qos remark-rule A AR
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12.6

(%]

[SRERCE]

[y &5

(QEEEERSS

[P & 24 41]

[FE3i]

show qos

HFE qos ML B[S B

show qos [ 8021p-cos-map | dscp-cos-map | port-cos-map | queue-mode-wrr-
weight | remark-rule { number <rule-no> | port <port-no> <port-no> ...} ]

ZH

ik

8021p-cos-map

1% cos 5 queue ARG & &R

dscp-cos-map

% dscp 5 cos ML 5¢ &R

port-cos-map

& Ui 5 cos MRS K &R

queue-mode-wrr-
weight

BRI AU A EEH R A

remark-rule

A EARC

pH

EELL

fEZ A S BE R E RN SYI IR AR LR AR LA

FHAEE cos 5 queue B R R

Switch#

Switch# show qos 8021p—cos—map

cos map to queue :

cos id| 01234567

queue| 01234567

Switch#
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13 MAC Hbht

13.1

[ 2% ]

[SRERCE]

[y &5

(QEEEERSD |

[FCE 2541

CEESid

QENLE

clear mac-address-table dynamic

TRERshA L.

clear mac-address-table dynamic [ address mac-addr] [ interface interface-id ]
[ vlan vian-id ]

ZH ik
dynamic TEERFTE &Sk
address mac-addr TE e B B AL,

interface interface-id | 15545 & D PTG sh AL

vlan vlan-id TE TR E VLAN HAT A shaS .
dynamic TEER AT A shAsHuLE
FERURSE K

AJ LLf# F show mac-address-table dynamic #4255 B sh AR A&

MR, BRI B bk

Switch#

Switch# clear mac—address—table dynamic

ikt ik

show mac-address—table dynamic BIREIAHIERE R .
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13.2 mac-address-learning

We B o I HUhE 52 2 BE AT O o A AZ A2 1 no UK 5% P S 11 sk 2 51
mac-address-learning

no mac-address-learning

(%iiﬁﬁﬁﬁﬁ] égiﬁ ﬁ%fﬁ

[ShElcE] IR .

[ A1) #OEA range 20 E .

[AESY ARAEH R 2R O FOCH MAC Hihik2% 2] fe 7y, JGRMIHbhE % =] Be 77 m F AN R
Mo B Z2TIHE .

QU110 I T i 1 P S i e W s e

Switch# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# no mac—address—learning

SIS B = fiid
Crasml -
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13.3 mac-address dynamic-limit

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

(GEPSTiRS

(P53 ]

i € o I B2 S BR 1. 0:48 162725 BRIA 8191,

mac-address dynamic-limit {[ < 0-8797 > | default] }

ZH i3

<0-8191> Max learn number,see 0 will disable learning
default Default learning number

A 8191

2 O R0 range 2 /M2 CTRC B A

MAC ik > R, BRI oK RE

MR E], BB ik STBR D 8-

Switch# configure
Switch(config)# interface gigabitethernet 1
Switch (config-if-gigabitEthernetl)# mac-address dynamic-limit 8

2

ik ik
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13.4 mac-address-table aging-time

[ 247 ]

[SRERCE]

[ 1]

| QEOEEEERSD

[P & 24 41]

GEESid

QRN

BEANA LA TA] . (8 24 1 no R TR 12 0 B KR AR fEL o

mac-address-table aging-time seconds

SH ik

seconds AL AL TR, DU 2. (45 90 B A R
B 19 300 .

& RS,

1§ Fl show mac-address-table aging-time fir 4 A H X .

{# il show mac-address-table dynamic #ir & & & )& HhEE .

k2R E

Switch# mac-address—table aging—time 150

e i
show mac-address-table aging-time SRR A ]
show mac-address-table dynamic SoRE S RE .
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13.5 mac-address-table filtering

(%]

[ E ]

[ ]

(QEEEERS

[P 2541 ]

[ 4]

CE L ENE . A % B no BT BRI bk .

mac-address-table filtering mac-address vlan vian-id [ source | destination |
both ]

clear mac-address-table filtering mac-address vlan vian-id

mac-address e .

vlan vlan-id VLAN ID, i ] e ¥ 4% 1R

source DURHEIE MAC HihERE TR g€ . BP HUE 8 B2 1) VLAN H
eI
MAC Hiutil o4 T BEE ) MAC kil i) et ot -

destination ORHE H ) MAC #EATId . B Rl JE M BE ) VLAN Hh
YeE H i
MAC Hidi 9 T € 1) MAC ik (1 i ot

both P8 5 H I MAC #8347 6

SR B B E AR L

HECER, WATEE source B destination, %M€ 1) VLAN 32502 (R £ s i i)
T MAC HuhlEB% H 19 MAC Rk A BT i e 1Y MAC Hithibis,  #0 gt 3

4 R e B AR

iR B AR HbE . {3 ] show mac-address-table filtering iy 4 25 & i ik
WH.

k=N /IE

Switch# mac—address—table filtering 00:d0:£8:00:00:00 vlan 1

iR ik
show mac-address-table filtering Eonid R AIME B
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(QR=RAD|
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13.6 mac-address-table static

WE N ESHE . A Z G210 no IR — AN E S L.
mac-address-table static mac-addr vlan vian-id interface interface-id

clear mac-address-table static { address [ mac-addr] | interface [ interface-id] |
vlan [vian-id] }

(801 | 28 ik
mac-addr T 5E L IO L1 H 1) MAC HBdik
vian-id R E RIUN ME ) VLAN o
interface-id A0 5 o B i3 11 (R] LA 3 1 B AggregatePort).

[SEicE] s B B E AR TR S L.

(o]l eRiCERA.

[EA4ESY  FEmE 3 7 i E A ESitit 00:d0:f8:00:07:3c, %47 VLAN 4 %52 5
H i X AN I, XU A BIHR € 2 1 gigabitethernet 1 I &

[(FCEXEIT Rl

Switch# configure
Switch (config)# mac—address—table static 00:d0:f8:00:07:3c vlan 4 interface
gigabitethernet 1

[Hxm4Y | s ik
show mac-address-table static R ERASHbE .
[FEEHY1 -
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13.7 mac-address-table multicast

WE S . [ Z a2 1 clear IR — N FRas bk,
mac-address-table multicast mac-addr vlan vian-id interface interface-id

clear mac-address-table multicast [address mac-addr] [interface interface-id]
[vlan vian-id]

(801 | 28 ik
mac-addr FRAERTUN ML H 17 MAC Huik
vian-id R E RIUN ME ) VLAN o
interface-id A0 5 o B 3 11 (F] LA 3 1 B AggregatePort).

[GhalcE] 64 % fF W B AT {7 41 # #h bk ( & 01:00:5E:00:00:01. 01:D0:F8:00:00:03.
01:80:C2:00:00:03).

[l 2REER.

[ AR T R T el R B AN 4k 01:00:5€:01:02:03 , 247F VLAN 4 iz 5|
H b g IX ANk B, XA R 2R 42 1 gigabitethernet 1 1

[FCEZBI]  FilEspl:

Switch# configure
Switch (config)# mac—address—table multicast 01:00:5e:01:02:03 vlan 4 interface
gigabitethernet 1

[Hm4) | s A
show mac-address-table multicast R L
[F&E3HY1 -
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13.8

(%]

[SRERCE]

[ 1]

QLK

[FCE 2541

GEESid

QI

clear mac-address-table static

TREREE OER S

clear mac-address-table static { [ address mac-addr] | [ interface interface-id] |
vlan [ vian-id ]}

ZH ik
static TERTA S L.
address mac-addr B BRREE I ER S Hu AL

interface interface-id | JERR T8 E B O AT A Sr AL,

vlan vlan-id B8 E VLAN [ PTG s Al

F2 ORC B AR range 282 DEC B L

A LL{$ B show mac-address-table static #ir & & AN SR N2 .

RN E

Switch# configure
Switch(config)# interface aggregateport 1
Switch (config—if-AggregatePort 1)# clear mac-address—table static

me iR
show mac-address-table static BRSNS RAE B
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13.9 show mac-address-learning

A v ik ) e

show mac-address-learning

(891 | 238 Eiiipuy
[SamcE]l -

| QUiRSE U Sav) B S 2 Ve S v

[(fEHFESY -

(FCE261]1  FiiEasl], Bosim Hiht 22 > 58 7

Switch# configure

Switch(config)# show mac-address-learning

ETESTRS BURTES ik
CFEHMI -
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13.10 show mac-address-table aging-time

[ 2465 ]

[SRERCE]

[y &0

(QEEEERSS

[P & 24 41]

GEESid

QI

BRI LA A .

show mac-address-table aging-time

S fliig

FARUR

N ],  IRBNAS ML A ] .
Switch# show mac-address-table aging-time

Aging time : 150 seconds

N Eitipa
mac-address-table aging-time W B AR L]
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13.11 show mac-address-table count

[ 247 ]

[ E ]

[

| QEOEEEERSD

[FCE 2541

(GIEES

>
&

2]

BN HUAER PRI B e 5 S .

show mac-address-table count [ interface interface-id | vlan vian-id ]

SH ik

Interface interface-id BEOS,

vlan vlan-id VLAN =

FERURE o

show mac-address-table count fi74, HR#E MAC kR ISR Girh R IR ;

show mac-address-table count interface 74, R¥E MAC bk I B £ D Si it
R =

show mac-address-table count vlan 4, R4 MAC HihtF AT & VLAN St 3R

E=ZNE

Switch# show mac-address-table count interface gigabitethernet 1
Dynamic Address Count  : 0

Static Address Count : 0

Filter Address Count :0

Mulcast Address Count  : 3

Total Mac Addresses 13

iRy Eiip
show mac-address-table static WoRER S HbE .
show mac-address-table filtering RIS e L
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show mac-address-table dynamic WoRBENA L .

Cravml -
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13.12 show mac-address-table dynamic

(%]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

(GiPSTiES

(&3]

BN HUAER PRI B e 5 S .

show mac-address-table dynamic [ address mac-addr] [ interface interface-id ]

[ vlan vian-id ]

ZH Eif)

mac-addr it & RTINS H (1 MAC Hidil .

vlan-id 72 RIS L HT VLAN.

interface-id A0 5 o B i3 11 (R] LA 3 1 B AggregatePort).

R BN ERER .

FERURRE

k=2 N/E

Switch# show mac-address-table dynamic

Vlan MAC Address

Type Interface

1 00:0C:1B:0E:01:1B  DYNAMIC gigabitEthernet 8

5
e

ik
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13.13 show mac-address-table filtering

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(CEPSTiRS

Q)

I eI AE B

show mac-address-table filtering [ address mac-addr] [ vlan vian-id ]

S8 Eiiipuy

mac-addr Fa e LI R H I MAC k.
vlan-id 8 & R IO T VLAN.
RS

N TH A1«

Switch# show mac-address-table filtering

Vlan MAC Address Type Interface

100:00:22:22:22:22 SRC-FILTER

4 iR
mac-address-table filtering W B b
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13.14 show mac-address-table interface

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GiPSTiRS

(&N

WoRTRE R O SRR LS S (B sEE, §Sihh .

show mac-address-table [ interface gigabitethernet interface-id ] [ vlan vian-id ]

ZH ik

interface-id 5 5 3 0 (T LA 33 11 5 AggregatePort).
vlan-id T3 € R IO S 7 VLAN .

FrBUE

IR ZN IR

Switch# show mac-address-table interface gigabitethernet 1

Vlan MAC Address Type Interface

1 00:d0:f8:00:10:01 STATIC gigabitethernet 1
1 00:d0:f8:00:10:02 STATIC gigabitethernet 1
1 00:d0:f8:00:10:03 STATIC gigabitethernet 1
1 00:d0:f8:00:10:04 STATIC gigabitethernet 1

e EiiTpa

show mac-address-table static TR L
show mac-address-table filtering RIS e L
show mac-address-table dynamic BonEhAsHE.
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13.15 show mac-address-table static

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GIEES

EN
&

>1

QI

BoRiE S

show mac-address-table static [ interface inferface-id ][ vlan vian-id ]

28 ik

mac-addr FRE RO R H ) MAC Hidik.

vlan-id T 58 LIV 1) VLAN

interface-id A0 5 9% 3] (3 1 (AT LA 4 3 1 5 AggregatePort).
AU

RN E

Switch# show mac-address-table static

Vlan MAC Address Type Interface

1 00:E0:4C:00:00:00 STATIC Management
me Eiip
show mac-address-table static WRFRAHbE
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14 SNMP & RMON

14.1

[ 2% ]

[EERcE]

[ 1]

(QEEEERSD |

[FCE 2 41]

(GIEPS

=
4

&1

(P& ]

enable service snmp-agent

JHR B SNMP RELTRE. %A no I UBE#k SNMP {RELT)RE

enable service snmp-agent

no enable service snmp-agent

ZH ik

FRATHOT, KM SNMP ARFLT)RE .

4 R e B AR A

Zfn Q2RI A B i) SNMP ARELTIfE .

N ARTT S SNMP AREE D RE K11

Switch(config)# enable service snmp—agent

Switch (config) #
iR e
show snmp & SNMP Bt & (5 &
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14.2

[ 247 ]

[SRERCE]

[ &40

QLK

[FCE 2 41]

[ 4]

ERIED

snmp-server community

i & SNMP BUA U 0745 . %21 no JE IR & SNMP FHA 115 0] 745 o
snmp-server community string { ro | rw}

no snmp-server community string

string FRZRFE, H24T NMS Rl SNMP AREE . (8] ff1 I8 (5 %05
ro ¥85E NMS (SNMP 41 % MIB 485 W g, AHeBk
rw NMS %} MIB ()45 & Al 32 7] 5

4 JR e B AR

Zin U — 2k BIR L FOF R E T iZBIAR) BN, £/ SNMPv1. SNMPv2 55 #% 3t
frigesns, AR AR

N AR —254 8 public [R5 B4
Switch(config)# snmp—server community public rw

Switch (config) #

e ik

show snmp community SoREARE R
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14.3

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

QI

snmp-server view

S In—2% SNMP B £ 7K. 1% 41 no JE UM R i 4 FR

snmp-server view view-name

Nno snmp-server view view-name

S E1:3%
view-name ME 4.
o

4 R e B A

Wz A ORI — &M E 5, BARPEIU S snmp-server view-rule it &
T AR I — 2 B 44 1T

Switch(config)# snmp—server view v/

Switch (config) #

iy ik

show snmp view 5 SNMP i E L & 15 5
snmp-server view-rule AR D)
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14.4

(%]

[ E ]

[y &0

(QEEEERSS

[P & 24 41]

(GiPSTiRS

[ £ 599

snmp-server view-rule

e B B R R Fo v AR O 28 MIB X RV ] o i 2 1) no 22 2 B3ox AR

snmp-server view-rule view-name { included | excluded } oid oid-tree [ mask oid-

mask ]

no snmp-server view-rule view-name { included | excluded } oid oid-tree

ZH ik

view-name LI 44

include PrB1iZ MIB Xt & 7 Bt S AL E 2 Y

exclude PREIIZ MIB X G5 B HRRR AE AL & 2 A

oid-tree MERER MIB X R, 2R MIB T4&
oid-mask MIB OID ##4

4 R e B AR

1% 2 ] DASE ] S VR B AR 117 R R EE MIB X 42

ARG E AL v RO A MIB-2 4K

Switch(config)# snmp-server view-rule vl included oid 1.3.6.1

Switch (config) #

e EiiTpa

show snmp view A SNMP LB E (5 5
snmp-server view IALE 44
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14.5

(%]

[ E ]

[y &0

(QEEEERSS

[P & 24 41]

(GiPSTiRS

QI

snmp-server group

BE SNMP HI/ 4. %2 no JE UM BRI 4.

snmp-server group groupname security-level {auth | noauth | priv} read-view

view-name write-view view-name notify-view view-name

no snmp-server group groupname

ZH ik

groupname a4

auth LB P A RV S S I B A AR
noauth A AR T S A TR IR AN TR AR
priv TR P AR a9 B T LRI [R] I A i 1 R e AR
view-name RIRIAL B4

4 R e B AR

I —s A, BB I E K5 AR SRER AL o

RGN 2R P AL BT

Switch (config)# snmp—server group g/ security—level auth read-view v/ write—view v/

notify-view v/

Switch (config) #

e EiiTpa

show snmp group A SNMP F /4L &
snmp-server view I E 4
snmp-server view-rule e B A R
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14.6 snmp-server user

B E SNMP HI/ . izar 2 no 2RI -

snmp-server user username { auth {md5 | sha} auth-password priv {aes | des}
priv-password | authnopriv {md5 | sha} auth-password | noauthnopriv } group
groupname

Nno snmp-server user username

(%] | 2% Eif
username M4
auth i ELIR IR HLEHE 2 % 1)
authnopriv e B UEH BE A n#
noauthnopriv AN BEAIE B AR AN N %
md5 F5 5 48 MD5 A GER L
sha 5 f# ] SHA IAIE 7Y
auth-password INEZERY
aes e fiF AES Iz bl
des e &£ FH DES Jin#s il
priv-password s i hg
groupname H 44

[BEBcE]l

[l eRECERN

| QEdaEEERS: WIn—ANH P T P GIE L K in 2 5 5, SRR E TR A, ZH PR T
SNMPV3 %4,

[FCE2E1]  FHEZRM—A SNMPv3 HI/7, A MD5 AGIE, A NS r il 1

Switch(config)# snmp—server user ul authnopriv md5 1234567890 group gl
Switch (config) #
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[HHXm21 | @e iR
show snmp user &E SNMP H P ML EE R
snmp-server group BE SNMP f 41
[-Fauml -
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14.7

(4]

[EREACE ]

[ 5]

QESEEEERSD

[ & 25410

(CEPSiRS

QI

snmp-server host

o RIEBEBEE B SNMP 8L (NMS) . iZ A4 1 no UL 6 2 11 SNMP 4L,
snmp-server host < A.B.C.D > traps version { v1 | v2c | v3 username }

no snmp-server host <A.B.C.D > traps version { v1 | v2c | v3 username }

ZH ik

<A.B.C.D> SNMP FEHL ipv4 ik
vi [v2c | v3 SNMP Jii 4
username SNMPV3 44

4 R e B A

AL E 2 AN SNMP ML T4 S Fa BFE B o Al Be B S IR0 A e o 1 )
Linkup/LinkDown, ¥ #%[1] cold-start (FHiE j5) /warm-start (FE)5) , Ll RMON
T B ) o D SE ki B .

FHERARI % SNWP FHL, BB B ) -

Switch (config)# snmp—server host 192. 168. 2. 10 traps version vZc

Switch (config) #

i ik

show snmp host i SNMP EHLEE (5 R
snmp-server user % E SNMP [/

rmon event & X RMON Z4f
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14.8

(%]

[SRERCE]

[y &0

(QEEEERSD |

[FCE 2541

show snmp

#& SNMP [fic B 15 S .

show snmp [ community | view | group | user | host ]

ZH i
community o AE(E S
view ERENE S
group oA AEE R
user BaRHPER
host BRENEER
R

i HZ a2 LA E SNMP HCH B (S 5

T A Sk SNMP P B 4511

Switch# show snmp
SNMP: Enable

Switch# show snmp view
View Name: vl

Switch# show snmp group
groupname: gl
securityLevel: authNoPriv
readview: vl

writeview: vl

notifyview: vl

Switch# show snmp user
User name: ul

Security level: authNoPriv
Auth protocol: MD5

Priv protocol:

Group—name: gl

Switch# show snmp host
Notification host: 192.168. 2. 10
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(KA 2]

QR

udp—port: 162

type: trap

user:

security model: v2c

Switch#
e iR
enable service snmp-agent FF A % £ SNMP R FLThfE

snmp-server community

FE SNMP A 77 Al 54

snmp-server view WAL E 4
snmp-server view-rule B AL B FU
snmp-server group WHE SNMP f 41
snmp-server user % & SNMP i/

snmp-server host

1852 KB BEBHE B ) SNMP £ 4L
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14.9

[ 247 ]

[SRERCE]

[ &40

QLK

[FCE 25 41]

(GIEPS

5
>

21

(&3]

rmon statistics

WE A DR M O g v 5l . % ar 409 no JECHUH 4%
rmon statistics index interface owner ownername

no rmon statistics index

¥ ik

index SZitE BRI ES S, BUEEEAN 1~65535
interface LS T PR 5 g 1

ownername YEE RO H, ownername A 1~30 NG 15
4 R e B AR

i & VB SEH HET05

T e A DIOK R 1 4 (1

Switch(config)# rmon statistics 7 4 owner xmh
add statistics entry successfully.

Switch (config)#
(g g
show rmon statistics BESITRER
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14.10 rmon event

[ 247 ]

[ E ]

[ ]

(QEEEERSS

[P & 24 41]

A

N
e

[AH A

[FE3i]

& LA, 1Zar 21 no B UM BRiZ AT
rmon event number description {trap | log | trap&log | none} owner ownername

no rmon event number

SH Hiik
number FARIOE I, BTG 1~65535

trap Trap B, il T, A%2 k% Trap i A
log AESr, SHERaRN, RS0k &
trap&log SRR, [N E S AR trap 6

none RN, M

ownername BB RO, ownemame g 1~30 1 i1 £
S AR

i 2 SCRAT RIS, 1 sRF AR T 2

N ARG EF AT

Switch(config)# rmon event 1 description BroadcastPkts too much trap owner xmh
add event entry successfully

Switch (config)#
me ik
show rmon event BEHENRER




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

14.11 rmon alarm

(%]

(S E ]

[y &

| QEOEEiERCH

TN — SR M . %A no TE AU %

rmon alarm number statistics-item statistics-index interval {absolute | delta} rising-
threshold value event-number falling-threshold value event-number owner

ownername

no ip dhcp snooping trust

S ik
number HERIMR S, HMETEHR Y 1~65535

statistics-item

5 R =S
6:BroadcastPkts;
9:UndersizePkts; 10:0versizePkts;
12:Jabbers; 13:Collisions;
15:Pkts65t01270Octets;
17:Pkts256t05110ctets;
19:Pkts1024t015180ctets

4:0Octets; 5:Pkts;
8:CRCAlignErrors;
11:Fragments;
14:Pkts64Octets;
16:Pkts128t02550ctets;
18:Pkts512to10230ctets;

: 3:DropEvents;
7:MulticastPkts;

statistic-index

BEGU NGRS S, ROEgH R S

interval KA (EJ R 8], HUE VO Y 5~65535, HA AR

absolute KRG LASERAT,  RIRAE I 8] BE I B S & 1)
{IE1

delta KRB AAAE KA, BIRAE I 8] 25A I S H ) R AR B e

SRAF TE] R A R A2 A

rising-threshold value | & I[R 4
falling-threshold value | % & R ZS%H

event-number

EFRSNRRIE BT, 25 B R S5

ownername

WERIAEE, ownername 4 1~30 MNEFF 1 F4F 5

4Rl B AR

Ay

Zfr A B4 rmon statistics il rmon event 774

B

R 58 O i 1 A 4 T R T 7 i
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[Fc & 25 41]

(KA 2]

QRN

A R E 1

Switch(config)# rmon alarm 1 6 1 30 delta rising—threshold 300 1 falling—threshold 10 1
owner xmh

add alarm entry successfully.

Switch (config) #

e iR

show rmon alarm BEHERER

rmon statistics

BEE IS LR R O ge AL

rmon event

& XA EAF
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14.12 rmon history

[ 247 ]

[ E ]

[ ]

(QEEEERSD |

[FCE 2541

5
4

CiEPSiRSd |

[FE3i]

R FA PR ML D A5 2.z B no A BUHIE 3%

rmon history index interface buckets-number interval owner ownername

no rmon history index

ZH Hiik
index 3 S R 2 5] 5, UE G y 1~65535
interface EERE PN EEARES)

buckets-number

VB D AR RIS N T s RS, B R WA
fids, HUETEEA 1~65535

interval BEEGU AW, ALY 5~3600, HALNED
ownername WHERIGEE, ownername A 1~30 7R 1) 7
4 Rl E AR

Wiz, WU S Ge i D P s A, FE D S OR AR

R A DK s 11 4 B s A B 5]

Switch(config)# rmon history 1 4 10 20 owner xmh
add history entry successfully

Switch (config) #
i g
show rmon history BEHREER
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14.13 show rmon statistics

BRGIHRE R

show rmon statistics

(8591 | 28 Eiiipuy
[(SEmcE]l -

[l REEK

[fEMTE 7 -

[(FCE261]1  FlRERg RG] T

Switch(config)# show rmon statistics
|Index |Port |Owner |Status

1 4 xmh Active

The total number: 1

Switch (config) #
(M4l | s ik
rmon statistics - RAEGE S W N s ANES N -y

Cram -
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14.14 show rmon event

wRHEFRILERS L.

show rmon event

(8591 | 28 Eitipay
[(SEmcE]l -

[l REEK

[fEMTE 7 -

[FCE2p1] RS ERE AT

Switch(config)# show rmon event

|Index |Description |Event Type |Event Last Trigger Time
| Owner |Status
1 BroadcastPkts too much snmptrap 2000-01-01 01:57:39
xmh Active
The total number: 1
Switch (config) #
[HHXmL]1 | we iR
rmon event E X —NH A

GREL) I
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14.15 show rmon alarm

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GEPS

5
&
[

[“F&UiiH]

TR

show rmon alarm

4 R e B AR A

R SR B RAE R T

Switch (config)# show rmon alarm

|Index |Interval(Sec) |StaticItem |PortIndex |SampType |CurSampValue |RisThresh

|FalThresh |RisEventIndex |FalEventIndex |Owner [Status
1 30 (6) BroadcastPkts 1 delta 0 300 10
1 1 xmh Active

The total number: 1
Switch (config) #

»

TR

rmon alarm

ik

Y I S ECATE



VS5326G/VS5326GP # 53z #ehl 47 Ft

14.16 show rmon history

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GIEPS

=
4

&1

GRELID

W PR

show rmon history

2R B R

A SR P SR AE R BT

Switch (config)# show rmon history

|Index |Port |Buckets Requested |Buckets Granted | Interval (Sec) |Owner
|Status

1 4 10 10 20 xmh
Active

The total number:

N Eitipa
rmon history e MV NEEEARTHIE LS,
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15 R HE

15.1

(8]

[SRERCE]

[y &40

(3R =

[P & 24 41]

(KA 4]

(P& ]

logging on

JFEN RS H SR % H) no IR R R G H &
logging on

no logging on

ZH ik

2 HEI A

&Rl B,

Zan TR RS H EIRE.

NHEEIE RS H ERE:

Switch#ficonfig

Switch(config)# logging on

Switch (config) #

e i

show logging BRAGHERERFE
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15.2

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GiPSTiRS

(QRESNVEED

show logging

BRRGHERERFR

show logging

FEBURRE

BRAGHERERER

AR snmp AR S5 AR HCEAS 2 BT

Switch (config) #
Switch (config)# show logging
Syslog logging: enabled

Console logging: level debugging, 301 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15

Log Buffer (Total 4096 Bytes) :
*0ct 24 18:54:28: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
*0ct 24 18:54:29: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:35: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
Switch (config)#

i it
logging on A R4t H £ Re
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15.3

[ 247 ]

[SRERCE]

[ &40

| QEOEEEERSD

[FCE 2541

(GiPSTiES

logging console

Mo E H &R RG22 no B 28 1 H B f 26 5 .
logging console /oglevel

no logging console

2 ik
loglevel B S H B R
disable

loglevel: debugging(7)

£ R fic B AR

BeEIT R 0 & 2kl &, JFRC B HEE%, S4mTizH 85

.

S H S

H &S WA, FUAMF,

THZRE HEH 3 console, HEZEZN debugging M1

Switch (config) #
Switch(config)# logging console debugging
Switch(config)# show logging
Syslog logging: enabled
Console logging: level debugging, 301 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 301 messages logged
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence—number log messages: disable
Sysname log messages: disable
Trap logging: level informational, 281 message lines logged, 0 fail
logging to 192.168. 1. 15
Log Buffer (Total 4096 Bytes):

*#0ct 24 18:54:28: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26.59)
*0ct 24 18:54:29: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:35: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)

Switch (config)#

iisee ik
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logging on THE R4t HE DR

(&3]
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15.4 logging buffered

M E H &5 R X . %21 no LUK A5 L H B B2z b X .
logging buffered buffersize loglevel

no snmp-server host ijp-address traps version ver-type username-string

(5] | %8 i3
buffersize ZEMIX KN,

HUfE: 4096-131072

loglevel HESHR

[#h4flcE]  enable
loglevel: debugging(7)

[ o] 2REERK

[T BECEHSRERIZENX . DO, f HEEHR

(MBI FEEACEH S5 R Zm X, K 4096, HEZEL debugging HIBIT

Switch#ficonfig
Switch(config)# logging buffered 4096 debugging
Switch(config)# show logging
Syslog logging: enabled

Console logging: level debugging, 301 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15

Log Buffer (Total 4096 Bytes) :
*0ct 24 18:54:28: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:29: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
#0ct 24 18:54:35: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)

Switch (config)#
[FHxm2Y | wd ik
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logging on THE R4t HE DR

(&3]
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15.5

(%]

[SRERCE]

[ &40

[fEMTE 7

[FCE 2 41]

(GiPSTiRS

logging monitor

BeE H A A 2] vty. Zar 1 no JEUR AR IR H B 2 vty

logging monitor /oglevel

no logging monitor

loglevel HL 25
enable

-oglevel: debugging(7)

4 JRy i B AR

i # H & 2] vty fnt HESSER

TS HEmEB R vty, HEZZ debugging M%)+

Switch#iconfig

Switch(config)# logging monitor debugging

Switch(config)# show logging
Syslog logging: enabled

Console logging: level debugging

301 messages logged

Monitor logging: level debugging, O messages logged

Buffer logging: level debugging,

301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168.1. 15
Log Buffer (Total 4096 Bytes) :
*0ct 24 18:54:28: %SYS—-5-CONFIG I:
*0ct 24 18:54:29: %SYS—-5-CONFIG I:
*0ct 24 18:54:35: %SYS—-5-CONFIG I:
Switch(config) #

iiste

logging on

Configured from console by web(172. 16. 26. 59)
Configured from console by web (172. 16. 26. 59)
Configured from console by web(172. 16. 26. 59)

ik
TR &40 E3se
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15.6 logging file

HoE H &t ) flash. %4 1) no 0K ZE I H St 21 flash.

logging file filename maxfilesize loglevel

no logging file
(5] | %8 i3

filename 1i4ig7E flash BRI HESCHES

maxfilesize H &SR KN
HfE: 131072-512000
Hf7: Byte
g fE: 131072

loglevel HESHR

[B4AcE])Y  disable

loglevel: informational(6)

[ R(]  &RECERN

[HES]  AEHERHE flash. HESXHERD, fihHESR

[AcExH] T2l ®E HEmE P flash, HE XML N switch, KK 131072, HEHR
informational HIT:

Switch#config
Switch(config)# logging file switch 131072 informational
Switch(config)# show logging
Syslog logging: enabled
Console logging: level debugging, 301 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 301 messages logged
File logging: level informational, 8 messages logged
File name: switch. txt, size 128 Kbytes, have written 1 file
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence—number log messages: disable
Sysname log messages: disable
Trap logging: level informational, 281 message lines logged, 0 fail
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€IESES
G L)

logging to 192.168. 1. 15
Log Buffer (Total 4096 Bytes):
*0ct 24 18:54:28: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
*#0ct 24 18:54:29: %SYS-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:35: %SYS—5—-CONFIG I: Configured from console by web (172. 16. 26. 59)
Switch (config) #

e it
logging on A R4 HE ke
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15.7

[ 24 ]

[SRERCE]

[y &40

| QEOEEEERSD

[FCE 2541

(GiPSTiRS

logging server

Mo & HE MRS ip. Zam 1 no LK MR H SRS 4% ip.
logging server ipaddr
no logging server ipaddr

logging ipaddr

28 ik
ipaddr H E RS54 ip ik
4Rl E AR

M B H S RS54 ip bk

L B EMRS BN 1A

T RECE HE RS stk g 192. 168. 1. 15 [

Switch#config
Switch(config)# logging server 192.168. 1. 15
Switch(config)# show logging
Syslog logging: enabled

Console logging: level debugging, 301 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15

Log Buffer (Total 4096 Bytes) :
*0ct 24 18:54:28: %SYS-5-CONFIG I: Configured from console by web (172. 16. 26. 59)
*0ct 24 18:54:29: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:35: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
Switch (config)#

iigee i

=
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logging on THE R4t HE DR
logging ipaddr 5 AEH—FE, ME SRS ip Hilik

CF 8]
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15.8 logging trap

Mo E H &5 2 H EMRS A% Zar 20 no JE2UR 48 1L H Bt 2 H B IRSS 4%
logging trap /oglevel
no logging trap

(8] | 24 i34
loglevel HL 25

[E4ACE]Y  enable

loglevel: informational(6)

[l 2REERK

[fEHFESY  BCE N &% HERSE. Ml HES5ER

[(HCEXE]  THEREH M S HERS S, HEES informational HIf]T

Switch#config
Switch(config)# logging trap informational
Switch(config)# show logging
Syslog logging: enabled

Console logging: level debugging, 301 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15

Log Buffer (Total 4096 Bytes):
*0ct 24 18:54:28: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
*0ct 24 18:54:29: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:35: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)

Switch (config)#
(CiEPSiiac s it
logging on A R4t H £ Re
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15.9 logging source

Fe B H MRS ip itk 2487410 no ORI ERVE ip Hudik
logging source ip ipaddr

no logging source ip

(8] | 24 i34
ipaddr P8 ip Huhk
[BRAE] -

(iK1  &RECERN

[T W B H G R 55 43 ip it

ZTELE ip Ak R A A, WAL B BRIAE O 4Y ip Hedk,

[FCE261] TS HERSSE ip #ibky 192. 168. 1. 2 19411

Switch#config
Switch(config)# logging source ip 192.168. 1.2
Switch(config)# show logging
Syslog logging: enabled

Console logging: level debugging, 301 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15

Log Buffer (Total 4096 Bytes) :
*0ct 24 18:54:28: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
*0ct 24 18:54:29: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
#0ct 24 18:54:35: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)

Switch (config)#
(PSR B EiiTpa
logging on A R4t H £ Re
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15.10 logging facility

MeE HEWRE. Zar 21 no JEAURHAE FBRA B a5 1B
logging facility facilityvalue
no logging facility

(4] | 28 P
facilityvalue W E

[E4BcE])Y  -local7

[l 2REERX

(QETREESD I W= A S Ve s & L

[(HeE2p1]1 TR E H & ER AN local KI5

Switch#config
Switch(config)# logging facility local7?
Switch(config)# show logging
Syslog logging: enabled

Console logging: level debugging, 301 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 301 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15

Log Buffer (Total 4096 Bytes) :
*0ct 24 18:54:28: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)
*0ct 24 18:54:29: %SYS—-5-CONFIG I: Configured from console by web(172. 16. 26. 59)
*0ct 24 18:54:35: %SYS—5-CONFIG I: Configured from console by web (172. 16. 26. 59)

Switch (config)#
(CiEPSiiac IS it
logging on A R4t HE D Re

[rewml -



VS5326G/VS5326GP # 53z #ehl 47 Ft

15.11 service sequence-numbers

(%]

[SERcE]

[ 1]

[fEMTE 7

[P & 24 41]

CEESid

(QRESNVEED

B HEHEPEEFIT. ZaS i no B LB EHEFFIS.

service sequence-numbers

no service sequence-numbers

ZH Eiiipuy

disable

4 R B AR A

B HEHEPEEFSS

TR E HEEE P eE RS R

Switch#ficonfig
Switch(config)# service sequence—numbers
Switch(config)# show logging
Syslog logging: enabled
Console logging: level debugging, 301 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 301 messages logged
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence—number log messages: enable
Sysname log messages: disable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15
Log Buffer (Total 4096 Bytes):

000033: Oct 24 09:45:30 %PORTMANAGE-5-UPDOWN: Port 3, changed state to up

Switch (config)#
i iR
logging on A R4 H & Re
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15.12 service timestamps

(%]

[SRERCE]

[ ]

(3R =

[P & 24 41]

(GiPSTiES

Mo HEH S PRSI a#. Zar4 00 no Uk &3 B AW S A i a1k

service timestamps /ogtype timetype

no Service timestamps

ZH ik
logtype
timetype I (] 73

Uptime : RGS{THI A

Datetime: ZR 4t [H]

enable

datetime

4 R B AR A

fic B H 2591 B P A A i R R

TR E HE debug R [H/ECN datetime FIH] ¥

Switch#fconfig
Switch(config)# service timestamps debug datetime
Switch(config)# show logging
Syslog logging: enabled
Console logging: level debugging, 301 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 301 messages logged
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence—number log messages: enable
Sysname log messages: enable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168. 1. 15
Log Buffer (Total 4096 Bytes) :

000033: Oct 24 09:45:30 localhost %PORTMANAGE-5-UPDOWN: Port 3, changed state to up

Switch (config)#

iigee ik
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logging on THE R4t HE DR

(&3]
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15.13

(%]

[SERcE]

[ 1]

[fEMTE 7

[P & 24 41]

CEESid

[“F&UiiH]

service sysname

MEHSHETOE RG4. Zml no B ERATHETRRSGAH.
service sysname

no service sysname

disable

4 R B AR A

MEHEHEPEEREH

N RERCE HESHE RS REL BT

Switch#ficonfig
Switch(config)# service sysname
Switch(config)# show logging
Syslog logging: enabled
Console logging: level debugging, 301 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 301 messages logged
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence—number log messages: enable
Sysname log messages: enable
Trap logging: level informational, 281 message lines logged, 0 fail
logging to 192.168. 1. 15
Log Buffer (Total 4096 Bytes):
000033: Oct 24 09:45:30 localhost %PORTMANAGE-5-UPDOWN: Port 3, changed state to up
Switch (config)#

i iR
logging on A R4 H & Re
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15.14 clear logging

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

CEESid

(P& ]

AR IX P H &

clear logging

R

FERG X B H &

N ARG IX A H S

Switch# clear logging
Switch# show logging
Syslog logging: enabled

Console logging: level debugging

301 messages logged

Monitor logging: level debugging, O messages logged
Buffer logging: level debugging, 301 messages logged
Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence—number log messages: enable

Sysname log messages: enable

Trap logging: level informational, 281 message lines logged, 0 fail

logging to 192.168.1.15
Log Buffer (Total 4096 Bytes) :
<empty syslog>
Switch#

AN
fr &>

logging on

A
T8 24 HETh#E
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15.15 terminal monitor

PiC B K H RSSO H 2 24T vty Zan 21 no JE UK OS FH HE H E B S ET vty
termilnal monitor

termilnal no monitor

(241 | 28 fth

&5

[H&CE ]  disable

QRS SaW) RS2 € S

(REMTE T BCECRE H RSSO F 3 280 vty

P A % logging monitor 7 % 4= terminal monitor 7 %X Fl & 7 & i, B &+ 2t
2] L AT vty

(FCEXEIT  FERACER H RSSOt 2 2480 vey 19617

Switch# terminal monitor
000033: Oct 24 09:45:30 localhost %PORTMANAGE-5-UPDOWN: Port 3, changed state to up

Switch#
[HXm2Y | i i

logging on THE #24 HE DR
[rewml -
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15.16 dir

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GEPSTiRS

Q)

ok flash Hr R Sof:
dir

FEBURRE

o flash Fr S04

R 7 Flash TSR T

Switch# dir

node user group size time name

30 admin root 58552 2013-10-24 10:53:35 switch. txt
Switch#

e iR

logging on THE &4 HE DR
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15.17 delete

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(CEPSTiRS

(P53 ]

s flash =i SCAF

delete filename

SR ik
filename P
FEAURE

Mg flash o i ScfE

N AEMER flash I SCHE switch. txt FIH]F:

Switch# delete switch. txt

Delete “switch. txt”

Are you sure? (Y or y for “yes”, N or n for ” no”) y —>user confirmed
File “switch. txt” is deleted

Switch#
fir i
logging on THE &4 HE DR
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15.18 more

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

GiEPST

5
s

21

QL

R flash A SO 2

more filename

SR ik
filename P
FEAURE

R flash A # SO N 5

N AR flash HFHSCAE switch. txt [N 2 FI6 £

Switch# more switch. txt

000229: Oct 22 16:29:14 localhost %PORTMANAGE-5-UPDOWN: Port 3, changed state to down
000230: Oct 22 16:29:29 localhost %PORTMANAGE-5-UPDOWN: Port 2, changed state to up

Switch#
i EiiTpa
logging on A R4t HE T Re
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15.19 debug

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

Q)

FANEE Sap s RIS
debug modname

show debugging

ZH Eiiipu
modname it 44
FERUR

TR e R (3 T 5%

NHZIFE vian B EITRKIF] T

Switch# debug vlan
Switch#show debugging
vlan debugging is on

Switch#
i i)
logging on THE &4t HEDjRe
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16 AAA
16.1 aaa new-model
4 R{iBE AAA LA IR ThAS. %AT A no BN AAA 24 IR % .

aaa new-model

no aaa new-model

(8591 | 238 it

[

[SEicE]  JFE AAA Zafiiss

[l 2REERK

[T a2 alE AAA RS, WERIGEMH] AAA 24 iss, wln U Hl % dr & 1 5E
AAA ZA RS . IR TR AAA,  UFTA T R R AN FTRC B Y .

[FCEXEIT  NHEZAERE AA 2RSS BT

Switch(config)# aaa new-model
Switch (config) #

[Hxm4) | @2 Eiiipu
aaa authentication & X PR 522
[F&E3H1 -
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16.2

[ 247 ]

[ E ]

[ ]

(QEEEERSS

[P 2541 ]

(GiPSTiRS

aaa authentication dot1x

i iZ a2 e B 802.1x FH T MERI %R . % 4n4 (1 no FE 2 KR 802.1x FI 7 AIIE

5553

aaa authentication dot1x { default | /ist-name } method1 [ method?2.. ]

no aaa authentication dot1x { default | /ist-name }

ZH ik

default fEFZZE, WS E W TTEFIREN 802.1x F FHAER
BRAINTT

list-name E LA~ 802.1x F FE T 513K, W LU AR 74

method WZE “local. none. group” ¥kt 72—, —Aik
TRmEH 4T

local i FH A P 44 B0 3E A T UGIE

none ANFEATINIE

group fEH MRS 2T GE, HETSZRF RADIUS A1 TACACS+/k
%aH

4 R B AR

IR A 802.1x A Rgy, F 7t s Zifd 1Y AAA 34T 802.1x F NIRRT« i
FZ i 4 Be B BN BRT 1B K 7775513 H T 802.1x HIJHAGEE.

HAHT AR BCR IR, A B & T (4 75 VR #EAT AR o

N 7R B E X defaul t INIETT %52 SE /] RADTUS % 4 5585 #EATWIE, @R —5E
I BR A W3 RADTUS 24 il 55 4 (2T, U8 P A T P Bt e a3 E AT DAAIE »

Switch(config)# aaa authentication dotlx default group radius local

Switch (config) #
me ik
aaa new-model ) AAA 4IRS
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GRELID

username

SE SCA L P it 12

dot1x

FFJE B 1) 802.1x AIE ThRE

dot1x port-control auto

JFJE 3 _E ) 802.1x WAIE
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16.3

[ 247 ]

[ E ]

[ ]

(QEEEERSS

[P 2541 ]

(GiPSTiRS

aaa authentication enable

i Z A E Enable VWIERIJ7ESIR . 1%dr 21 no MR Enable IER) 7%
IIEE

aaa authentication enable { default | list-name } method1 [method?2..]

no aaa authentication enable { default | /ist-name }

ZH ik

default R ZZE, WS E L TESIRIE N Enable TAIEFIERIA
ik

list-name 5E LA Enable INIERI /75 HI3R, 7] LARAT A =75 5

method WZE “local. none. group” ¥kt 72—, —Aik
TRmEH 4T

local i FH A P 44 B0 3E A T UGIE

none ANFEATINIE

group fEH MRS 2T GE, HETSZRF RADIUS A1 TACACS+/k
%aH

4 JR e B AR

R ¥ 5 B AAA Enable IAIEARSS, F P Stab i AAA E4T Enable PAIEF i .
i FH 1 Z 2 e BB I BRT 3 1Y) 77 12:51 % HT T Enable A

HAHT AR BCR IR, A B & T (4 75 VR #EAT AR o

N 7RG E L AAA Enable BARAIESIR . ZINIE %512 56 H F RADIUS 22445
ZEHEATINIE, W5 —E PRV B RADIUS %24 AR S5 2 N2, UM FH A Hb FH - $dis
JE AT INAIE :

Switch(config)# aaa authentication enable default group radius local

Switch (config)#

2

TR #

=
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aaa new-model ¥ AAA 24> IR 5%
enable Y4 - 255
username 58 A 7 B 2R

(&3]
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16.4 aaa authentication login

[ 247 ]

[ E ]

[ ]

(QEEEERSS

[P 2541 ]

(M4

i ZAar M E Login CEFRED) IERIJTEFIER . %4 no JEAMIBRATER) T 551
E

aaa authentication login { default | list-name } method1 [ method?2.. ]

no aaa authentication login { default | /ist-name }

ZH ik

default R ZZE, WS E L TESIRIE N Enable TAIEFIERIA
ik

list-name 5E X —> Login WAEI 7 iEF13R, o] LURAT /] 245

method WZE “local. none. group” ¥kt 72—, —Aik
TRmEH 4T

local A7 F A i FH P 48 300 AT IR

none ANFEATINIE

group fEH MRS 2T GE, HETSZRF RADIUS A1 TACACS+/k
%aH

4 JR e B AR

ﬁﬂ%h%}jﬁﬁ AAA FRERS, H P e AAA #17 Login AIEWR .
A A B E B R BTk VA8 ZR T Login TAIE .

HAHT AR BCR IR, A B & T (4 75 VR #EAT AR o

T R E CERIN AAA Login IAIESIER « ZIAIE 772513 Jefd F RADIUS %2 4= IR %5
ZEHEATINIE, W5 —E PRV B RADIUS %24 AR S5 2 N2, UM FH A Hb FH - $dis
JE AT INAIE :

Switch(config)# aaa authentication login default group radius local

Switch (config)#

»

ik fif

=
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aaa new-model 13 F AAA %45
username TE AR HLF P s

QRN
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16.5

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

Q)

dda group server

BEN AAA RS FHATCE R 1% AT 21 no T UM R IR 55 #4541
aaa group server {radius | tacacs+} name

no aaa group server {radius | tacacs+} name

S8 Eiiipuy
name R 5% 2 4H R B 44
4 JR i B A

Zm AR E AAA RS a4, B AT HF RADIUS Fil TACACS+AR %5 % 4

R

Switch(config)# aaa group server radius rl
enter radius server group node!

Switch (config-sg-radius)#server 192. 168.2.99
Switch (config-sg-radius)

i EiiTpa
show aaa group B aaa IR A4l




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

16.6

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

(KA 4]

5
>

[FE3i]

server

I AAA I IRSS w4 1% 621 no T UM RS B AR 55 25 -
server ip-addr [ auth-port port ]
no server jp-addr [ auth-port port ]

ZH ik

ip-addr %% %5 ip Huht
port Jik 45 28 IE o 1
TR R E

IR 55 o 4L i B A =X

AEARE AR SS & PR IR 55 4%, ANHE R i 1 IR A BRI

k=2 N/IE

Switch(config)# aaa group server radius rl
enter radius server group node!

Switch (config—-sg-radius)#server 192. 168. 2. 99
Switch (config-sg-radius)

N E{iba
aaa group server il & aaa Hiss4s
show aaa group BN aaa IR A4
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16.7

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

(GEPSTiRS

QI

aaa domain enable

FTHAN AAA RS EITR, BUAEOL T NRIPIRE . ATz mimt i, fuseft
FIHET44 1) AAA RS TCE . Zim 21 no TEAOGHZIT K.

aaa domain enable

no aaa domain enable

ZH fth

[

KM

&R fic B AR

HHATH T AT AAA IRSSECE, 7B XML B %

N AR FT T T 44 1 AAA ARSI 1

Switch(config)# aaa domain enable

Switch (config) #

i ik

aaa new model T AAA %4 IR %%
show aaa domain WoRE
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16.8

[ 247 ]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

GEPST

5
>

21

[FE3i]

aaa domain

BENIRAC B A, ACEIRR R . %474 80 no JE U0 % 4

aaa domain { default | domain-name }

no aaa domain { default | domain-name }

¥ ik
default R Zm4, TGS E
domain-name T8 e ) 2R

B Be BAE T

4 JR i B AR

TR HTHA 1 AAA RS E . default JyshEIRECE, RS LR A T EE
B, MR BT RN J775513% . domain-name A EIRATCE, W FH P 5 %k
o TG E G X AT SRR ESIR . H AT RS R Z I E 32 M.

BENSRBCE, BRITT R 2 T34 1R 55 -

R R B A P B R

Switch(config)# aaa domain example. com
Config AAA domain example. com
Switch (config—aaa—domain)#

aaa new model FTIF AAA 2455
aaa domain enable T T 144 1 AAA TR S5
show aaa domain BRI E




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

16.9

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEPST

&
B

21

[FE3i]

state

BEBGERAR, Zar L1 no EAKE NERAILE .

state { block | active }

no state
mac-addr AIIAIE ) N 2055 1 mac Mk

R DL T I AL

Jel e A

R8I B A 2K

N2 B E AR E IR T

Switch(config)# aaa domain example. com
Config AAA domain example. com

Switch (config—aaa—domain)#state block
Switch (config—aaa—domain) #

aaa new model T AAA 24 Ik %%
aaa domain enable TP T34 1 AAA JIRSS
show aaa domain BRI B
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16.10

[ 247 ]

[SRERCE]

[y &0

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

QI

username-format

FEIIC BN ACE NAS 5SS 452 TN P A4 R SIS B, %21 no &
KIKENENBCE -

username-format { with-domain | without-domain }

no username-format

ZH E1:3%
with-domain A A5 S
without-domain FIE I E R

SRAETEIL N AN S 2

S e B A

FESBC BN, BB NAS B0 EI S IS S T, A2 iafaisE B .

NI e E R S ST

Switch(config)# aaa domain example. com

Config AAA domain example. com

Switch (config—aaa—domain)#username—domain without—domain
Switch (config-aaa—domain)#

(e i34

aaa new model T AAA 24 5%

aaa domain enable FIIF T 144 1 AAA IR %S
show aaa domain SN B
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16.11 aaa local authentication attempts

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

QL

it & login &5 P 2 B S MUK EL,  1Z4n 2 1) no U E N ERATC &
aaa local authentication attempts max-attempts

no aaa local authentication attempts

BH ik

max-attempts RSN MR A, BUE VLRI N 1~2147483647
A 31K

NS

Zdar S HCE Login B3 HI P Sl s R K

T T A

Switch(config)# aaa local authentication attempts 5

Switch (config) #

4 ik

show aaa lockout R 24T login I8 UE AL B 251
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16.12 aaa local authentication lockout-time

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[FCE 2541

GEESiad

(P53 ]

BLE login & Zl il e B8 s R, eBUE I TR RE, i dr 1) no JE

KIKENENBCE -

aaa local authentication lockout-time /ockout-time

no aaa local authentication lockout-time

ZH Eiiipuy

lockout-time BUERE] (BAL: /NI, BUETEHE 1~2147483647
A 15 N

4 Rl B AR R

e . login s P Sl i e B 5 S R MOREL i BiUE A I TR JEE

T A2

Switch(config)# aaa local authentication lockout—time 5
Switch (config) #

iR e

show aaa lockout

SR T login 181 2 L B 40
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16.13 show aaa method-list

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GEPS

5
&
[

(P& ]

E7R AAA I T ED 13K

show aaa method-list

R

%4 R AAA T 17513

R R

Switch(config)# aaa authentication enable default local

add method:local
Switch(config)# exit
Switch#show aaa method-lists
AAA Authentication method

aaa authentication enable default local

A A
i 4
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17 802.1X

17.1 dot1x

[ 247 ]

[ E ]

[ 1]

QLK

[FCE 2 41]

(GIEPS

5
>

21

QENLE

TFIR B 802.1x NIIE hRE. %41 no L3 H] 802.1x AIELIRE .

dot1x

no dot1x

ALY, KM 802.1x INIELIRE.

4 JRy i B AR

%22 R ITR B 1 802.1x WAL

g

TR IFE 802. 1x EDAEI5 1

Switch(config)# dotlx

Switch (config) #
iy e
show dot1x BHE 802.1x MBS B

dot1x port-control auto

TFJE s 1 _E ) 802.1x WAIE
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17.2 dot1x port-control auto

(%]

[SERcE]

[ 1]

| QEOEEEERSD

[P & 24 41]

GEESid

(P53 ]

JFIR o H R 802.1x WA 1% A4 1 no JE3(5< M 1 _E ) 802.1x AL

dot1x port-control auto

no dot1x port-control auto

ZH Eiiipuy

BRAE I H

P AR E A

& 802.1x WAL B 1% 2 -

T E I 4 FfF 802, 1x WAiE:

Switch (config—-if-gigabitEthernet4)# dotlx port—control auto

Switch (config-if-gigabitEthernet4)

AN
fir 4

show dot1x port-control

Eiiipay

P F 802.1x i 1% B A5 5
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17.3 dot1x port-control-mode

[ 247 ]

[ E ]

[ &

(QEEEERSS

[FCE 2541

GEESid

(&3]

W B o 2 e 12 1 no T UK R I 1 32 48 R O BRI &
dot1x port-control-mode { mac-based | port-based }

no dot1x port-control-mode

S ik

mac-based #T MAC 21
port-based FE T 1 24 AR 2
B NHT mac 2%

2 O B A

FEEOR 21 0 B — DA NEEE A s E K75 TR ER T MAC 228

RV LA —AER 8@ 2 Ja, HAb A EImT DOEAE R, wT DUBC B o 1 52
PR

N BC B i 4 DB T R PR BT

Switch (config-if-gigabitEthernet4)# dotlx port—control-mode port-based
Switch (config—if-gigabitEthernet4)#

i E{iba
show dot1x port-control A 802.1x Ui ik BEiE B




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

17.4 dot1x auto-req

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

GEESid

(P53 ]

Bic B WA E 3l ok 802.1x E. %2 no JE RG] 1 BIAE .
dot1x auto-req

no dot1x auto-req

[

ZH fth

BRAE KM

4 JRy i B AR

Lo i AR R G0 B A AR ) o T BLE BT T2 fE .

TR TT A B E:

Switch(config)# dotlx auto-req

Switch(config)#

iR ik

show dot1x auto-req R E B RGE 802. 1 W IE I B 15 B
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17.5 dot1x auto-req packet-num

[ 247 ]

[SRERCE]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

QRN

Pic B B 3 R IETE SRR ST A

dot1x auto-req packet-num num

exil Eiiipuy

num FEEEAE R EL, BOMER 0, Fon—HRIE, BE
7 [l 0-65535

0

4 JRy i B AR

N AC B SR SO R 5

Switch(config)# dotlx auto-req packet—-num /00

Switch (config) #

AN
fir 4

Eiiipay

dot1x auto-req

P B e 3 KRS 802.1x IAIEE

show dot1x auto-req

BR B E B RIE 802. 1 MIE L B A5 &




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

17.6 dot1x auto-req interval

[ 247 ]

[SRERCE]

[ 1]

| QEOEEEERSD

[FCE 2541

(GIEPS

5
>

21

QRN

M B 52 B R VAT KIS TRIRE

dot1x auto-req interval time

4 Eiiipuy

time FBEAIE R CRIRE, BRAE 30 #0, BCEVEH 10-3600
4

30 #

4 R e B AR A

N R E SRR SO K IR 7] 5

Switch(config)# dotlx auto-req interval 20

Switch (config)#

PASPA
Tifee

Eiiipay

dot1x auto-req

P B e 3 KRS 802.1x IAIEE

show dot1x auto-req

BR B E B RIE 802. 1 MIE L B A5 &
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17.7 dot1x auto-req user-detect

[ 247 ]

[ E ]

[y &40

(QEEEERSS

[P & 24 41]

A

[AH A

5
e

QI

BB A B R IEEE M, AR SR MVAETE RIROC. 1% no
TS LD B o

dot1x auto-req user-detect

no dot1x auto-req user-detect

SH ik

RPNl

&R fic B AR

gt VN SR P BT TR IR, BLIR/INAT IR 5% 23 I IE S 7«

N R AC B E SRR S AT VAR 1

Switch(config)# dotlx auto-req user—detect
Switch (config) #

2

ik ik

dot1x auto-req

P B e 3 AR 802.1x AIIE

show dot1x auto-req R E B RGE 802. 1 W IE I B 15 B
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17.8 dot1x re-auth

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GIEPS

B
>

21

Q)

fic B FHINIEDhRE, ZORRIEE EWEBNLE. %21 no JE AR EINIEDIRE .

dot1x re-auth

no dot1x re-auth

PNl

4 JR i B AR

W iz, MWGEREE NEENE G, R e &k BT F L.

N R AC B E A IEDRER BT

Switch(config)# dotlx re—auth

Switch (config) #

N Eiiip

dot1x timeout re-authperiod T B E A [ 8] g B[]
show dot1x re-auth ERENERE
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17.9 dot1x reg-max

(%]

[ E ]

[ &

(QEEEERSS

[P & 24 41]

(GIEPS

5
>

21

QI

76 dot1x FIRZ 22 Bt fErf, i dotix 78— e ] P B i B R &% 2L o v, D
dotx B FR R [a) IR 25 28 A LI oK, 8 1% & W B 1) IR 45 28 17 SR FC VR B R IR B, &
211 no FE AR E A ERINE

dot1x req-max count

no dot1x req-max

ZH i

count Request/challenge i 3¢ AL 5
RGN 2 Ik

4 R B X

MR E 802. 1x INER K HEAL 5 IKIIHI T

Switch (config) #dotlx req—max 5

Switch (config) #
e e
show dot1x BE 802.1x [ E(EE
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17.10 dot1x pae-group-addr

Hie B A AR Ik BT IE . %47 2 1) no JE Nl FH B s bk AT UE
dot1x pae-group-addr

no dot1x pae-group-addr

(24 | 25 Eiiipuy

[SRicE]  SETEOLN, A4kt

[ o] RECEMK

[(fEMET] -

(ACEXEIT T2 R 2 AT VAR ]

Switch (config)# no dotlx pae—group—addr

Switch (config) #
[HHxm2) | @2 ik

show dot1x 5 802.1x ik EIEE
CPaBMT -
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17.11 dot1x timeout re-authperiod

(%]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GEPS

5
et
[ ]

(&)

T BEOIER A]RR I a], B DA A

dot1x timeout re-authperiod seconds

S8 Eiiipuy

seconds IIERE A, BUEYEHE N 1~65535, HAifb.
3600 b

4 R e B AR

B E AR 10y 1000 #4511

Switch(config)# dotlx timeout re—authperiod 1000

Switch (config) #
i ik
show dot1x i 802.1x Mk EE R
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17.12 dot1x timeout server-timeout

(%]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GEPS

5
s
[

(&)

BB AT IR 55 A% 2 BT VIEAZ L AR I A ]

dot1x timeout server-timeout seconds

seconds AR5 2B I R], HUEYER A 1~65535,

10 b

£ R fic B AR

T B BRSBTS B 1A 15 A1 T

Switch(config)# dotlx timeout server—timeout 75

Switch (config) #
i ik
show dot1x i 802.1x Mk EE R
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17.13 dot1x timeout supp-timeout

BB WA RS 2 BT UEAS B AR B[] o

dot1x timeout supp-timeout seconds

(5] | S8 Eiti3%y
seconds request/challenge it SCE AL [H] [, HUETEHA 1~65535, H
R

[shehicEl S5

(o]l 2R ERN

[(fEMETl -

[HCEXEI] B E R b 5g T ey 10 #41

Switch(config)# dotlx timeout supp—timeout 70

Switch (config)#
[HHxm4) | wd ik
show dot1x HHE 802.1x X BEEE

CFa#EM] -
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17.14 dot1x timeout tx-period

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

GiEPST

5
s

21

QREVLED

e & request/id i SCHEAL RIS H] . 1% ar4 ) no KEIURT 1 B YK B A (H .

dot1x timeout tx-period seconds

ZH iR

seconds Request/id i ST B AL [A] [, HUETERN 1~65535, HAIFP.
5%

4 R BC B A

N ERCE reqeust/id BEAL[AIRR ]y 10 #HIE]5

Switch(config)# dotlx timeout tx—period 70

Switch (config) #
4 ik
show dot1x i 802.1x Mk EE R
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17.15 dot1x max-users

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

GiEPST

5
s

21

QREVLED

BT MAC GEREST, BRI Z35 H 5ok FeVFIE R im i H

dot1x max-users counts

2% ik

counts ROV Fomdic H . BUEE A 0-255
64

e L B A X

TR B EM O 4 FRARVFAER 3E K 10 11517

Switch (config-if-gigabitEthernet4)# dotlx max-users 10
Switch (config—if-gigabitEthernet4)

e iR
show dot1x port-control M E 802.1x i ¥ B &
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17.16 dot1x auth-address-table address

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GiEPST

&
B

21

QL

Fo B AT IEENLSIRR . %4 1) no BT ER mT A E bt .

dot1x auth-address-table address mac-addr

no dot1x auth-address-table address mac-adadr

S Eiiipuy
mac-addr AT A2 N 255 () mac Hihik
P 1A B A

B ) i 7 i 11 R A 4R € K mac Hihk ) 2 A4 AT BAEAT 802.1x AGE.

TR AC B AT AE EALII R

Switch(config-if-gigabitEthernet4)# dotlx auth-address—table address 00:30:ab:0a:c0:c6

Switch (config—if-gigabitEthernet4)

A A
i 4

ik

show dot1x auth-address-table

BHEAAEEHSIR
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17.17 dot1x mac-auth-bypass

FeE . MAB AIE. %12 [ no KM 5 MAB AL
dot1x mac-auth-bypass

no dot1x mac-auth-bypass

(241 | 28 Eiiipuy

[SEmcE] kM

[ar o] O ER

[A#ES]  MAB Bl MAC S5E%IAIE, &M T 802.1x AIEZ i M &N, X T8 MAB, #£
tx-period*reauth-max I 8] N I 2 P ol B, JU 802.1x 2 I Wiz oA ik g R 3421
P MAC titik, 3Ll MAC Rtk A - 44 AV s el AR IR 55 2% AR e, et IR 55
IR [E] RN E S5 SR 7% MAC HiuhE 2 75 FC 47 10 RR 2%

BMAB &M T I, Rt — A R —AE.

(P& 24611 Fim 2R B 5 MAB AALERIH] 1

Switch (config-if-gigabitEthernet4)# dotlx mac—auth-bypass
Switch (config-if-gigabitEthernet4)#

[HHxm4] | iR
show dot1x port-control BEEIN 802.1x 15 5
[-FEWHT -



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

17.18 dot1x mac-auth-bypass multi-user

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GEPSTiRS

QI

FE 2 MAB INIE. Zar2 ) no JEA K2 MAB AL,
dot1x mac-auth-bypass multi-user

no dot1x mac-auth-bypass multi-user

ZH Eiiipuy

KM

P2 M E AR

% MAB &M T TERZ A, XMTAFEMS, f£2 MAB BRI [N 5, w4k
B RS HAETE K .

TR ACE 2 MAB YAIEI] T

Switch (config-if-gigabitEthernet4)# dotlx mac—auth-bypass multi-user
Switch (config-if-gigabitEthernet4)#

e iR
dot1x multi-mab quiet-period it B 2 MAB WA EZ 6 R ER i ]
show dot1x port-control AR 802.1x 5
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17.19 dot1x mac-auth-bypass timeout-activity

FC & MAC 55 B IAIERBIE AR 2RI A] . %4421 no TR E N ERE .
dot1x mac-auth-bypass timeout-activity time

no dot1x mac-auth-bypass timeout-activity

time MAB Jil e fELRIS 6], FAZAD, ERIA 0, Ko Lh—EAE

2%, Tid & il 1-65535

[SERcE] 0

[ Aia] P2 M E AR

| QEOEEEERSD IR 1) 55 B DA UE P T 7 1] ) 2% Y ek T

[HCE 1] TR A2 HCE MAB DA IE S I ] -

Switch (config-if-gigabitEthernet4)# dotlx mac—auth-bypass timeout-activity 3600
Switch (config-if-gigabitEthernet4) #

QPSS e iR
show dot1x port-control ER O 802.1x 15 &
[“F&U8 ] -
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17.20 dot1x multi-mab quiet-period

(%]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

5
>

CiEPSiSY |

QL

B B 2 MAB IR RIS I FFERIN (] . 142 1 no JE R N ERIMEA .«
dot1x multi-mab quiet-period time

no dot1x multi-mab quiet-period

time % MAB ERIW G K EF BRI 8], B fb, Fid & uH 0-65535
30 fb
4 R B AR

NI AERC E 2 MAB IATESRIGR A BRI 18] 45101«

Switch(config)# dotlx multi—-mab quiet-period 5

Switch (config) #
4 ik
show dot1x i 802.1x MBS R
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17.21 show dot1x

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GIEES

EN
&

>1

B 802.1x WEE L.

show dot1x

=

R

R R

Switch#show dotlx

dotlx enable

total user number
authed user number
pae group addr
reauth enable
reauth period
active req

server timeout
supp timeout

tx timeout

req-max

multi mab quiet period
Switch#

Dotlx Config

: enable
c 1

1

. true

: disable
: 300

: disable
. 10

5 B

2 B

12

: 30

IS A
ﬂﬂ4>

Eiiipay

dot1x

TFE 5% 11 802.1x WAIIE Djke

dot1x re-auth

Fo B EAEDRE, BER BAFHE e WIEHA
iIE

dot1x reg-max

fic & Request/challenge i 3 # L AL

dot1x pae-group-addr

P B 1 e Y AL b AT IE
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[F&i]

dot1x timeout re-authperiod

e L EE A UE A 1) B I [

dot1x timeout server-timeout W B R 55 2t IsF N 18]
dot1x timeout supp-timeout WE B2 I BE 3 [ AR AZ H 1R ) By
[]

dot1x timeout tx-period

fiC & request/id i SCEE A% [A] B I (]
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17.22 show dot1x port-control

& 802.1x i B EAE B .

show dot1x port-control

(891 | 28 Eiiipuy
[eEmicE]l -

[n o] FpbUsat

[fEMTE 7

(BT Rl e T

Switch#show dotlx port—control

Interface Mode Method Max-users MAB Mab—timeout
gl — mac—based 64 disable —
g2 auto mac-based 64 disable =
g3 == mac—based 64 disable ==
g4 auto mac—based 64 disable —
gb auto mac—based 64 multi-mab 0
g6 == mac—based 64 disable ==
g7 = mac—based 64 disable =
g8 auto mac—based 64 single—mab 3600
@ISR B iR
dot1x port-control auto T A it A 802.1x TAIE
dot1x port-control-mode i B ity 11 52 2 45 5
dot1x max-users IR ) 122 3 11 5K S0V BROTAUE 25 o £ H

[rawwsl -
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17.23 show dot1x auto-req

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(KA 4]

[FE3i]

BRI EARE 802.1x IEICEE B

show dot1x auto-req

R

R R

Switch#show dotlx auto-req
auto—Req: disable
user—Detect: enable
packet—Num: 0
req—Interval: 30

Switch#

AN
fi 2

Eiiipay

dot1x auto-req

P B e 3 KGR 802.1x IAIEE

dot1x auto-req packet-num

P B B 3 AR IETE SRR SC AL

dot1x auto-req interval

P B B2 3 R VIR KIS TRI bR

dot1x auto-req user-detect

e B B i H W R A A U@ I 1
Jr ANE SR TR C
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17.24 show dot1x re-auth

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GIEPS

=
>

&1

[F&3i]

BN EAAERC B

show dot1x re-auth

[

ZH 1]

R B

P =2 NS

Switch#show dotlx re—auth
reauth enable: disable

Switch#

IS A
Tifee

dot1x re-auth

Eiiipay

P & HAAIED) BE
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17.25 show dot1x summary

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

GEESid

P& ]

BEHEIEH P& TiE B

show dot1x summary

R B

PN SR

Switch#ishow dotlx summary

1D MAC Interface
1 00:21:cc:bf:06:d3 4
Switch#

iRy
dot1x

dot1x port-control auto

VLAN

2

Auth-state
Authenticated

Eitipa
TFE 5% 11 802.1x WAiIE Djke
JFJE o 1 _E ) 802.1x TAIE
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17.26 show dot1x auth-address-table

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GIEPS

=
4

&1

[F&3i]

HENIEENSIER

show dot1x auth-address-table

FERUSE

T T A R

Switch#fshow dotlx auth-address—table

1D Interface  MAC

1 4 00:30:ab:0a:c0:c6

Switch#

e g

dot1x auth-address-table address Be & nJAE =MLY R



VS5326G/VS5326GP R 5 #HAH e 4T F Mt

18 RADIUS

18.1

[ 24 ]

[EERCE ]

[ 2]

(QEEEERSD |

[P & 2541 ]

radius-server host

87€ RADIUS %2 iR 55 45 i) LML hE DUk 5 AR 55 a8t Tl S 3L = 02, %A & no &
MR TR E 1 EHL

radius-server host <A.B.C.D> [auth-port port-number] [test username name [idle-
time time] ] [key text-string]

no radius-server host <A.B.C.D>

ZH ik

Ip address RADIUS %4 ik %5 2% EHLI IPv4 ikl

auth-port port-number RADIUS & {3 MIEfY) UDP i 5

test username name FITAER S5 A5 AN T IORAS T BRI IR SS 85 2 B vl ik, IR
€ LRI P E R A P 44

idle-time time TIC B VA I T Bl R DR SR IR 1) [ B

key text-string LA

A A E #) RADIUS EHl.

4 JRy e B AR

N T AEH] RADIUS 2B AAA 242 IR 55, WhZiE L RADIUS %24 fluds ds. W] LMEEH]Z A 4
E LN ZA RADIUS %4 545 .

=N R

Switch(config)# radius—server host 192.168.2.99 key 1234
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(k2]

QRN

Switch (config)#
me ik
aaa authentication 7€ X AAA 115U NIE T VESIER

radius-server retransmit

€ X RADIUS . CE K IR E

radius-server timeout € X RADIUS B B 8]

radius-server dead-criteria € X RADIUS ‘% 4= iR 5% 28 AN ] 1k 1 4] 52 bk
1

radius-server deadtime TE X B AE IR RIA IR ) RADIUS %
4 R 55 2% RIS R (]
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18.2 radius-server attribute

M B PR

radius attribute {sn num | id attr-id | name attr-name } value attr-value [applied
{authen | none }]

no radius attribute sn

(4] | 235 ik
sn num FPA s, 44> attribute #R 2 3 Fl—AME— 17 515
id attr-id JETERT 1D
name attr-name J& P 44 Fx
value attr-value JE It HAR N 2
authen 2 LR TN IEEAE
none ZJEVEA N AR

(G E]l  svEE

[l 2REERN

[fEHHESY  BJEE ID XN A SRS fc2865

[(FCE2HI1  FiEEspl:

Switch(config)# radius—server attribute id 26 value vendor—info applied authen

Switch (config)#
[ 4] me A

show radius attribute EBEBEEAERE
[F5UiH] -
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18.3

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GEPSTiRS

(&3]

radius-server retransmit

e B ¥y RADIUS % 4w 55 a8 B0 SN AT AR SCHIEL. %421 no £

W NERINIL B

radius-server retransmit retries

no radius-server retransmit

28 ik

retries RADIUS i A 0K, BUE Ve EDy 1-100

BN EAIRECN 3

4 JR e B AR

AAA FEAE R — AT P BEAT UG R AT 32 AT VIER) %2 2 IR S5 e A SR .

B P22 42 IR 55 25 VA SROBL IR ARHE A 22 4 I 5% A A2 B0 BLACHR 32 K RADIUS i SCHA
RIS s, BRI E R 2 B I TA] B o

A C B R RO 5 T

Switch(config)# radius—server retransmit 5

Switch(config)#

i ik

radius-server host 5E X RADIUS %4 R 55 23 1 EHLAI L=
AN
~

radius-server timeout

%€ X RADIUS . SCHERS g i) 28
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18.4 radius-server timeout

o B e B RADIUS ROCER R 2 e iR 55 e A IO 18] . 1% 452 /) no TR IR E 9ER
IME-

radius-server timeout seconds

no radius-server timeout

[Z%500H]Y | S50 ik
seconds RIS [E] CRAANFD) o Al B RS Y 1-1000 Fb.

[BeEmcE]l 28

[l eREERX

CREFFE Y 8 %X A AR SC AR I I (] 2EAT 1 52

[RCEZEBIY R B E RN Ry 5 A H 61

Switch(config)# radius—server timeout 5

Switch (config) #
[HXm4) | md iR
radius-server host € X RADIUS %4 R 55 a3 ENLASLE T
é\
radius-server retransmit E X RADIUS 2 3CE R IkEL
(@E=RAD I
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18.5

(%]

[ E ]

[y &0

(QEEEERSD |

[P & 24 41]

5
4

CiEPSiRSd |

radius-server dead-criteria

Fic B B 4% € RADIUS % iR 5 a8 A rNE i bsitE . a2 no LK = ERIME .

radius-server dead-criteria {time seconds [retries number] | retries number [time
seconds]}

no radius-server dead-criteria

ZH 1P
time seconds fic B I E S5, W& g It E N E W R KA

RADIUS %4k 45 28 IE R B4 SC, A% RADIUS %
4RSS A5 e AN AT IR S5, TR E VS A 0-120 F5

retries number Be B SR RS k& Rl —4 RADIUS %4
PR 55 5 R 325 (1) 1 SRR SR I IR B0 B BT v e kg, AN
% RADIUS 2455 a3 2 A vk [P ey o 6 k. vl
)75 > 0-100.

time seconds FJERINE N 60 .

retries number [FJERIME N 10 K.

R e B AR

WH—5 RADIUS 224 k55 4% [FI I3 e I 18] 252 RS SR kB 4644, s %\ i
RADIUS %4 MRE2 A ATk, fHiZAr4, F 7 Ay LUK (] 264 A sk B i v B s 1k
(S HE AT %

MR E A 120 7, EEIRECN 20 REET

Switch(config)# radius—server dead-criteria time 720 retries 20

Switch(config) #

me E1i P

radius-server host 5E X RADIUS %4 IR 55 23 1 EHLAI L= 1
é\

radius-server deadtime DA - R I T O el N1 B e NS
RADIUS %24 il 55 %% K15 SRR SC I (]
K
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radius-server timeout E X RADIUS H GBI 5E I 28

[Fadsl -
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18.6

[ 247 ]

[ERERCE ]

[y &40

(QEEEERSD |

[P & 24 41]

GEESiad

Q)

radius-server deadtime

WE B WA A 1R AL T AN AR AR 1) RADIUS 224 IR 55 4% I 1 SRR SCIRI I TR BE o 1%
2 1) no JEA MK BRIMA

radius-server deadtime minutes

no radius-server deadtime

ZH Eiiipuy

minutes Fo B e 7 LR A TAIEIRE R RADIUS 24k 55 ds K ik
ORI TR, BB . T i By 0-1440 70 Bl (24 /)
D .

BRI 0 436 (H RADIUS %4 A5 B A TiE, 4 (344 % RADIUS Mt B & i
#5

4Ry fic B AR

IR — 6 RADIUS Z4fussas ) Hl 1 LRI ThRE, 84 XA 8] 2 Honh i
RADIUS %4 fIjR&HARMEM;: B0, % RADIUS %4554, IEL T AR
P A ] e A L ) G N TRDI, B% E Bh IR N TR IR

N BB IR ROERARTY 1 BB T

Switch(config)# radius—server deadtime 7

Switch(config)#

me Eiiipu

radius-server host € X RADIUS %445 28 1) FAHLAISL = O
/Q‘\

radius-server dead-criteria € X RADIUS %24 R 55 83 AN 0l 3k 1 H] W b
1
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18.7

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

show radius

i/~ RADIUS %5 %%

show radius

2R B R

T ST
Switch (config)# show radius

radius global information:
radius retries
radius_ timeout
radius_deadtime
dead—criteria retries
dead-criteria time

radius server information:
Index Ip address
Deathtime

A E A

S o1 o1

120

AuthPort AcctPort Key Status

1 192. 168. 2. 30
<N/A>

2 192. 168. 2. 5
<N/A>

1812 1813 (not set) Active

1812 1813 1234 Active

radius attribute information:

SN Id
applied

Value

Name Type

1 26

Vendor—Specific

String vendor—info
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Switch (config)#
(CEES TR B ik
radius-server host & X RADIUS %4 R 45 28 1 M LA L = 0
/Q\,\
radius-server attribute fic & J&E P R A
radius-server retransmit 5E X RADIUS i S HE K k%L
radius-server timeout € X RADIUS #B I  [a]
radius-server dead-criteria 5 X RADIUS 224 iR &5 85 AN ] ik 1 ) 58 b
i
radius-server deadtime & X AAT IE M IRIRAS B RADIUS %
4 AR 55 2% RIS T (]
[‘F&iH] -
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18.8

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

show radius server

278 RADIUS Jil 55 A lic B 15 I o

show radius server

BH ik

4= R B A

T A TR

Switch(config)# show radius server
Server IP: 192. 168. 2. 30
Accounting Port: 1813

Authen Port: 1812

Test Username: (not set)
Test Idle Time: 0 Minutes
Test Ports: Authen and Accounting
Server State: Active

Current duration 03:44:06s,
Dead: total time Os, count O

previous duration 03:44:06s

Statistics:
Authen: request 7, timeouts 0
Account: request 0, timeouts 0
Server IP: 192. 168. 2. 5
Accounting Port: 1813
Authen Port: 1812
Test Username: (not set)
Test Idle Time: 0 Minutes
Test Ports: Authen and Accounting
Server State: Active

Current duration 03:28:38s, previous duration 03:43:55s

Dead: total time Os, count O

Statistics:
Authen: request 7, timeouts 21
Account: request 0, timeouts 0

Switch (config) #
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[FEem4) | me £ P
radius-server host € X RADIUS Z 4k &5 a3 EHLAFE =0
/:(\

Cram] -
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18.9

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

(GEPS

5
&
[

(&N ]

show radius attribute

BB MR E

show radius attribute

ZH P
4 R E B AR
T ST
Switch (config)# show radius attribute
Attribute SN: 1
ID: 26
name : Vendor—Specific
value: vendor—info
type: String
applied: PAP CHAP EAPoL
Switch (config) #
i ik
radius-server attribute fic B 8 R AAE
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19 TACACS+
19.1 tacacs-server host
i & TACACS+iR45 25 F 4L IP otk

tacacs-server host ip-address [port port-number] [timeout fime] [key string]

no tacacs-server host ijp-address

(5] | 28 i
ip-address TACACS+% 4= I 55 %5 ML ip Huhik
port port-number TACACS+E il F i) TCP % 1, HUE T & 1-65535.
timeout time TACACS+E: ML ¥l I I 6], HU{E i [ 2 1-1000, k45 /2
5s.
ignore-auth-port KX RADIUS 224 Ik 55 B k3 R, BRIATF S
key string TACACS+ client 5 IR 45 #5 3L 1 %40

(Sl Bl WAIRER TACACS+E: ML,

[l eREERX

[ SY 9 7l TACACS+SEHL AAA %42 fiR5s, WLAUE L TACACS+ % 4x/lwsss. wILMEH]
%2 E LA E A TACACS+Z 4 ] d5 4 o

[(FCE2H1]1  FiERS:

Switch(config)# tacacs—server host 192.168. 2. 99

Switch (config)#
[HHxm4] | @b ik
aaa authentication 7€ X AAA 15U NUE T ESIER
tacacs-server key 4R X TACACS+% 4R 45 88 L= 1
é\
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tacacs-server timeout AR5 X TACACSHIR 25 21 |3 5 S #E B
SE I 3%

Crawm -
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19.2

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GiEPST

5
>

ERLED

tacacs-server key

FC & TACACS+H) 4 Rl

tacacs-server key [0 | 7] sting

no tacacs-server key

ZH ik

string FLE LR
BAfaE R

4 JR e B AR

=4 R B %A TACACS+2: 4 IR 45 3 #E 4T IE#f i@ (5 10 2l . A 7 B & A
TACACS+ % 4R 55 28 e it ATIB(E, WIAE R &Ml TACACS+2: 4= k45 %% L 52 SUFH A )
/\$D o MIATTFENTARS 2545 2 AR EAN, FA1M#H tacacs-server host

A key HETSLH,

™ key.

X HE AT PE N AR E X A RAC key I AR 55 AL E —

N A B E X TACACS+22 4= IR 45 28 L = 14l abe:

Switch(config)# tacacs—server key abc

Switch (config) #

»

T

ik

tacacs-server host

€ X TACACS+%: &= Ik 55 a1 4L

tacacs-server timeout

A JR 7 X TACACSH/IR 25 S 1 37 4 SC e iy
5E I 4%
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19.3

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GEPSTiRS

(&3]

tacacs-server timeout

P B 5 TACACS+ARS5asil iy, 54755 & 4 Rt i 1Al 1%/ no LIk E

NEANFCE

tacacs-server timeout seconds

no tacacs-server timeout

ZH Eiiipu

seconds RIS TR CRRAAFY) o AT EIYEREA 1-1000 #5.
5%

4 5 B A

A5 FH A% o2 5o Wi 2 4 S PR AR B B TR 34T R 2 . 2 JRAT] 75 BN IR S5 2 4B e AN E) O
IFEsFTE]ISE, {3 FH tacacs-server host @74 H1 [ timeout &I, X B a] DS 4 /Al
BXHTE AECE timeout P8I0 Ik 55 25 id & — 4> timeout.

T AR I I ] BB DY 10 BB T

Switch(config)# tacacs—server timeout 70

Switch(config)#

PSP
iRee

ik

tacacs-server host

€ X TACACS+%: &= Ik 55 a1 1AL

tacacs-server key

4 )€ L TACACS+Z A i 554 i3k = 1

é\
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19.4 tacacs-server attempts

P B 5 TACACS+ARS5asil iy, HR55 & AR 55 a2 VAE RS %2 1) no U1Kk
=S NIN -

tacacs-server attempts numbers

no tacacs-server attempts

[Z50iH] | S8 ik
numbers SRME R " B LY 1-1000 #5,

[BEmcE]l 3k

(o] )RR ERN

[REAFE Y A %] DU AR 55 a8 Sl AE R A AT B & .

[(HCEXE] oA AERE Y 10 KIIE]T

Switch(config)# tacacs—server attempts 70

Switch (config) #
[Hxm4] | @d ik
tacacs-server host & X TACACS+% 4 AR 55 23 11 0L
tacacs-server key 4R E X TACACS+Z 4 IR 45 s fFt =
é\

(IR =N'D B
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19.5 tacacs-client session-sock

FE 5 TACACS+ 55 aHilfE 2 AL — I a1h, HIREREF TCP #ik, Zmd
(¥1 no AR IR IE -

tacacs-client session-sock { multi | only }

no tacacs-client session-sock

(8] | 25 Eiiipuy
multi TUGEE A SLFT TCP i+
only PR A5 # A A — 4> TCP &4k

[FAICE]  multi

[l 2REERN

(QEEEERSD B

(FCEXET iR EAEE A A TCP IR MBI T

Switch(config)# tacacs—client session—sock only

Switch(config)#
(M4 | e ik
tacacs-server host € X TACACS+%: 4 IR 55 23 1) F AL

(IR =N'D B
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19.6 show tacacs

B TACACS+iR 55 & A2 HABAT 1K L -

show tacacs

(8] | 4 Eiiipuy
[GeuiEl -

(o] 2RicE R

| QEOEEEERSD

(MBI NEZRRG]T

witch(config)# show tacacs
tacacs+ server: 192.168.2.99/49
Timeout: 5

Socket Opens: 0

Socket Closes: 0

Total Packets Sent: 0

Total Packets Recv: 0

Reference Count: 1

tacacst server default attempts: 3
tacacst server default timeout: 5
tacacst session sock num type: multi

Switch(config)#
Switch(config)#
(M4l | wd E1i P

tacacs-server host 5E X TACACS+Z2 4 IR 55 23 1 T4

tacacs-server timeout AR 5E X TACACS+ /IR 25 5% nji 3 H S e st
SE I

tacacs-client session-sock & X5 TACAC+R 55 #rilfE & 54 H TCP
EH
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20 gvrp
20.1 gvrp enable
i%Ar 2477 GVRP DIfg, M i%Ar4 0 no WL A HLE .

gvrp enable

no gvrp enable

(Z8U5H]1 | 25 it

[

[EEBcEY <M gvrp

L SRY e ie B A ORI o F1C B AR 2.

[H#ES])  f#/1 show gvrp configuration fr 4 &5 & & .

[FCEZBI] N2 R f]

Switch(config)# gvrp enable
Switch(config)# interface aggregaport 1
Switch(config—if-AggregatePort 1)# gvrp enable

(X4 | wme EiiTpa
show gvrp configuration o gurp BLEfF B
(QR=RILED B
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20.2 gvrp timer

[ 247 ]

[SEACE]

[ ]

(QEEEERSD |

(A& 2541

(GiPSTiRS

[F&ui]

2 W E = AN E N AR A A o ] A0 10ms .

gvrp timer { [ join | leave | leaveall ]} viaue

no gvrp timer { join | leave | leaveall }

ZH ik

join RARIE Join JH 2 RERS nT AL B e 9k, GARP LHSE
RGBS Join JHRIAIANRIEP IR . PRIR R I% 2 8] [T 1] [A]
k% Join & I 28 Sk o

leave H—A GARP N H9AA EiER B IS B, BT Ah ik
Leave JH4.8, #U0LFZH B GARP sk F %) Leave &
AP 28, WRAEIZ e I 458 2 3 3eE B E] Join VEE, T
EHIZBE R R.

leaveall A~ GARP NHASA S5, B[RS S) LeaveAll & 25,
MZER 2B 5, GARP NSk 6 4h k1% LeaveAll V5
B, DMEHE GARP B SER B HHE M A SR BT E F 8
ER. BEf5 R LeaveAll '€ 8%, FFUEHTHI—#1E3K

value Join,leave F1 leaveall 1) & B #% 09 {H , ¥ H &<1-

2147483647>

AL E M join:20; leave:60; leaveall: 1000,

2Rl B

1§ Fif show gvrp configuration #i 4 & &R E .

N T R B

Switch(config)# gvrp timer join 40

&

ik

show gvrp configuration

TR gurp Bt EE 2
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21 DHCP CLIENT

24.1

(%]

[SERcE]

[ 1]

(QEEEERSD |

[FCE 2541

(KA 4]

QENLE

net-config vlainid 1 ip-mode

TCE WA REL ip Mk i) 3h s 7 1.

net-config vlanid vid ip-mode {[ dhcp | static ]}

24 Eiiipuy

vid B3 VLAN 5 [ id

ip-mode AR ip IR (BhA )
2 JR e B

2 BERA ip 7 (BIEEETHS) .

T T A2 1

Switch(config)# net—config vlanid 1 ip—mode dhcp
Switch (config) #

iR e
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24.2 net-config vlanid 1 dhcp

Dhep #30 T #& F R F BRI ip Huhit . 55 DHCP B4 LR ERILEI Y ip Hdik .

net-config vlanid vid dhcp {[renew | release| restart ]}

(28] | 2% i3
vid B VLAN ¥ 1 id
dhcp renew HOHTIR AL ip bk
dhcp release FEGRIE Y ip Motk
dhcp restart 7 dhep FRHL ip Huhik
[BREicE]l -

[l eREERX

[T dhep FIOZREL. 8 LARR K ip Mokt (7R 268 E N dhep #E:X).

[(FeE2p1]1 TR (&m0 al ki 55, BB

Switch(config)# net—config vlanid 1 dhcp renew
Switch(config)# net—config vlanid 1 dhcp restart
Switch(config)# net—config vlanid 1 dhcp release

[FHxXm2Y | e ik
ifconfig FRA B SREET ip Huhlk
[F&UHY -
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22 FTP Client

22.

[(Z%i9]]

[y &40

1

[fEMTE 7

[FCE 2 41]

(GEPS

5
4

A

copy filename ftp: serveraddress

S Y HTEC E S, B S JAE Ivarlconfig RAEE (— %2 switch.conf)

copy filename ftp: serveraddress

¥ ik

filename Ivar/config N Ific & SO
serveraddress TRAEFH S ENL ip
RO AR 4 R i X

N TH A PRAT

switch#fcopy switch. conf ftp:192. 168. 2. 59
send cmd TYPE I

ftp response:200 Type set to I.

send cmd PASV

ftp response:227 Entering Passive Mode (192,168, 2, 59, 203, 249)
send cmd STOR switch. conf

ftp response:125 Data connection already open; Transfer starting.
begin to write file!

fadatebagaarintstatasesapasrintetaassintatprsetsatesrtstetrsstataes)

send data over!size : 17721

download config file successed!
Switch#

RS i

tftp get [-a|-0] <A.B.C.D> <servfilename> | i@t TFTP $EHUC
<localfilename>

=
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GREL) I
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22.2 copy ftp:serveraddress serverfile

THRAZ BN LBC B B 1

copy ftp:serveraddress serverfile

(%] | S35 ik
serveraddress RAETH A B E AL
serverfile Tt SCAETE S 44
[EiahicE] -

[AAHR] AR R4 R

[fEMTE 7 -

[ c & 25491 ) Switch#copy ftp: 192.168.2.59 vmlinux.bix upgrade.bin
get remote file vmlinux. bix

Please wait....

killall: msntp: no process killed
killall: snmpd: no process killed
Receive data. ..

HHESHEHH A A A Y
Brmps iy d e R A g e g s R AR R
Brmps iy d e R A g e g s R AR R
HHESHEHH A A Y
Brmps iy d e R A g e g s R AR R
HHESHEHH A A A Y
HHESHEHH A A Y
BHEpgs SRR AR R AL AR R O AR AR R R
HHEHHEHH A S
Get file from remote success!

Begin to check image!~
process dd file to mtdblockb

(CiEE S I ik

-system upgrade serveraddress vmlinux | -2 [# {1
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23 Port Security

23.1

[ 247 ]

[SRERCE]

[ ]

QEOEEEERSD

[P & 24 41]

(GEPST:

5
4

21

[FE3i]

port-security violation

TFR R 2R, JF B N 2 e AR

&b
He o

Zan 2 no fER A 1% 2T

port-security violation { [ protect | restrict | shutdown ] }

no port-security violation

e ik

protect RIS, W FE S .

restrict PSR, ) FEFE A e Bk trap.
shutdown RBLER], MEFFARC. K%k Trap F+Hx M.
B O 2 4Bl A .

PO E R

HIF o 1 22 AT AR, AT DABR ) — A 1B REAL 2 1 22 ik B RN 8, n ke d
RAEE N 1 I H iz DG E — 224 idit M, WBERERIRXAS T AR, (R
HEDYBCE 224 MR R 52420 11 PR 4 B 96 7

NHEREERD 4 BT 2 Thfe, IR EERIALEDN shutdown:

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# port—security violation shutdown
Switch (config-if-gigabitEthernet4)#

2

B
5

w4

show port-security SR 424 ) BAS B A bk
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23.2 port-security aging-time

P B B A5 2 S HuUhi (AR TE] o Zar 21 no JERIRE A ERAE .
port-security aging-time time

no port-security aging-time

(8591 | S35 Eiiipuy
time BB B ) bk E AL E], JEELZ 10-1000000, HA7E

P, REE N 0, MISCHIZALTIRE.

[RATEE]  BUE 2T N 300 &

[ar il OB R

[(fEMETl -

Q=R | I T A B B v 4 B R AL ] S 200 FDe

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# port—security aging—time 200
Switch (config-if-gigabitEthernet4)#

(PSR B EiiTpa
show port-security SR 2242 ) BAS B A Atk
(G R=RTTED
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23.3 port-security mac-address

BEOEATF LR ESHS LAl Zar 401 no &N FRc & i bk
port-security mac-address mac-addr vlan vian-id

no port-security mac-address mac-addr vlan vian-id

[ZH00H] | S5 ik
mac-address PR LA bl
vlan-id MAC Huhikf) VID
[EAicE]l -

[ar o] WOBCER

(QEEEERSS -

[FCE2EBI] RN 4 TN 2 F S

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# port-security mac-address 00:30:ab:0a:c0:c6 vlan 1
Switch (config-if-gigabitEthernet4)#

(CPSiR B EiiTpa
show port-security SR 2242 ) BAS B A Atk
[FEwil -
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23.4 por-security max-mac-count

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESid

[F&3i]

VB o K 2 A b N Za 21 no TR IR E A A4
port-security max-mac-count num

no port-security max-mac-count

num N AN, BUE VRN 1-8191
AN 128,
2 1 g A

2 AR B S L BN A 5 3T I A e N R S A

TR E 4 TR Z eI O 2:

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# port—security max—mac—count 2
Switch (config—if-gigabitEthernet4)#

i Efiba
show port-security R 22 A R BLAE B Atk
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23.5 port-security mac-address stick

K Zh 25 S bk SRS G e A o i S ik o

port-security mac-address stick

(8591 | 23 Eiiipuy
[BEmcE]l -

[ar o] ORCE R

[fEMTE 7 -

[ACEXEIT NGRS D4 T A0 >0 B0 A Ik 5 kG il 54 A6 9 s s«

Switch(config)# interface gigabitethernet 4
Switch (config—if-gigabitEthernet4)# port—security mac—address stick
Switch (config-if-gigabitEthernet4)#

[HHxm4] | wd iR
show port-security N 122 A LA B AN e A bk
[-Fauml -
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23.6 port-security block

FC B MAC Hihik () 544 5. X REFK unblock fir 2K H M BB 44 S #2 B
port-security block { [ src-mac | dst-mac ] } mac-addr vlan vian-id

port-security unblock { src-mac | dst-mac } mac-addr vlan vian-id

(4] | 28 P
src-mac B4R MAC Mk
dst-mac BA R HE MAC itk
mac-addr MAC #iudi:
vlan-id MAC Hi3ik/) VID
[BREiE]l -

[ir o] O ER

(QEEEERSS -

(=R | NG MAC #hlik >y 00:30:ab:0a:c0:c6, vid=1 TN B4 H,

Switch(config)# interface gigabitethernet 4

Switch (config-if-gigabitEthernet4)# port-security block src—mac 00:30:ab:0a:c0:c6 vlan
1

Switch (config—if-gigabitEthernet4)#

(@GP B iR
show port-security R 2 A R B B Ak
[-Fewil -
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23.7 port-security clear mac-table unicast

[ 247 ]

[ E ]

[ 1]

(QEEEERSS

[P & 24 41]

GiEPST

5
s

21

Q)

TR R E SR Y S F b L

port-security clear mac-table unicat { [ static | dynamic | violation | all ] }

ZH i3

static T o e 285 22 A
dynamic TR Zh s 5 2] () ik
violation IR 3 1R
all TR BT L
Fe O B A

TR B A & A bk (]

Switch(config)# interface gigabitethernet 4
Switch (config-if-gigabitEthernet4)# port-security clear mac—table unicast static
Switch (config-if-gigabitEthernet4)#

i EiiTpa
show port-security SR 2242 ) BAS B A Atk
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23.8 show port-security

o 2 4 (v B DO 22 Ak

show port-security [ interfaces gigabitethernet port-number ]

(891 | S8 Eiiipuy
[GeicE]l -

[ir o] R E R

| QEOEEEERSD

(MBI NE2 RG] T

Switch (config—if-gigabitEthernet4)# show port—security interfaces gigabitethernet 4
************ Port security Information———————————

Violation mode: : restrict
Age time: : 300
Max mac count: : 2
Vlan MAC Address Type Interface
1 02:31:AC:0B:C0:C2 Violation gigabitEthernet 4
1 02:30:AB:0A:C0:C9 DYNAMIC gigabitEthernet 4
1 00:30:AB:0A:C0:C6 DYNAMIC gigabitEthernet 4

Switch (config—if-gigabitEthernet4)#

[HGm4Y | me it

port-security violation ¥ 8 o 1 24 ThEe, F55E i 24 1id
4k

port-security aging-time fic B 2h 75 2 2] Huhik ) 22 A st [a)

port-security mac-address F LA B A 2 ik

port-security max-mac-count VB iy oK 22 A kAN 2

port-security mac-address stick o BN 2557 21 B Hu kb 5 RS I % 40 9 i 25 Hi
hk
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port-security block BB MAC ik i 8 44 5

F ]
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24 Trunk & LACP

24.1

(%]

(S E ]

[ i

(QEEEERS

aggregateport load-balance

MCE AP 2 R s AT 5%, %A 21 no JE20K4: /i & P I B IR R N BRaa i .

aggregateport load-balance { [ dst-mac | src-mac | src-dst-mac | dst-ip | src-ip |

src-dst-ip ] }

no aggregateport load-balance

ZH ik

dst-mac ARSI HI H B MAC Hibib TR E i . 75 AP K55
L, H AR AR R AR St 2R R s 1, H I MAC AR
A S 43 BE 2 AS ] Pt 1 o

src-mac FRPEG AR SCHIPE MAC HihEBHT R B ic. 76 AP SHERE
H, ANE MAC ik (4R S Be 2 AN [ 3 1, AR TH MAC Hhik
A4 SCARE AR T D o

src-dst-mac R4EJE MAC 5 H 1 MAC TR E 2 L. ANFERIYE MAC+H
) MAC [ &8 A R i %, [Al— Y8 MAC+H 1)
MAC it AH [7) B 1% 5 % o

dst-ip RIS AR H I 1P Hohlk 34T E Bl . £ AP R4k
B IP HhE AR [E] R CCHE BIAR R S 1, 1 IP ASE
o B BAS [ ity 1

src-ip FRAE SN HIIE 1P HuhE R TIRE L. 7E AP S8ERE T,
ANTA] NP bk (14 SC o BE AN [E] ity 1, FH[E) 1P kb 4 S fd
FHRH [ Fé it 1 o

src-dst-ip ARV IP 5 HE IP 3R ESE. AR IP+H 1P 3R

EOE AN E s AR, R P+ E P AR [
Fe ko

MRAE AR S5 MAC HuhkAn H B MAC bk #EAT it &7 e

4 JRy i B AR
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[BCEZE]Y  BCEEET H A MAC Hubikfr) AP 42 J&) i & T4 R

Switch(config)# aggregateport load-balance dst—mac

Switch(config) #
| @EPSTRD I R

show aggregateport {78 Aggregate Port X B 15 &
(GS=RD B
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24.2 port-group

[ 247 ]

[ERERCE ]

[y &0

(QEEEERSD |

[FCE 2541

5
4

CiEPSiRSd |

(&)

W — AN LK P B sty 115 N AP RS B O 1 B LACP B8R o 1, 1% 4 1)
no 1 3 i i 1 ) Aggregate Port i 53 Jg@ P .

port-group key-number mode { [ static | active | passive ] }

no port-group mode { [ static | active | passive ]}

S8 ik

key-number P al ot A9, B AP 42115

static W12 05 1 BB N AP IR A& B 7 i 1

active R AR R ZiN O 2 E5 R LACP BAisH.

passive ZERAHAF X OAZE R LACP RHigH, H

E%W@J WJE LACP 35 =452 5 LACP 5.

PIOK R PE 16k AN T AP

B B A AN range 2 1 fid B R

T R LR 2 DR E A AP 4 LACP Zhas ik i, HEABR N E .

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# port—group 4 mode active

&

ik

show aggregateport

&7~ Aggregate Port % & {5 B

show lacp

78 LACP 3 G & A 85 R AR EAE B
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24.3

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

GEESid

(P53 ]

lacp enable

4R 5 A LACP Zh 854k ML R Ty 6e .

lacp enable

no lacp enable

Zar 2 no %] LACP g

ZH fth

[

ZRIN LACP Zhag k1]

4 JR i B AR

NI H H LACP Dfe i3 -

Switch(config)# lacp enable

Switch (config) #
i E{iba
show lacp B~ LACP uii FAC B L BERE RSB R
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24.4

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GiEPST

&
B

21

QL

lacp system-priority

FCE LACP RGeS, %2 no IR B N ERIME -
lacp system-priority system-priority

no lacp system-priority

system-priority LACP R4t sk, n & E{ETEE A 1-65535.
A E A 1
4 R e B AR

TR E LACP R4 10 161

Switch(config)# lacp system—priority 70

Switch (config) #
i ik
show lacp 7R LACP i A & KM R A IRESER




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

24.5 lacp tick-time

WE LACP ZhRe ) LBk [A] o Zdm 21 no JE Wk 2 N ERIAE
lacp tick-time < mill-sec >

no lacp tick-time

[ZH500H] | S5 ik
< mill-sec > LACP ZhRef-gkist 1], Ff7 ~=Fr, HUEYER v 50-5000 =
b

(i &l BOME 500 24

(o]l 2REERK

[(fEMETl -

[FCEZH]  F2EE LACP LBkt [ 1 P 61

Switch(config)# lacp tick—time 1000

Switch (config) #
[HHxm2) | e e

show lacp B~ LACP uif FAC B & BERE R A REE R
CRaBm -
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24.6

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GiEPST

&
B

21

[FE3i]

lacp port-priority

i B LACP AP ot ) AL Sedk, %A 1) no JE UK N ER A
lacp port-priority port-priority

no lacp port-priority

24 Eiiipuy
port-priority it 1) LACP 3 56 4%, B 2 0-65535
ERIME Y 1

P A B A AN range 2422 I C B AR

NGB b 12 B RSN 222 B F-

Switch(config)# interface gigabitethernet 2
Switch (config-if-gigabitEthernet2)# lacp port—priority 222

e ik

radius-server host € X RADIUS %24 AR 45 28 10 WAL= 10
é\

radius-server dead-criteria € X RADIUS 224l 5% 28 A5 AT 32k 1 4] i bs
e
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24.7

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GiEPST

5
<

21

(&N

lacp admin-key

BeE LACP AP j b M B KEY {8, %4 1 no JE R E N BRIME .
lacp admin-key key-value

no lacp admin-key

ZH ey
key-value Ui 2 KEY {5, HUEYE H 2 0-65535
LNV

P A B A AN range 2422 I C B AR

TR AL B G 2 R KEY {EA 100 19411

Switch(config)# interface gigabitethernet 2
Switch (config—-if-gigabitEthernet2)# lacp admin-key 700

s iR
show lacp 7~ LACP by AL E KBRS R AREER
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24.8

[ 247 ]

[SRERCE]

[y &40

QEOEEEERSD

[FCE 2541

(GIEES

2
RS

>1

6]

show aggregateport

7% Aggregate Port % & {5 B

show aggregateport { [ load-balance | [ aggregate-port-number] summary ] }

ZH A

load-balance SR AP [P P A

aggregate-port- AP #1105

number

summary SR AP H IR AR S B A TR I 4 S R

BRI PAT

T A R

Switch#ishow aggregateport summary

|AggregatePort |MaxPorts |Status |Ports

Agl 8 Enabled Gio/6 ,Gi0/7

Switch#

Switch#ishow aggregateport load—balance

Load-balance : Destination MAC

Switch#

e ik

aggregateport load-balance e B AP 14 J5 i 2 P 50

port-group B — AR By AP HIERS
Y 7 3 8 LACP B2 R 5 i
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24.9

(%]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

show lacp

‘&~ LACP 3 e B X% BE R A IS E B

show lacp [ agg ]

Eitipay

&R fic B AR

N R

Switch (config)# show lacp

‘7~ LACP B R EIREE B

lacp status :disable

system id :—561323774

system priority 1

tick times :500 ms

Port | Link Status Priority Admin Key Agg Id Agg Mode
Gi0/1 Down 1 1 0 NULL
Gi0/2 Up 1 1 1 Active
Gi0/3 Down 1 1 0 NULL
Gi0/4 Up 1 1 1 Active
Gi0/5 Down 1 1 0 NULL
Gi0/6 Down 1 1 0 NULL
Gi0/7 Down 1 1 0 NULL
Gi0/8 Down 1 1 0 NULL
Gi0/9 Down 1 1 0 NULL
Gi0/10  Down 1 1 0 NULL
Gi0/11  Down 1 1 0 NULL
Gi0/12  Down 1 1 0 NULL
Gi0/13  Down 1 1 0 NULL
Gio/14 Up 1 1 0 NULL
Gi0/15  Down 1 1 0 NULL
Gi0/16  Down 1 1 0 NULL
~ More
Switch (config) #

Switch(config)# show lacp agg
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(K4 ]

(&3]

Flags: S — Device is
F - Device
A — Device
P - Device

Aggregate Id 1:

requesting Slow LACPDUs

is requesting Fast LACPDUs
is in active mode.

is in passive mode.

Port | Flags State Priority Oper Key Number Actor State

Partner State

Gi0/4 SA susp 1 3 4 0xcd000000
0x43000000

Gi0/2 SA sSusp 1 3 2 0xcd000000
0x43000000
Switch (config) #
e i
lacp enable 4R 5 F LACP 3 &85 I R ThiE
lacp system-priority fic & LACP A&k

lacp tick-time

BLE LACP fg Lok 8]

lacp port-priority

P& LACP AP i 51 H 13 F I a2

lacp admin-key

FeE LACP AP 1% 7 H [ 1 KEY 18
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25 Monitor

25.1 monitor session

e B R A% U 1R F) o

monitor session < 1-4 > source interface < 7-70 > [ both | rx | tx]
monitor session < 1-4 > destination interface < 7-70 >

no monitor session all

no monitor session < 1-4 >

(851 | 23 ik
both S FRMSURE (AR S AT AR F
rx B DR &
tx il A i& i L

[BREBCE]l -

[l 2RECERNK

(QEEEERSS e s BB Thae, P O _E R IO S B A Rk 4 H s 1, H K
EIEE RO A TR RO, AT DORE 2 i L SR A E
Ui 11

[HCEXE]  RERRD 2 REasEBR 6 0.

Switch(config)# monitor session 1 source interface 2
Switch(config)# monitor session 1 destination interface 6

[ 4] iR ik
show monitor BRBBNERRE
[F&ui] -



VS5326G/VS5326GP # 53z #ehl 47 Ft

25.2 show monitor

{7 monitor Port ¥ &5 E.

show monitor

(851 | 25 Eitipay
[(BEmcE]l -

[ar o] ST

[fEMTE 7 -

(FEXET  FERRRET

Switch(config)# Switch(config)# show monitor
sess—num: 1

span—type: LOCAL SPAN

src—intf:

gigabitEthernet 0/2 frame—type Both
dest—intf:

gigabitEthernet 0/6

GIESEES BT Hiid
GREVL) I
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26 ERPS-LAKIFM{RIPH1#2

26.1

[ 247 ]

[SEACE]

[ ]

QLK

[P 2541 ]

(GIEES

EN
&

>1

(&3]

erps ring ring-id rplowner

P P TR ERPS 3R, JRI4% ¥4 W B FRHH ) RPL owner %5 /4.

erps ring ring-id rplowner vlan vian-id non_rpl interface gigabitethernet port-num
rpl interface gigabitethernet port-num

ZH i

ring-id ERPS 3£ ID, HufEyuRl A 1-239
vlan-id ERPS #JiTJ& VLAN

non_rpl interface | 9k RPL %% % i ££ 3%
gigabitethernet port-

num

rpl interface | RPL % i I 7£ 5t 1
gigabitethernet port-

num

2 JREE R

2 M TA12 RPL owner 951, MR 2 HARERC B — 2 RPL %, RPL #Ei
W35 43 79 ZE 4% RPL owner 5 & f1 RPL neighbor 5 &,

NIHAEEENL ERPS 34 1 FK) RPL Owner % s (415, HrPi [ 6 2 RPL BE#% FIT £ 3 1 -

Switch(config)# erps ring / rplowner vlan 7 non rpl interface gigabitethernet 2 rpl
interface gigabitethernet 6

e iR
show erps ring 78 ERPS S EUCIRAS
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26.2 erps ring ring-id rplneighbor

24 TR ERPS 5, JF44 % ¥4 W B FR A1) RPL neighbor 3 4.

erps ring ring-id rplneighbor vlan vian-id non_rpl interface gigabitethernet port-
num rpl interface gigabitethernet port-num

(5] | S5 ik
ring-id ERPS i ID, HUATERI 1-239
vlan-id ERPS #* JJ1J& VLAN
non_rpl interface | JE RPL %% 1% it 75 i [
gigabitethernet port-
num
rpl interface | RPL % ¢ T 75 3t ]
gigabitethernet port-
num

[SRERE]l K

[ o8] 2RRCERN

[T A4 T8J%2 RPL neighbor i, /M2 HAURERCE — 2% RPL ##%, RPL 4
% P 9 43 3l %42 RPL owner 711 55 Al RPL neighbor 77 £

[FE241) R &S ERPS 3R 1 H1f) RPL neighbor 5 &7, A1 6 4 RPL & 2% BT 7E ik
M.

Switch(config)# erps ring / rplneighbor vlan / non rpl interface gigabitethernet 2 rpl
interface gigabitethernet 6

Switch (config)#
| @IEPSTs) I EiiTpa

show erps ring 7~ ERPS A S HUIRAS
[Fewsl -
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26.3

(%]

[SRERCE]

[y &5

(QEEEERSS

[FCE 2541

(ka4 ]

6]

erps ring ring-id common

Zn 2 M A2 ERPS 3, FFRZ B % e BN P KI8T

erps ring ring-id common vlan vian-id primary interface gigabitethernet port-num
secondary interface gigabitethernet port-num

ZH fiiik
ring-id ERPS 3£ ID, HU{EJuR A 1-239
vlan-id ERPS ¥ frj& VLAN

primary interface | i\ ERPS ¥f ¥y 11—
gigabitethernet port-
num

secondary interface | i\ ERPS ¥ i 1 —
gigabitethernet port-
num

£ JR g B AR

Zn A H T2 RPL ¥IEY &, ERPS ¥ ik RPL & #1748 N e B o i 81y
A, BI— 4R T RPL owner #ll neighbor 5 s5i4h, H Az 5@E 17 5.

N A& ZESL ERPS ¥4 1 H1f#) RPL common 73 /& F) 51+

Switch(config)# erps ring / common vlan / primary interface gigabitethernet 2 secondary
interface gigabitethernet 6

Switch (config)#
i iR
show erps ring 78 ERPS IS HORES
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26.4

(%]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

(GEPSTiRS

QL

erps ring ring-id enable

Za A T HHA ERPS . 1Z%dr 41 no TR A iZIF
erps ring ring-id enable

no erps ring ring-id enable

28 ik
ring-id ERPS 3# ID, HU{E a4 1-239

BREEIT, 25

&R fic B AR

T A ERPS 2R 1 45T

Switch(config)# erps ring I enable
Switch (config)#

2

ik ik

show erps ring &7~ ERPS IS HUCIRS
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26.5 erps ring ring-id fs

i A F s v BN PA H AO2EAN H0 blocking FHZEIRA »

erps ring ring-id fs interface gigabitethernet port-num

(5] | S5 iR
ring-id ERPS ¥4 ID, HU{EuR A 1-239
port-num o 1) 15 B % A PHLZE AR S

[BEmcE]l ok

[l eREESK

[T 9 E Y blocking IRZAS A, 1% H ANRERHH H VI HN forwarding IR7S, A AEH il

il clear fin &K & .

[RCE 24 T2 sm s % B ERPS 38 1 Fhfr)ai 11 2 SR B ZE R 45+«

Switch(config)# erps ring / fs interface gigabitethernet 2

Switch (config)#

| @ISR I EiiTpa
erps ring ring-id clear W AT Bl i i P ZE RS TRk R
show erps ring 7~ ERPS M SRS

(&3]
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26.6 erps ring ring-id ms

Zdn 2 TP BRI RIS Y blocking FHZEIRZ »

erps ring ring-id ms interface gigabitethernet port-num

(5] | S5 iR
ring-id ERPS ¥4 ID, HU{EuR A 1-239
port-num o 1) 15 B % A PHLZE AR S

[BEmcE]l ok

[l eREESK

(AR SY  FahieEJy blocking WRaSJE, %30 AT AR H BY)# 0y forwarding 7, #A] LLIE

il clear fin &K & .

[FCE241]1  FHZF30EE ERPS 3 1 i1t 1 2 v ZEIRA 16517

Switch(config)# erps ring / ms interface gigabitethernet 2

Switch (config)#

| @ISR I EiiTpa
erps ring ring-id clear W AT Bl i i P ZE RS TRk R
show erps ring 7~ ERPS M SRS

(&3]
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26.7

[ 247 ]

[SRERCE]

[ &40

QEEEERSS

[FCE 2541

(GEPSTiRS

[FE3i]

erps ring ring-id clear

2t A TR0 T Bl s il B 2E RS R R

erps ring ring-id clear

28 ik

ring-id ERPS ¥4 ID, HU{EuR A 1-239
7

4 JR e B AR

N2 ERPS F1 1 T3/ i il BELZE RS R 11

Switch(config)# erps ring / clear

Switch (config)#

i i

erps ring ring-id fs o 1] % B AN IR R B RN A blocking
FHZERAS

erps ring ring-id ms FHRE AN RN E N blocking
FHZEARAS




VS5326G/VS5326GP R 5 #HAH e 4T F Mt

26.8

(%]

[SEACE]

[y &0

(QEEEERSS

(A& 2541

(GIEES

N
B

ERIED

erps ring ring-id subring

e T BUE T ST

erps ring ring-id subring {rplowner rpl | rpineighbor rpl | common} interface
gigabitethernet port-num [primary | secondary]

ZH ik

ring-id ERPS i ID, HUATERI 1-239

rplowner WEAZLHNZ T RPL owner 75

rpineighbor W B IZAZHNUNIZ T H [ RPL neighbor 77 £

common BB LA IZ T I B

port-num FEAT S B R D

primary PR LT frp B9 5 T4 I RS E @ M A
'8

secondary VERPAS ELZET iR 5, ERIAA secondary

4 e e A

HET A ERTFHRAE ML, EHMFHLAER—D VLAN N. BAEET

B, HWE—NEE N primary EF A, BN E N secondary T .

NHEZSEESR 1 WERR T 2, FiEE DN TR RPL owner 1 i HIBIT:

Switch(config)# erps ring 1 subring 2 rplowner rpl interface gigabitethernet 8 primary

Switch (config)#

[iisSe

Eiiipay

show erps ring

‘w7~ ERPS S HUCRA
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26.9

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

&
B

CiEPSiSY |

[FE3i]

erps ring ring-id ring_role

Zan 2 TR ER AN TR T,

erps ring ring-id ring_role {master | sub}

S Eiiipuy

ring-id ERPS i ID, HUAVERI 1-239
master BN

sub T

NI E =)

4 R fic B A

NI B E ERPS 3 2 IR

Switch(config)# erps ring 2 ring role sub

Switch (config)#

2

w4

ik

show erps ring

‘E78 ERPS IS HUCRA
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26.10 erps ring ring-id mode

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GiEPST

5
s

21

[FE3i]

Zdn A T B B AR Oy R s AN )3,

erps ring ring-id mode {revertive | non_revertive}

ZH ik

ring-id ERPS ¥4 ID, HU{EuR A 1-239
revertive CIpu

non_revertive ANnT i

N S IIBU

&R fic B AR

TR BB ERPS 2R 1 AN AT (4517

Switch(config)# erps ring / mode non revertive

Switch (config)#

2

w4

ik

show erps ring

‘E78 ERPS IS HUCRA
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26.11 erps ring ring-id mac

[ 247 ]

[ E ]

[ 1]

| QEOEEEERSD

[P & 24 41]

(GIEPS

5
>

21

(&3]

i A 1 B BB T R ARSI T A U mac MLk

erps ring ring-id mac mac-addr

S Eiiipuy

ring-id ERPS i ID, HUAVERI 1-239
mac-addr MAC Hh ik

NS

4 JR e B AR

N2 E ERPS £ 1 JE mac #ubik BT

Switch(config)# erps ring 7 mac 00:00:02:23:32:22

Switch (config)#

IS A
Tifee

Eiiipay

show erps ring

s ERPS IS HUCRA
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26.12 erps delete ring

[ 247 ]

[ERERCE ]

[ &40

QEEEERSS

[FCE 2541

GiEPST

5
s

21

(&3]

2 T MERA .

erps delete ring ring-id

ZH ik

ring-id ERPS i ID, HUAVERI 1-239
NSRS

4 JR i B

TR 1A

Switch(config)# erps delete ring I
Switch (config)#

2

w4

ik

erps ring ring-id rplowner

A ERPS 3, JRRZ & s BN

RPL owner 71 £

erps ring ring-id rplneighbor

A ERPS 3, JRRZ & s E NI

RPL neighbor 74 4
erps ring ring-id common B ERPS 3, F¥ iz E A )
erps ring ring-id subring B I ST
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26.13 erps timeout

(%]

[ E ]

[ &40

(QEEEERSS

[ & 24451

(ka4 ]

Zin A TR E ERPS % € i 2RI 1A] . %21 no TRk S NERIME .

erps timeout {wtr_timeout interval1| guard_timeout interval2| holdoff_timeout
interval3}

ZH fiiik

wir_timeout intervall | WTR i &M, A N80, JEFEDy 1-12, BI85 70%h
guard_timeout Guard EHf 82 HIME, PANZER, TWHZ 10-2000, ERIA
interval2 500 =F»

hc:ldoffl_stimeout Holdoff s &%, HA7v=fb, Yl 0-10000, HRilE
interva 0

WTR E 2554 4 5 708 Guard B4 N 500 =ZF0; Holdoff ER 25E4 N 0 =

o

&R fic B AR

WTR(Wait-to-restore) timer: I iE i #5 2% RPL owner &4 A &L, A H B &4 AL

ZE R4 TP 1 RPL owner XA FPRAS 2421 H] . 24 RPL owner il 21 bk
B, ASLEHATIRIMN S, MRS WTR ER 288N 2 5, R FIA LUK e
B IRE, APAT RN, WRAE WTR 5 25 I 2 A1 SCR ORI 21 2R k]
B, UEGH WTR ER#8, ANEHATHIMI)H.

Guar timer: %7€ I a5 1 FB7 LR BT 1) R-APS Y1 /2 o 450w A 0 80 B s A
W RIS, AR B R I B AR SC, TR 3l guard R 4% . f£ guard SE Y
S AT, BRIER TR flush 504, e koSO B 25, At
ITAbEE

Holdoff timer: iZ5g i 2% H T 57 1k B T8 (Rl BchE i, 520 ERPS AWk 47 # 4k
Ui, ME TILEN 282 5, SRR ERT, ERPS AL RIFATH AN, 1M
S B 2 5, IR BRSO, A AT R AN

A BE WIR E 488 1 28]

Switch(config)# erps timeout wtr timeout 7
Switch (config)#

fiisSe Eiiipay




VS5326G/VS5326GP # 53z #ehl 47 Ft

show erps timeout 7~ ERPS £ 5E I 25 Hic B A1H

F ]
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26.14 show erps ring

(%]

[SERcE]

[ 1]

[fEMTE 7

[Fc & 25 41]

CEESid

‘&7~ ERPS SIS HUCARS

show erps ring

4 R e B AR A

R BRI T

Switch(config)# show erps ring
HUHHH T S S A T R

Ring id : 1

Raps Channel : 1

Node Role : RPLOWNER

Ring Role : Major

Revertive Mode . Revertive

Ring Enable . enable

Machine State : PROTECTION

Local Pri : LOCAL SF

Local Node Id : 00:00:22:33:44:55

RPL port : 4 Link State : link down State : Discard
Non RPL port : 2 Link State : link down State : Discard
Timer : Stop

Send Pkt Timer . Yes
HEHEHE TR R I I A S A A A R R S S

Switch (config)#

me Eiip

p=t

erps ring ring-id rplowner

erps ring ring-id rplneighbor

BI%E ERPS 3, HBiZ & W B NI H]
RPL owner 74 /5

Gl ERPS 3, JREIZ & B AT
RPL neighbor 1 s
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QRN

erps ring ring-id common

A ERPS 3, IR iZ B Bt BN A
L pERED)

erps ring ring-id enable

5 Fl ERPS %

erps ring ring-id fs

9iR il e B AN PR3 - blocking
PHZEIRZS

erps ring ring-id ms

FENELANA AP HIE NG D blocking
PHZEARZS

erps ring ring-id subring

BEE TIEY ST

erps ring ring-id ring_role

BEEM R OO I TR

erps ring ring-id mode

a- RN E Saw Sl B U % NEI B

erps ring ring-id mac

W B Z W AT R AE AN IE BT A AU
mac ik
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26.15 show erps timeout

[ 247 ]

[SRERCE]

[y &40

(QEEEERSS

[FCE 2541

GEESid

(&3]

‘7~ ERPS % 5E I 4 ic E i 1E

show erps timeout {wtr_timeout | guard_timeout | holdoff_timeout}

ZH ik

wtr_timeout B8 WTR SE R 81018
guard_timeout oK Guard & B 28 1
holdoff_timeout 7~ Holdoff 72 i 2% 1I{E
2R B

TNTH R R T

Switch(config)# show erps timeout wtr timeout
erps wtr timeout: 5 min

Switch (config) #
N ik
erps timeout Bi B ERPS 5 & B 755 i i 1 [H]
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27 loopback

27.1

[ 2% ]

[SERcE]

[ 1]

(QEEEERSS

[P & 24 41]

(KA 4]

QI

loopback

JEJE A Bl A T e
loopback

no loopback

B TR

4 JRy e B AR X

A P A BT DA 36 LUK 9 i 11 2 75 IR 3 A .

P B A A T/ -

Switch(config)# loopback

iR i
show loopback SRS E G R
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27.2 loopback action

BB OB 17

loopback action { [ shutdown | block | warning ] }

[Z50iH] | 25 ik
shutdown R I VA Je 1% 0 1 down $i7
block KIVAE LLIE block Zim 1, H 0¥ bpdu A1 EAG I i SCiE
ji
warning RIIREE e 15245 R
(B E] -

Qs S: W I S e ORI E Ky

(REMTE ST WERAAAEIREGI, I R S8R A BLE BOA R AR R 32 FRES

[HCEXEIT T i E PRI b 13 6]

Switch(config)# loopback action block

[HHxme] e iR
show loopback BENBRIERE
[-FEHMAT -
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27.3

(%]

[SERcE]

[ 1]

| QEOEEEERSD

[Fc & 25 41]

(GEPSTiRS

(& ]

loopback time

T PR A U P 1]
loopback time < 10-3600 >

ZH Eiiipuy

30s

4 JRy i B AR

DN SRAFAEIN BRI, S 1 B8 ¢ EEL I T S Al — K

TS E I ERRE 100 Al — K
Switch(config)# loopback time 100

4 ik
show loopback BENHKAEREL
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27.4 show loopback

7% loopback 1 135 &

show loopback

(891 25 Eitipay
[BEmcE]l -

[ar o] BRI AT

[fEMTE 7

(QEN-i71D I TP 3 TN Ve

Switch(config)# show loopback
loopback info:

global enable: Yes
times: 100
action: block
debug level: 1

GIESES IS ik
GRETL)
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